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Abstract

CIC systems can reduce initial IP phone configuration time and ongoing

maintenance with "managed IP phones". A provisioning subsystem

manages all IP phone configuration in Interaction Administrator, updates

manufacturer-specific firmware, and manages resetting phones as

needed. This document describes all aspects of Polycom phone,

Interaction SIP Station | & II, SIP Soft Phone, and AudioCodes phone
implementation including configuring the network for managed IP

phones, creating multiple managed IP phones and associated SIP

stations, advanced configuration, boot and provision sequences, and

troubleshooting.
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CIC 2.4/3.0 to 2015 R1 or Later Migrations

The CIC 2.4/3.0 to CIC 2015 R1 or later migration package contains the tools and documentation to guide you through the process
of migrating existing CIC 2.4/3.0 systems to CIC 2015 R1 or later. To download the latest versions of the migration tools and
documentation, see the CIC 2.4/3.0 to CIC 2015 R1 and later migration package page on the Product Information site at
https://my.inin.com/products/cic/Pages/Migrations.aspx.

The CIC Migration Guide, included with the migration package, includes the procedures for migrating CIC 3.0 managed IP phones
from a CIC 3.0 system to a CIC 2015 R1 or later system. For more information, see the CIC Migration Guide at
https://help.genesys.com/cic/mergedProjects/wh_tr/desktop/pdfs/migration_icg.pdf.
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CIC Provisioning Subsystem

The CIC provisioning subsystem on the CIC server manages the configuration of Polycom phones, Interaction SIP Station | and Il
phones, SIP Soft Phones, AudioCodes phones, and Genesys phones for the purpose of reducing initial IP phone configuration time
and ongoing maintenance. The CIC provisioning subsystem manages the CIC features available on each phone, and also updates
the firmware and manages resetting the phones as needed.

The Managed IP Phones container in Interaction Administrator contains all Polycom phones, Interaction SIP Station phones, SIP
Soft Phones, AudioCodes phones, and Genesys phones that the CIC provisioning subsystem manages. The Managed IP Phones
container also contains templates to create managed IP phones and the SIP stations associated to each, and registration groups
for organizing phones according to the sources of registration data.
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The CIC provisioning subsystem allows administrators to complete the following tasks in Interaction Administrator:

Set Polycom, Interaction SIP Station | and II, SIP Soft Phone, AudioCodes, and Genesys model templates with feature sets.
Create individual managed Polycom phones, Interaction SIP Station | and Il phone, SIP Soft phones, AudioCodes phones, and
Genesys phones.

Create multiple managed IP phones for Polycom phones; Interaction SIP Station | and Il phones; SIP Soft Phones; AudioCodes
phones; and Genesys phones from CSV files, and migrate existing Polycom phones to managed IP phones.

Alter feature sets on Polycom, Interaction SIP Station | and II, SIP Soft Phones, AudioCodes phones, and Genesys phones. On
the next reboot, the phones pull the updated configuration files automatically.

Schedule an after hours reboot for one or multiple Polycom phones, Interaction SIP Station phones | and Il, SIP Soft Phones,
AudioCodes phones, and Genesys phones.

Manage and distribute appropriate firmware versions to Polycom phones, Interaction SIP Station | and Il Phones, AudioCodes
phones, and Genesys phones.




Supported Managed IP Phones

About Polycom Phones

Managed IP phones support Polycom phones in new installations and migrations.

Supported models and firmware

For the latest supported Polycom phone models and firmware, see Polycom Firmware for Supported and EOL Phones.

For the latest Polycom phone models and firmware that Genesys tested, see the TestLab site at
https://testlab.genesys.com/ProductsPage.aspx?ProductType=5.

New installations

Genesys recommends that you create managed IP phones for Polycom phones using a CSV list as part of your new CIC installation
to manage those phones more easily and efficiently. For more information, see Create Multiple Managed IP Phones Procedure

Summary.

Note:

Non-managed Polycom phones are also supported in CIC 2015 R1 or later. However, you won't gain any of the advantages that
managed Polycom phones offer.

About Interaction SIP Station | and Il Phones

Managed IP phones support Interactive SIP Station | and Il phones in new installations. The Interaction SIP Station | and Il are SIP-
based devices designed for the contact center and enterprise environment that use power over Ethernet with physical controls for
volume, mute, on-hook/off-hook, and emergency/urgent speed autodial.

The Interaction SIP Station | and Il offer a low-cost alternative to basic IP phones, soft phones with USB headsets, and high-priced
high-end multimedia phone devices.

For contact center and enterprise users, Interaction SIP Station | and Il with Interaction Desktop and other CIC clients offer full-
featured call control.

The major differences between Interaction SIP Station | and Il are:
e Interaction SIP Station |, formerly "Interaction SIP Station", has Fast Ethernet ports, an emergency speed dial button, and
requires Power over Ethernet.

e Interaction SIP Station II, available in CIC 2015 R2 or later, has Gigabit Ethernet ports, a full dialpad, and the option of using a
power adapter or Power over Ethernet.

Interaction SIP Station | and Il work with the CIC provisioning subsystem and you configure them in Interaction Administrator in the
same way as Polycom phones, SIP Soft Phones, AudioCodes phones, and Genesys phones. You must implement each Interaction
SIP Station | and Il phone as a managed IP phone.

Supported models and firmware

For the latest Interaction SIP Station | and Il phone models and firmware that Genesys supports, see Interaction SIP Station | and Il
Firmware for Supported Phones.

For the latest Interaction SIP Station | and Il phone models and firmware that Genesys tested, see the TestLab site at

https://testlab.genesys.com/ProductsPage.aspx?ProductType=5.

Physical description

To manage incoming and outgoing calls, the Interaction SIP Station includes call control buttons and an LED status indicator.
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Interaction SIP Station |
4.5" (11.43 cm) x 4.5" (11.43cm) ¢ 1.5" (3.81cm)
Interaction SIP Station I

4.5" (11.43 cm) x 4.7" (11.93cm) ¢ 1.5" (3.81cm)

For more information, see:
e Interaction SIP Station and Interaction SIP Station Il Product Information Sheet at
http://www.inin.com/resources/ProductLiterature/Interaction-SIP-Station.pdf.
e [nteraction SIP Station Quick Reference at
https://help.genesys.com/cic/mergedProjects/wh_ps/desktop/pdfs/sip_station_gr.pdf.
e [nteraction SIP Station Il Quick Reference at
https://help.genesys.com/cic/mergedProjects/wh_ps/desktop/pdfs/sip_station_ii_qgr.pdf.

New installations

Genesys recommends that you create managed IP phones for Interaction SIP Station | and Il phones using a CSV list as part of your
new CIC installation to more easily and efficiently manage those phones. For more information, see Create Multiple Managed IP
Phones Procedure Summary.

SIP compliancy statements

Interaction SIP Station | and Il are fully compliant with the SIP communications standard and work in most global deployments,
including EU countries.

The use of this equipment is subject to local rules and regulations. The following rules and regulations are relevant in some or all
areas:

e Federal Communications (FCC Statement)

e CE Notice (European Union)

e WEEE EU Directive

Federal Communications (FCC statement)
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This device complies with FCC Rules Part 15. Operation is subject to the following two conditions: (1) this device cannot cause
harmful interference and (2) this device must accept any interference received, including interference that can cause undesirable
operation.

This test equipment complies within the limit of a Class A digital device, pursuant to Part 15 of the FCC Rules. These limits provide
reasonable protection against harmful interference in a residential installation.

However, there is no guarantee that interference won't occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which you can determine by switching the equipment on and off, the user can try to
correct the interference using one or more of the following measures:

1. Reorient or relocate the interference receiving antenna.

Increase the distance of separation between the equipment and interference receiver.

Connect the equipment to a power outlet on a circuit different from that to which the interference receiver connects.
Consult the dealer or an experienced radio/TV technician for assistance.

Changes or modifications that the party responsible for compliance doesn't expressly approve can void the user's authority to
operate the equipment.
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CE Notice (European Union)

The symbol indicates compliance of this equipment to the EMC Directive and the Low Voltage Directive of the European Union.
These markings indicate that this system meets the following technical standards:

1. EN 55022 - Limits and Methods of Measurement of Radio Interference Characteristics of Information Technology Equipment
Note:
EN 55022 emissions requirements provide for two classifications:
o Class A is for typical commercial areas.
o Class B is for typical domestic areas.

2. EN 55024 - Information technology equipment - Immunity characteristics - Limits and methods of measurement

3. EN 61000-3-2 - Electromagnetic compatibility (EMC) - Part 3: Limits - Section 2: Limits for harmonic current emissions
(Equipment input current up to and including 16 A per phase)

4. EN 61000-3-3 - Electromagnetic compatibility (EMC) - Part 3: Limits - Section 3: Limitation of voltage fluctuations and flicker in
low-voltage supply systems for equipment with rated current up to and including 16 A.

5. EN 60950 - Safety of Information Technology Equipment.

To determine which classification applies to your device, examine the FCC registration label on the device. If the label indicates
a Class A rating, the following warning applies to your computer:

This device is classified for use in a typical Class B domestic environment.
WEEE EU Directive

Pursuant to the WEEE EU Directive, don't dispose of electronic and electrical waste with unsorted waste. For disposal of this
product, contact your local recycling authority.

SIP Station | and Il phone specifications

The following table summarizes Interaction SIP Station | and Il phone specifications.

Feature Details

VolP Signaling Protocols SIP: RFC 3261, RFC 2327 (SDP)

Data Protocols IPv4, TCP, UDP, ICMP, ARP, DNS

802.1p/Q for Traffic Priority and QoS

ToS (Type of Service) field, indicating desired QoS
DHCP Client

NTP Client




Media Processing

Voice Coders: G.711, G.723.1, G.729A/B, G.722. Additionally, Interaction SIP Station Il supports
Opus.

Acoustic Echo Cancelation: G.168-2004 compliant, 64-msec tail length
Adaptive Jitter Buffer 300 ms

Voice Activity Detection

Comfort Noise Generation

Packet Lost Concealment

RTP/RTCP Packetization (RFC 3550, RFC 3551)

DTMF Relay (RFC 2833)

Telephony Features

Speed Dial (Interaction SIP Station I) Dialpad (Interaction SIP Station II), pickup, disconnect,
switchover/failover support

Configuration/Management

Automatic provisioning for firmware and configuration file upgrade

DHCP options for automatic provisioning

Port Usage Default port 4000 for RTP traffic, port 4001 for RTCP traffic. Depends on the value of Media Port
Start Range in the Managed IP Phone Configuration Options in Interaction Administrator.

Power Class 1 PoE
Optional DC to USB power cord (Interaction SIP Station Il only)

Hardware Connectors interfaces:

2 x RJ-45 ports (10/100BaseT Ethernet) for WAN and LAN
(Gigabit support on Interaction SIP Station II)

PoE: IEEE802.3af

RJ-9 port (jack) for Handset
Mounting:

Wall mounting

Power:

Class 1 PoE

Keys:

Emergency Speed Dial (Interaction SIP Station I)
Dialpad (Interaction SIP Station II)
Pickup Disconnect

Mute

Volume Up

Volume Down

Multi-function status LED

Idle

Call alerting

On mute

Volume up/down
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About SIP Soft Phones

PureConnect's SIP Soft Phone is a standalone application that places and controls calls, providing SIP endpoint functionality. The
SIP Soft Phone application requires a USB headset to deliver audio to the user. You can use the SIP Soft Phone with Interaction
Desktop and other CIC clients.

The SIP Soft Phone application works with the CIC provisioning subsystem and you configure it in Interaction Administrator in the
same way as Polycom phones, Interaction SIP Station phones, AudioCodes phones, and Genesys phones. You must implement
each SIP Soft Phone as a managed IP phone.

New installations

Create a managed IP phone for each SIP Soft Phone as part of your new CIC installation using a comma-separated values (CSV)
list. For more information, see Create Multiple Managed IP Phones Procedure Summary.

About AudioCodes and Genesys Phones

Supported AudioCodes and Genesys models and firmware

For the latest AudioCodes and Genesys phones models and firmware that Genesys supports, see AudioCodes and Genesys
Firmware for Supported Phones.

For the latest AudioCodes and Genesys phone models and firmware that Genesys tested, see the TestLab site at

https://testlab.genesys.com/ProductsPage.aspx?ProductType=5.

For more information about the AudioCodes and Genesys phones, see the AudioCodes website at

https://www.audiocodes.com/solutions-products/products/ip-phones.
New installations
Genesys recommends that you create managed IP phones for AudioCodes and Genesys phones using a comma-separated values

(CSV) list as part of your new CIC installation to manage those phones more easily and efficiently. For more information, see
Create Multiple Managed IP Phones Procedure Summary.
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Managed IP Phone Network Provisioning

Standard procedure: Automated provisioning

CIC provisioning of managed IP phones connects the managed IP phones and downloads their configurations from the CIC server.
The goal for CIC Managed IP Phone provisioning is to automate it as much as possible so that it doesn't need user participation.

The two factors necessary to the success of automated provisioning are:
e Use a DHCP server (and DNS server for a Switchover pair)
The administrator sets the appropriate DHCP server records to configure the managed Polycom, Interaction SIP Station | and II,
SIP Soft Phone, AudioCodes, and Genesys network. If the CIC system uses a Switchover pair, the administrator must also set
two types of DNS records so that the phones switch to the active CIC server automatically when a Switchover event occurs.
For more information, see Create DNS Host (A) Records for Switchover.

o Provide the MAC Address (Polycom, Interaction SIP Station | and Il, AudioCodes, and Genesys) or the Full Computer Name (SIP
Soft Phone) for each managed IP phone
For an initial, new managed IP phone deployment, the administrator provides the MAC Addresses for Polycom phones,
Interaction SIP Station | and Il phones, AudioCodes phones, and Genesys phones, and the Full Computer Names for SIP Soft
Phones in a CSV list that imports to Interaction Administrator. (For more information, see Create Multiple Managed IP Phones
Procedure Summary.) When a managed IP phone contacts the provisioning subsystem to request configuration, the
provisioning subsystem matches the phone’s MAC address or computer name with an existing managed IP phone
configuration, and it serves the configuration to the device without any additional steps.

Manual provisioning (managed IP phones)

Manual provisioning of some or all managed IP phones are necessary in certain circumstances, for example:

e You didn't specify the MAC address or full computer name in Interaction Administrator configuration for some or all Polycom,
Interaction SIP Station I and Il, and/or SIP Soft Phones, AudioCodes phones, or Genesys phones.

Note:

In an implementation of new Polycom, Interaction SIP Station | and Il, SIP Soft Phones, AudioCodes phones, and/or
Genesys phones, the MAC address or full computer name may not be known at the same time the comma-separated values
(CSV) list is created.

e The CIC system has no DHCP server or it cannot access the DHCP server.

e Some Polycom phones, Interaction SIP Station | and Il phones, SIP Soft Phones, AudioCodes phones, and/or Genesys phones
are in remote locations.

Typically, an administrator with required permissions does the manual provisioning through the phone’s local user interface. In
some cases (for example, remote locations), users must do the manual provisioning. You do manual provisioning on each managed
phone's configuration.

For more information, see Complete the Provisioning Process (Multiple Managed IP Phones).

12



Managed IP Phone Creation Methods

Create individual managed IP phones

Genesys recommends that you create one or more managed IP phones individually in the Interaction Administrator Managed IP
Phones container under the following circumstances only:

o For test purposes
For more information, see Create Individual Managed IP Phones for Test Purposes. Walk through the creation of an individual
managed IP phone so that you can explore the Managed IP Phone container and learn about managed IP phone configuration
before deploying multiple managed IP phones in new or upgrade installations.

e Post-implementation
Create managed IP phones individually after the initial managed IP phone implementation as you add more managed IP phones
to the network.

Use Managed IP Phone Assistant to create multiple managed IP phones

The standard procedure for the initial managed IP phone implementation for a CIC installation is to create new managed IP phones
(Polycom, Interaction SIP Station | and Il, SIP Soft Phone, AudioCodes, and Genesys) using Managed IP Phone Assistant in
Interaction Administrator. Managed IP Phone Assistant is a wizard that simplifies the creation of multiple managed IP phones and
associated SIP stations.
To use the Managed IP Phone Assistant Import option to create multiple managed IP phones and associated SIP stations

1. Create one or more managed IP phone templates.

2. Create a CSV Managed IP Phone List based on 1) Template, or 2) Type, Manufacturer, and Model.

3. Run the Managed IP Phone Assistant, choosing the Import option to import the CSV Managed IP Phone List.

For more information, see Create Multiple Managed IP Phones Procedure Summary.
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Managed IP Phones and SIP Security

Polycom, SIP Soft Phone, Interaction SIP Station | and Il, AudioCodes phones, and Genesys phones support SIP line security
(TLS/SRTP) for SIP station-to-station calls and managed IP phone registration groups. TLS/STRP support for Interaction SIP Station
I and Il, AudioCodes phones, and Genesys phones is available in CIC 2016 R4 and later.

For more information about SIP security features and configuration, see:

e PureConnect Security Features Technical Reference at https://my.inin.com/products/cic/Documents/Security_Features_TR.pdf
(requires logon credentials).

e [nteraction Administrator Help at
https://help.genesys.com/cic/mergedProjects/wh_ia/desktop/interaction_administrator_help.htm.
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Basic Managed IP Phones Configuration

IP Phone Network Requirements

CIC Managed IP Phones support the following network protocols:
e Domain Name System (DNS) protocol to specify a DNS domain for the voice VLAN, and for Switchover server pairs to resolve
DNS names for the two servers so that phones switch to the active CIC server automatically when a Switchover event occurs.
e Dynamic Host Configuration Protocol (DHCP) to reduce system administration workload, allowing the addition of voice VLAN
devices to the network with little or no manual configuration.

IP Phone Network Architecture

The CIC network architecture is built around the concept of VLANs. A VLAN (Virtual-LAN) is a network within a network which you
access by tagging network traffic for that VLAN. Any network can have many VLANs and can allow for routing traffic between the
VLANSs as needed. VLANSs serve as a way to isolate certain devices from the general network (typically called the data VLAN). They
also serve to isolate the traffic from those devices from general view, whether by devices not on that specific VLAN or by malicious
parties attempting to penetrate the network.

It is important to isolate all the voice traffic in a CIC system onto a separate VLAN, typically called the voice VLAN. This means
that all devices that generate/pass on voice traffic need to exist on the voice VLAN. The devices includes the CIC Servers, phones,
Media Servers, Gateways, and Interaction SIP Proxies.

Accessing CIC Servers, Media Servers, and Proxies from the data VLAN allows for easy remote access. Giving servers access to
both VLANs complicates configuration, though, as they must have multiple NICs (Network Interface Controllers) and proper
DNS/DHCP configuration on both VLANs. The configuration can become more complicated when including remote sites.

The following diagrams show the ideal configuration for the network over multiple offices, but your actual configuration can differ.
For instance, although the Managed Proxy and Media Server for a remote office are shown as two distinct servers, in some cases it
is appropriate to have them share the same physical device.

The following diagram shows a wide view of a typical network configuration for managed IP phones.
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Each site, including the home office, needs access to the voice VLAN over the WAN, and each site needs its own DHCP and DNS
servers. An exception is very small offices that can use the DNS and DHCP servers of the home office over the WAN. However, it
increases WAN traffic so, if possible, you should avoid. Also, any sites that have Interaction SIP Station I and Il deployed must have
a DHCP server on both the voice VLAN and the data VLAN.

The following diagrams show basic home office and remote office network architecture.
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DNS and DHCP servers are separate, non-CIC Servers in the CIC system network. It allows for DHCP and DNS maintenance without
putting the CIC server at risk. Use a static IP address for each of the non-phone devices (CIC server, Media Server, Proxy, Gateway)
so that the system can contact them in the event of a reboot without the querying device needing to refresh its data.

For phones, use dynamic IP addresses that the DHCP server assigns to them for maintenance and configuration considerations.

IP Phone Network Configuration Task List

Determine the IP phone network settings you need for your implementation ahead of time so that managed IP phone process can
run as smoothly as possible.

Note:
Interaction SIP Station is abbreviated as ISS.

Task Polycom ISSland I, SIP Soft Phone
AudioCodes, and Genesys

Create a DNS domain for the voice VLAN X X

Create DNS Host (A) records for Switchover X X X
Create DNS SRV records for Switchover X X X
Configure the TFTP server X

Create DHCP provisioning records X X X
Configure time server X X X
Implement QoS in your environment X X X

Configure the Network for Managed IP Phones
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Use the SIP Soft Phone on the Voice VLAN

It is possible to use the SIP Soft Phone on a different VLAN (your voice VLAN). The support for this method is not within the
application layer, so the SIP Soft Phone itself cannot accomplish this without help at lower layers. Third-party drivers for many
Network Interface Cards (NICs) allow the support for multiple VLANs through a single NIC port by creating virtual adapters. When
adding each VLAN to the configuration, it creates a new virtual NIC, which looks like a second physical NIC to the Operating
System. The SIP Soft Phone configuration allows you to select which NIC to use for SIP and RTP. Selecting the virtual NIC that
communicates on the voice VLAN binds that data to that NIC, which the NIC drivers then assign to the voice VLAN. For more
information about whether your workstation's NIC supports this feature, consult the manufacturer.

DNS Configuration
Create a Voice DNS Forward Lookup Zone

Genesys recommends that you create a "voice" DNS forward lookup zone to create a separate DNS domain for the voice VLAN
(managed IP phones and SIP lines) for the following phones:

e Polycom

e |Interaction SIP Station | and Il
e AudioCodes

o Genesys

For example, you can create a DNS domain for voice, yourvoicelan.voip, in addition to the existing DNS domain for data,
yourdatalan.local or yourdatalan.com, and set each NIC to register with the appropriate DNS server. (The examples used
here are 1ab.voip and 1ab.local) This action ensures that when the DHCP scope provides the managed IP phones with the
primary DNS lookup zone, the phones register correctly with the DNS voice domain.

You must be familiar with DNS server configuration and have required domain administrator permissions to complete the network
configuration procedures.
To create a voice DNS forward lookup zone

1. Onthe computer that functions as the DNS server, click Start->Programs->Administrative Tools->DNS.

2. Right-click on Forward Lookup Zones and then click New Zone...

5 DS Manager

Craats o Ml Jone.,

The New Zone Wizard launches.
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Welcome to the New Zone
Wizard

This wizard helps you create & new zone For your DS
SBrYed,

A, more brarslsbes DNS names bo relsbed dat s, such 52 1P
addresses o nebwork services.,

To contings, chok et

3. Onthe Zone Type page, click Primary Zone (default).

New Zone Wizard

Zone Type
The DHS sarver supports various bypes of zones snd shorsge.

Salect the bype of 2one you wank bo creste:

iy e

Creates & copy of & 2ona that can be updsted drecthy on this server,

" Sacondary zoms
Crestes & copy of & 2one that exisks on another server. This option helps balance
e procassing kad of primary servers and provides Fault bolsrance.

St zone
Creates a copy of a zone conbaining only Mame Server (NS), Start of Suthorky
{508, and possibly gloe Host (A) records. A& server containing & stub zone i not
authoritative For that zon.

¥ Store the zone in Active Directory (available oy ¥ DNS server i 2 wribeable domain
contreder)

<gsck [ mea> | come |

Leave Store the zone in Active directory selected (default).
4. On the Active Directory Zone Replication Scope page, click To all DNS servers in the Active Directory domain (default).
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New Fone Wizard

Active Directory Zone Replication Scope |
Yo can select how you weart DINS data replcated throughout wour reteeork,

Sedect how you want zone data rephtsted:
" To gl DNS servers running o domain controllers in this Foret: lab local

+" [To al PMS servers running on domain controliers in this domain: lab docal

" To al domain controllers in this domain (For Windoves 2000 compabiblicy): lab. kocal

<pack [ met> cancel |

5. Onthe Zone Name page, type the name to use for the DNS voice domain (in this example, 1ab.voip).

Zane Nane 3
‘whak b the name of the rew zone? ;.
g

Thee 2ores nusme specifies the portion of the DS nemespacs for which this server i
authorkathee, [t might: be your organization's domain name (for example, microsoft. com)
or & portion of the domain name (for exampls, newzone, mecrosoft oom), Thie 200 naes s
oot the name of the DNG server.

Ziows rame:
|tub.vo-ul

-:Ead;lum:}lcrull

6. On the Dynamic Update page, click Do not allow dynamic updates.
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Dynamic Updabe .
Yiodd can specy that this DNS zone acceplts sequre, nonseours, of no dynamic
updates, 4

mwdim;mﬁww
Sedact H bype of dhyifame: updates i wart bo sl

™ Alow orlly gecure dyniame: upsdates (recomenended for Active Directory)
This option i avalable orky for Active Drectony-nbegrated pones.

£~ Elow beoth nonsscune and secure dynanmic updates
Crymamic updates of rescurce reccnds ane accephed from any dient.
This egicn is & significant seourity vulnersbility becaiss updstes can be
L socepted from untrusted sources.,

1= Do ot alows dynamic updistes]

DCrynarmic updates of resource records ane not acoepied by this zone. You must updaste:
thess records manualy,

wﬂumﬂmﬁ&tﬂm:hrwﬂmmm
changes oo

-cﬁatklﬂnt:rl(nall

For a more secure environment, the server "voice" NIC IP addresses need to register in the voice DNS domain only. Genesys
doesn't allow the server to register them dynamically.

7. Once the New Zone wizard completes, click Finish.

Mew Zone Wizand E

Completing the New Zone Wizard

ou have sucoesshuly completed the New Zone Wizard, You
speactied the following settings:

Name:  lab.voip A |

Type:  Active Directory-Integrated Primary
Locdap bype: Froeweand

Hobe: You showd now add reconds to the zone or snsure

that records are updated diynamically, You can then verify
namne resolution using relooup.

To close this wizard and creabe the new zone, didk Finish.,

ﬂmm concel |

The new lab.voip forward lookup zone for the DNS voice domain is now available in the Forward Lookup Zones container.
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.5. DS Manager

Bl fition  Yew Heip
|| 7| X0 a = HmE 30

5 v =3 [Ty5e [T |
3 g AWM | yresdcs.lab Jocal duthon Diect...  Running
= Formard Lookup Zones | lsb ocal active Diect...  Running
sl Y T R
| labudocal
| Rt g
F || Reverse Lockup Jones
w7 ol Forwarders
# [ GiobalLogs

[ 1! |

8. Complete the steps to Create DNS Host (A) Records for Servers in the DNS Voice Domain.

Create DNS Host (A) Records for Servers in the DNS Voice Domain

Create a DNS Host (A) record for each server in the DNS voice domain (for example, CIC server(s), media server, proxy server). This
procedure is necessary because Genesys is administering the DNS records manually instead of allowing dynamic registrations. You
must be familiar with DNS server configuration and have required domain administrator permissions to complete the network
configuration procedures.

To create a DNS Host (A) record
1. Right-click on the new DNS Forward Lookup zone for voice (in this example, 1ab.voip) and then click New Host (A or AAAA)

2 DG Msnager Hi=1 E3
Bl fAction  Hew Heb
| nmRDe .= HBml a0

, s | eps [ s [ Temszserg
o LAEM e
| Forvard Lockug Farms iy
A [ sk b Jocdd || {zames a5 parent foidss) Start of Buthoriy (SORF [76], Entromme bob foral, host .. Stk
A [l labvlocal i | {same 45 parent foder) Heres Server {H5) Lo L, i, s
=, i et Fokcler ) Hamen Server (WS Laterem Labs docal Epe
- c ™ Rlaad ert Fokder ) e Server (R} corg b thehendrgfamdy.,,  @atc
.L'. L etk (i) 10,250, .15 et
i o Hierk () 102501 5 s
:::mm Mok () 10,250, 1,152 a
pEries Hicrsk (i 10,250 1,154 ki
Hah (i) 10,250, 1,151 static
Pl Drsdeabnni. .
O M gt Horsk () 10,2780, 1,152 safic
1 sk GAY 16.250,1,154 ot
Al ks k ek () V03,1 —
W B
Dekte
Risfrash | i
[Crstn armwhoatn  Exportiit., [ [
Properties.
Help

2. In New Host dialog box, complete the following information.
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Mame (uses parent domain naeme i blank):
IvﬂHI]r_l

Fully qualfizd domain name (FODMN):
|unﬂ|:l-:1,lah,vm.

IF address:
|m.zs.u.1.151

¥ Create associated pointer (PTR) record

[T aligw any suthenticated user to update DNS records with the
SAIME CWIET Name

[ addrost | concel |

Name: Name of a server in the DNS voice domain (in this example, the CIC server vm40ic1).

IP address: IP address of this server (in this example, 10.250.1.151). You can verify the IP address value for the selected
server on the voice VLAN by typing ipconfig in the command-line on the server.

Create associated pointer (PTR) record: If selected, the system creates an associated pointer record for the new host. Ensure
that you select this check box.

Click Add Host. A message appears, indicating that the host record (in this example, vm40ic1.1lab.voip) created
successfully.

Click OK.

Repeat the previous steps to create records for the second CIC server, Proxy Server, Media Server and other servers to include

in the DNS voice domain. When finished, the records you created are available in the voice VLAN forward look up zone (in this
example, 1ab.voip) container.

.!.I; RS Manager

Bl Aten e Leb
| FHmXE S el d 0o |
T o [ e [ripa = [osta | vermstomp
= e o
Feawasrd Loshug Dones 4 e
H Ll msdor s ocsl ] skt Hest (40 BOLZE0 115D Atk
B ] lebkecdl i Hest (443 10.250.1 5 2t
] b
& -"m"'“?‘“m i ] wroboncz Hast (A} 80,250 1. 152 static
- “""’T‘d el derd [ ] wesecmmsTaLLTEST Hest (A) 10250 1. 155 BRI 10
E s [vmprtysmst Hest (4) 10,2501, LS4 e
|- Iwrammn Hast () 10,250 1.6 static
[ Jisames o parent foldes) Name Server (NS) Lo R sl e
[ v s puar vt o) Narm Sarver (HSH corg. Fren thehwrae oy @t
[ arem o5 parert Fokder Mama Server (M5 Lok B, datic
| | {smmee x5 paawert Fodder) Start of Buthorty (50) [9e], Esbwan.lsh ocal,, host...  static
4 | ;I
[ I I

Create DNS Host (A) Records for Switchover

If your implementation includes a Switchover pair, complete this procedure for the following phones:

Polycom
Interaction SIP Station 1 and Il
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e Audiocodes
o (Genesys

This procedure creates the DNS Host (A) records required for provisioning for the two CIC servers so that the phones can find the
active server when booting up (provisioning) and completing SIP operations. You must be familiar with DNS server configuration
and have required domain administrator permissions to complete the network configuration procedures.

Create two "provisioning" DNS Host (A) records for the Switchover pair with the same name, then use the different CIC server voice
VLAN IP addresses, as shown in the following table containing sample entries.

Host (A) record name | Type Address

provision.lab.voip A 10.250.1.151

provision.lab.voip A 10.250.1.152

Note:
e Genesys recommends that you use "provision" in the Host (A) record name to identify clearly the purpose of these records.
e The Host (A) record name cannot match any existing record name.
e Do not use the name of either CIC server.

To create the DNS Host (A) records for the Switchover pair

1. Right-click on the new DNS forward lookup zone for voice (in this example, 1ab.voip) and then click New Host (A or AAA)...
2. Inthe New Host dialog box, complete the following information.

Mew Host EI
Mame (uses parent domain name if blank):
|prwisiun

Fully qualified dornain narme (FODN):
||:m-m|mhlwm

1P address:
IID.ZEELI.151|

™ Create associated poinker (PTR) record

™ Allow any suthenticabed user ko updake DNS records with the
SEME OWWMET NAME

|Ad:||:pst| Cancel

Name: Name of the provisioning Host (A) record for the Switchover pair (in this example, provision).
IP address: IP address of the active CIC server (in this example, 10.250.1.151).

Create associated pointer (PTR) record: If selected, the system doesn't create an associated pointer record for the new host.
Ensure that you clear this check box.

3. Click OK. A message appears, indicating that the host record (in this example, provision.lab.voip) created successfully.
4. Repeat the first two steps to create the second Host (A) record and then do the following:

a. Inthe Name box, type the exact same name that you used for the provisioning Host (A) (in this example, provision).

b. Inthe IP address field, specify the IP address of the backup CIC server (in this example, 10.250.1.152).

c. All other fields should be identical to the first Host (A) record created.

When finished, the records that you created in the voice VLAN forward look up zone (in this example, 1ab.voip) appear in the
container.
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5. To verify the records that you created, run an nslookup on the command-line for this record, for example,
provision.lab.voip. The server returns the IP addresses in a random order.

All I'i:[||'. ]

skup provision.lab.voip
1

Create DNS Service Location (SRV) Records for Switchover

If your implementation includes a Switchover pair, complete the following procedures to create the DNS SRV records required for
provisioning for the two CIC servers so that the phones can find the active server when booting up (provisioning) and completing
SIP operations.

You need to create a DNS SRV record for each of the supported SIP line transport protocols (UDP, TCP, and TLS over TCP (SIP
Secure or _sips)) that you plan to use for the Switchover pair. For example, if you plan to use the TCP protocol, create two DNS SRV
records for TCP, one for the active CIC server and one for the backup CIC server. You must be familiar with DNS server
configuration and have required domain administrator permissions to complete the network configuration procedures.

If you plan to use all three protocols, you need to create six DNS SRV records, as shown in the following table containing sample
entries:
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Service Priority | Weight | Port Hostname
_sip. tcp 0 0 8060 | vm40icl.lab.voip
_sip. tcp 0 0 8060 | vm40ic2.lab.voip
_sips. tcp 0 0 8061 | vm40icl.lab.voip
_sips. tcp 0 0 8061 | vm40ic2.lab.voip
_sip. udp 0 0 8060 | vm40icl.lab.voip
_sip. udp 0 0 8060 | vm40ic2.lab.voip

Note:

e Port configuration may vary. The ports specified in the table are the default port configurations in CIC that match the

default registration group and SIP line configurations.

e Interaction SIP Station | supports DNS SRV in CIC 4.0 SU 4 to SU 6 and CIC 2015 R1 and later, which contains

v.1.2.2._p10_build_17 or later firmware.

o Interaction SIP Station | and Il support DNS SRV in CIC 2015 R2 and later which contains v.2.0.4.15.7 or later firmware.
e AudioCodes and Genesys phones support DNS SRV in CIC 4.0 SU 5 to SU 6 and CIC 2015 R1 and later, which contains

v2.0.0.18 or later firmware.

To create the DNS SRV records

1. Right-click on 1ab.voip to create two DNS domains for SRV (one for tcp and one for udp) and then click New Domain.

é._ %% Manager

* Mame = [1ype [ oats
i L | arret s gt Fiklior ) Skt of Autherity (S08) [76], Lakven las locl,, Bt st
= | Forward Lockup Zores: | Iiearren s parent Folder) Pearres Searviar (M5) Lbrore. s i, satic
B ol medorlab ocel | isame as panent folder) Marse Server (NS} Labron Lab leacl. shatic
H L bl [ I1sarne s et feter) Paeten Savvee (NS} o heerep Ehebrd Ay SRat
- Ersta Pl Mot (8} 10.250,1, 150 sak
= gm"" Horst () 10.350.1.5 static
+
ﬂﬂhﬂm Mo Hast 4 or AARAY el (A} 10250, 1. 151 ki
Mew tdass (CHAMED. . Mot {8} 10.250,1, 152 tatic
M Miall Exchare (MO0 Heest (A} 10.250. 1. 154 st
Hent (A} 10.250, 1.6 i
Mew Diekogaion... Mot {8} 10.250,1,151
Cithwer Mesw Fpconcs Herit {A)} 10.250.1. 152
£ Tatks »
Wi v
Delets
Refiesh | |
| S v
[Crgte i e DS cen s [
Praprrtat
Help

2. Inthe New DNS Domain dialog box, type _tcp.

Topee the new DNS domain name:

[~

o] cme |

3. Repeat steps 1 and 2 to create the _udp domain.

4. Right-click on the new DNS forward lookup zone for voice (in this example, 1ab.voip) and then click Other New Records
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5. Inthe Resource Record Type dialog box, click Service Location (SRV) and then click Create Record.

Resource Recond Type

Select & resource recond bype:
Poirter (PTR) Al

Sarvice (SRY) record. Allows administrators to use several servers ;I
for & single DWS domain, to easily move a TCPTP service from one

ozt ko another host with sdmingstration, and to designate some

SErVICE provider hosts as primary servers For 8 sarvice and other

hasts as backups. DNS dients that use & SRY-type query ask for &
spedific TCPJIP service and protocol mapped ta 8 specific DNS
damain and receive the names of any avallsbls servers, (RFC 2052)

[-]

Create Record... cancel |

6. Inthe New Resource Record dialog box, complete the information for the first DNS SRV record for the active CIC server.
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New Resource Record

Host offering this service:
|wn-1-0icl.lah.\'n'|:l-.|

™ alow sy sythenticatad ussr bo updats sl DG records with s 2ames
e, This setting apples anly bo DS reconds For a new name.

ok | caed | b |

Service: Name of the service for this DNS SRV record (for example, _sip).

Protocol: Protocol for this DNS SRV record (for example, tcp). The container for the protocol will be created if it does not
already exist.

Port number: Port number for this DNS SRV record (for example, 8060).

Priority: Leave the default setting.

Weight: Leave the default setting.

Host offering this service: FQDN name of the active CIC server (for example, vm40icl.lab.voip).

7. Repeat steps 4 through 6 to create the DNS SRV record for the same protocol for the backup CIC server. Ensure that all the
boxes in the New Resource Record identical are identical to the first DNS SRV record except for Host offering this service. Use
the name of the backup server (in this example, vm40ic2.1lab.voip) .

8. Repeat steps 4 through 7 to create the rest of the DNS SRV records for the Switchover pair. Following is an example of the DNS
SRV records created in the _tcp container for TCP and TLS over TCP.

Lo Hame [ Trpe - [ sk [ Temestamg
= 3 Lanwm 1l s Sarvice Logakion (57 [OXOTB0s0] v, laby, vogr,  skakac
S O Powardlockhp Zovs | [ s Service Location (98] [Co 0wt e L Lob, o, st
] _ssdis lab bocl [l e Service Locakion (SRY) [ OXB0S1 | et s, voqp.  stabe
:':‘: [ _ses Sarvio Logation (5] [OMOBGE1 ) werbiue | laby, v, st
| Lt
T ]
# ] Raremn Loskagp Tones
W | Cordtionsl Forwarders
+ ([ bl Logs
L jLi |
[ [ [

9. To verify the records that you created in the _tep container, run an ns1ookup on the command-line for this record, for example,
_sip tcp.lab.voip. The server returns the IP addresses in a random order.

28



Administrator: Command Prompt - nslookup - labem. labbocal |- |O] x|
Hic 0 [

11
Ak Lon . ALl rights I

& arpa =5 REUY
p-lab.voip
|_||1

SRU serypice location:
A

H

RAGLA

wirndH
ERU =

name

1.lab.voip

Following is an example of the DNS SRV records created in the _udp container.
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10. To verify the records that you created in the _udp container, do an nslookup on the command-line for this record, for example,
_sip udp.lab.voip. The server returns the IP addresses in a random order.

it Corporation. ALl rights reserved.

lookup labhum. lah. local

udp. lab.voip SRV gservice location:
priority - @
weight = @
e it = BB
sur hostname = yrdBicl. la
gip._udp.labh.voip SRU zervice 1
priority a
wi 1 hit
POt
svr hostname
wrdBicl . lab.voip internet
i lakb.voip internet

In Create Individual Managed IP Phones for Test Purposes, you configure the default Registration group to obtain registration
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settings from the DNS SRV records that you created.

Enable the TFTP Server on the CIC Server

Interaction SIP Station | and I, AudioCodes, and Genesys phones obtain firmware and configuration using HTTP instead of TFTP,
allowing for a faster upgrade process. However, they still use the TFTP server when an error occurs during a firmware upgrade
process (recovery mode). Therefore, all sites with Interaction SIP Station | and Il, AudioCodes, and Genesys phones need to enable

the TFTP server on the CIC serverthe TFTP server.

You must enable the TFTP server on the IC Server to open up the TFTP server to accept TFTP requests, and then configure it to talk

to the Provision server on the CIC server.

Note:

If your implementation includes a Switchover pair, enable the TFTP server on only one of the servers in the Switchover pair. The
IP address of that server is the value used for DHCP Option 66.

To enable the TFTP server on the CIC server

Click Start->Programs->PureConnect...IC Setup Assistant. The IC Setup Assistant page appears.

1B IC Setup Assistant

g Database

(& pcom

Py 4 Certificates

Welcome to Setup Assistant
Setup Assiskant has been run on ths sarver.

I this Riasnun mode Sebug Assistant allows you to socomplish
certain basks nob awvalsbls in Inberacton Adminsstrator of

arprwhers sk in 1C,

Sedeck the bask you need bo accomplish then dick the Procesd
button.

Thck Review bo reviess the initial setup final repart.

Rerviess Procesd

2. Click Options.
3. On the Select IC Optional Components page, if not selected, select TFTP Server.

T IC Setup Assistant

Select 1C Optional Components

These are optional components svallable For vou to setup on this server,

Sedsct anvy nushier of opticnal components bo install on this server,

[T Switchiver Service

[ Huti-Ste
v TETP Server

Plek >

HE

|

N 5]
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Note:
If your implementation includes a Switchover pair, Switchover Service is selected also.

Create DHCP Provisioning Records
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Required DHCP Option Provisioning Records

Managed IP Phones Administrator Guide

The following table describes the required DHCP server provisioning records configuration for each managed IP phone type. For
notes about each managed IP phone type, see the following:

e Polycom DHCP Record Notes

e Interaction SIP Station | and Il, AudioCodes, and Genesys DHCP Record Notes

e S|P Soft Phone DHCP Record

Notes

Note:

ISS is the abbreviation for Interaction SIP Station.

Option Purpose Example value Type | Polycom ISS land I, SIP Soft
record AudioCodes, and Phone
Genesys Phones
002 Time Offset FFFF.B9BO (hexadecimal input value) | Long X X
-18000 (converted value)
004 Time Server mytimeserver.lab.voip Arra X X
y
006 DNS Server 10.250.1.5 Arra X X X
10.250.0.2 .
015 DNS Domain lab.voip Strin X X
Name g
042 NTP Server mytimeserver.lab.voip Arra X X
y
066 TFTP Server IP 10.0.0.11 Strin X
Address g
067 Firmware sip100.img Interaction SIP Station | Strin X
Filename and Il g
405.img AudioCodes 405, Genesys
405
405hd.img AudioCodes 405HD,
Genesys 405HD
420hd.img AudioCodes 420HD,
Genesys 420HD
430hd.img AudioCodes 430HD,
Genesys 430HD
440hd.img AudioCodes 440HD,
Genesys 440HD
132 VLAN ID 100 Strin X
g
160 Provisioning URL | http://provision.lab.voip:8088 Strin X X X
g

Copyright and trademark
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Polycom DHCP Record Notes

Time server settings

Options 002, 004, and 042 configure the time server on the DHCP server. Alternatively, you can choose to configure the time server
in Interaction Administrator. For more information, see Configure the Time Server.

e Option 002: The values for Option 002 require hexadecimal numbers. To convert values to hexadecimal numbers, see "How to
Calculate the Hexadecimal Value for DHCP Option 2 (time offset)" at
http://www.cisco.com/en/US/tech/tk86/tk804/technologies_tech_note09186a0080093d76.shtml.

o Options 004 or 042: Set either option 004 or 042, not both. Genesys recommends setting multiple values in the Option 004 or
042 record, particularly for CIC systems using TLS, to provide redundancy. If you do not specify values for one of these options,
the provisioning server uses the default location and SNTP server settings provided in the phone configuration files, based on
the region of the phone.

Option 015

Use the DNS domain for the voice VLAN for the Option 015 record.

Option 160

e Option 160 is the primary default record that Polycom phones use to find the provisioning server.

e Option 160 takes precedence over Option 066 (the secondary default record that Polycom phones use to find the provisioning
server). Genesys recommends that you do not use Option 066 for Polycom phones.

e Switchover environments: Ensure that you created the DNS Host (A) records as described in Create DNS Host (A) Records for
Switchover and DNS Service Location (SRV) records as described in Create DNS Service Location (SRV) Records for
Switchover. For DHCP Option 160, use the DNS Host (A) provisioning record in the URL.

Interaction SIP Station | and I, AudioCodes, and Genesys DHCP Record Notes

Time server settings

Options 002, 004, and 042 configure the time server on the DHCP server.

e Option 002: The values for Option 002 require hexadecimal numbers. To convert values to hexadecimal numbers, see "How to
Calculate the Hexadecimal Value for DHCP Option 2s(time offset)" at
http://www.cisco.com/en/US/tech/tk86/tk804/technologies_tech_note09186a0080093d76.shtml.

e Options 004 or 042: Set either option 004 or 042, not both. If you do not specify values for one of these options, the
provisioning server uses the default location and SNTP server settings provided in the phone configuration files, based on the
region of the phone.

All DHCP Option records

e Set all DHCP Options on the DHCP server in both the data and voice VLANSs.

Option 066

e Option 066 is the IP address of the TFTP server used in recovery mode.
e Ensure that you enabled and configured the TFTP server as described in Enable the TFTP Server on the CIC Server.

e Switchover environments: Ensure that you enabled and configured the TFTP server on the initial active server only, as described
in Enable the TFTP Server on the CIC Server. Set DHCP Option 066 on the initial active server only.

Option 067

e Option 067 is for implementations using different managed IP phone types and models, requiring recovery mode. To handle the
conflict, set up Option 067 according to Vendor Class. The value for Option 067 is one of the following:

o sipl00.img (Interaction SIP Station | firmware filename)
o sip200.img (Interaction SIP Station Il firmware filename)
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405.img (AudioCodes 405 or Genesys 405 firmware filename)

405hd. img (AudioCodes 405HD or Genesys 405HD firmware filename
420hd.img (AudioCodes 420HD or Genesys 420HD firmware filename
430hd. img (AudioCodes 430HD or Genesys 430HD firmware filename
440hd.img (AudioCodes 440HD or Genesys 440HD firmware filename

o O o o o

~—

See Configure DHCP Records for Multiple Phone Model Recovery.

Option 132

e If your Interaction SIP Station |, Interaction SIP Station I, AudioCodes phones, or Genesys phones communicate on any VLAN
other than the native VLAN (use a voice VLAN), use Option 132. Interaction SIP Station | and II, AudioCodes, and Genesys
phones have a special "recovery mode" that it falls back to under certain conditions, such as a firmware update failure. This fail-
safe mode brings the device up in the native VLAN and ignores any CDP/LLDP VLAN assignment. Since CDP/LLDP is ignored,
the only way to push the device to the voice VLAN is to set option 132 in the native VLAN DHCP scope. You do not need to set
this option in the voice VLAN DHCP scope. Failure to set this option causes any device that goes into "recovery mode" for any
reason to stay in that mode until it either finds provisioning information on native VLAN, or obtains an option 132 message in
the native VLAN DHCP assignment. Option 132 has no effect in normal (non-recovery) mode.

Note:

2.0.4+ firmware caches the VLAN tag acquired from CDP/LLDP during normal operations. This caching negates the need
for Option 132 unless the phone factory reset or otherwise lost the cache. For this reason, configure Option 132 in the
native VLAN.

Option 160

e Option 160 is the default record that Interaction SIP Station | and I, AudioCodes phones, and Genesys phones use to find the
provisioning server.

e Switchover environments: Ensure that you created the DNS Host (A) records as described in "Create DNS Host (A) records for
Switchover". For DHCP Option 160, use the DNS Host (A) provisioning record in the URL.

SIP Soft Phone DHCP Record Notes

Option 006

Option 006 is the default DHCP record used for DNS server discovery. Use the SIP Soft Phone with DNS to allow referencing the CIC
server by name. You can also set up DNS discovery manually in the client workstation's network configuration.

Option 160

Option 160 is the default record that the SIP Soft Phone uses to find the provisioning server. It is the only DHCP record required for
the SIP Soft Phone.

Configure DHCP Option Records

Use this procedure to configure DHCP option records for each of the managed IP phone types. You must be familiar with DHCP
server configuration and have required domain administrator permissions to complete the network configuration procedures.

The following example creates DHCP Option 160.

To configure DHCP option records

1. On the computer that functions as the DHCP server, click Start->Programs->Administrative Tools->DHCP, or use Server
Manager to open DHCP.

2. Right-click the DHCP server (if using a Windows 2008 server, right-click IPv4) and then click Set Predefined Options




10 pHCP =] ES
Eile  Action Wiew Help
&8 | "oz HEEE
9 pHCP Pvd
= 8 labrern,lab.local —
= @ w Conkents of DHCP Server Skatus Descripkion
=t Display Statiskics. .. (L 5cope [10,250,1.0] Yoice YLAN ** Active
e CEServer Options
MNew Superscope. ..
Tews Multicast Scope, ..
[}  Define User Classes. ..
= @ If  Define Yendor Classes, ..
- Reconcile all Scopes. ..
Edd, T Set Predefined Options. .. ed liek

3. In the Predefined Options and Values dialog box, click Add.

Predefined Options and Yalues

Option chass [DHCP Standard Optiors ———|d|

Option name: | 002 Time Offzet =
Agd .. I Edi.. I [ efate I

Description: [LIE'I' olfzet in seconds

alue

[ ok | canca |

4. In the Option Type dialog box, complete the information.

Option Type K E3
Class: Glabal
Nare: |IF' Fhone Provisioning Sever
Data bype: |String | I Ay
Code: 160

Description: |IF' Phone Provisioning Seved

| 0K I Cancel

Name: Name for this record, related to IP phone provisioning.

Data type: Data type (in this example, String).

Code: Option record code (in this example, 160).

Description: Description for this record, related to IP phone provisioning.

5. Click OK.

6. In the Predefined Options and Values dialog box, in the String Value box, type the URL for the IP phones to use to contact the
provisioning server (for a Switchover pair, use the provisioning DNS Host (A) record).
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Predefined Options and Yalues EEd |

Option clazs: IDHEF’ Standard Options j
Cption name: 160 IF Phone Praoy
Add... Edit... Delete |
Description: IF Phione Provigioning Sesver
—alue
Strirg;
hittp: # /provizion. lab. woip: 3088
] Cancel
7. Click OK.
8. Right-click the Scope Options (or Server Options) container and then click Configure Options.
L2 npacp -mﬂ
Fia  Action  Wiew Help
% Hm|la = Bm| &
S
- ?:;HI“P;TM" Hame | trendoe | ks | oz
= (2 Scope [10.250.1.0] Visice VLAN | &7 D03 Rouker Stardlard 10.250.1,0 N
oy P 005 DS Sarvers Stadard 10.250.1.5 Hore
I Address Leases P01 DS Dosasin Hame Stardard leb. vk Hore
8 Ressrvations
BT
s ptees |
3 [P View v
13 Server Options
Rfrash |
Configure soope st St T [ [

I
9. Inthe Scope Options dialog box, select the check box for the option record that you created (in this example, 160 IP Phone
Provisioning Server).
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| Scope Dptions HE

General | Advanced |

. [ Available Dpticns | Description = |
[ 078 SheetT sk Servers List of Stres
O 076 StreetT sk Diuectory Assistance [STDA] Servers  List of STDE
O 121 Clacsless Static Roates Destination,

P Phone Provisioning Sevet

— Dvata enfry
String walue:
[t/ provvisson Lab. voip: 8068

[ ok ] cacd | seew |

10. Repeat these steps to create the other DHCP option records required for the appropriate managed IP phone type.

Configure DHCP Records for Multiple Phone Model Recovery

Some environments use multiple models requiring recovery mode. For example, some environments use AudioCodes, Genesys,
Interaction SIP Station |, and Interaction SIP Station Il phones. Each requires a different Option 67 value. To handle the conflict,
environments using multiple models need to set up Option 67 according to Vendor Class.

You must be familiar with DHCP server configuration and have required domain administrator permissions to complete the network
configuration procedures.

To configure DHCP records for multiple phone model recovery
1. Right-click the IPv4 container on the DHCP server and then click Define Vendor Classes.

T E- =
: i Display Statistics. ..

L

B NewScope...
MNew Superscope,..
Mew Multicast Scope. .,

Define User Classes...

Define Vendor Classes...

A
Click Add...
Type a Display name.
Click under ASCILI.
Type the Vendor Class (e.g. SIP100, SIP200, or 420HD).

oa bk wDd
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10.

11.
12.
13.
14.

15.

| DHCP Vendor Classes

M Display name:

l |5|P1mc:m
: Description:

l'nl'endorﬂm made for SIP100 Options

ID:

ASCIl:

Edi...

[

Click OK.

Click Close.

Right-click the IPv4 container.
Click Set Predefined Options...

) o —
1 Display Statistics...

v
0 New Scope...
Define User Classes...
.1 Define Vendor Classes...
= Recondile All Scopes...

Set Predefined Options...

Bnary:
||:mnu £3 49 50 31 30 30 SIP100] I

Click Add...

Type a descriptive name for Option 67.
Set the Data type to String.

Type Code 067.

opton ype TP
Class: SIP100 Class
MName: |Fimmware Fie
Data type: |Stong x| T Ay
Code: | 067
Desciption: |

Click OK.
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16. Click the firmware file name.

Predefined Options and Values 2] x|
Option class: [sPi00Csss —_Jdi

Option name: 067 Fermware Fie -]
rd. | E. | Delete |

~Value
String:
pmmm

| DK I Cancel

When the phone boots up, it identifies its Vendor Class in DHCP Option 60 of the Discover. The DHCP server uses this value to
match the appropriate Option 67.

Configure the Time Server

In Polycom, Interaction SIP Station | and I, AudioCodes, and Genesys managed IP phone implementations, each managed IP phone
requests the time from the time server (SNTP provider) in the region where the phone is. You can configure the time server for
these three managed IP phone types either on the DHCP server or in Interaction Administrator.

Important!

Whether configured on the DHCP server or in Interaction Administrator, the time server configuration is crucial in CIC systems
using TLS. If a managed IP phone cannot connect to a time server to determine the time, it cannot do certificate expiration
validation needed to authenticate a secure SIP connection. The phone cannot register with the CIC system. Further, if the
managed IP phone cannot connect to a time server when it boots up, the phone fails. It is important that the specified time
server is available when the phones boot up.

Configure the time server on the DHCP server

The DHCP Option records for the time server are Options 002, 004, and 042. See Polycom DHCP Record Notes and Interaction SIP
Station | and I, AudioCodes, and Genesys DHCP Record Notes.

Configure the time server in Interaction Administrator

You can configure a Simple Network Time Protocol (SNTP) server in Interaction Administrator.
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Note:

e When you run IC Setup Assistant in a new or upgrade installation, Setup Assistant sets the CIC server for use as the SNTP
server.

e Post-installation, either before or after you created managed IP phones in Interaction Administrator, you must configure the
SNTP server in the Interaction Administrator Regionalization container so that it is available before rebooting the phones.
The default is to use the CIC server as the SNTP server.

o |f the DHCP server provides the time server settings, they override the location and SNTP server settings by default. You
can change it so that the location and SNTP server settings provided in the provisioning server's phone configuration files
override the DHCP server settings. To do, change the following for each managed IP phone in the Interaction Administrator
Managed IP Phones container: Right-click on the phone, click Properties > Options > Advanced Options and then change
Configuration Time Zone Overrides DHCP and Configuration NTP Server Overrides DHCP to Yes.

To configure the time server in Interaction Administrator

Complete this procedure for the Default Location and all other locations configured in the Regionalization container.
1. Inthe Interaction Administrator Regionalization container, select Locations.

2. Right-click <Default Location> and then click Properties.
3. On the Configuration tab, in the SNTP Server box, do one of the following:

e Keep the default selection Use CIC server. Interaction Administrator uses the Windows Time service on the CIC server to
synchronize the time on managed IP phones.

e Type the name or IP address of a valid time server in the other box, for example, 176.10.10.199. If you don't know the
time server's IP address, check with IT. Note that Interaction Administrator does not validate the time server that you
specify in this box.

Locations Conliguration - <Delault Location>

Configration | Setection Rules | Users | Commurication | Endpoints | Custom Attributes | Hstory |

Description:
T 200 JiuTe-05:00) Eastern Time (US & Canada) zl
SHTE Server: i+ U IC coarver
™ Oither: |
Cplione
FF Thizicz t ]

¥ This Location accepts hub conferences
¥ Ensble keyword spotting in this location
™ Ersbhe Regional Dising

E xterpsion Dighs: |4 3;

) Locations affect Didd Plan, Sew the Configuring Dial Fan Help for more information.

Sy

il ll I | contir ackorsave I O I Cancel Appty

4. Repeat steps 1 through 3 for the other locations configured in the Regionalization container.

Implement QoS in Your Environment

Following are the PureConnect QoS driver, SIP Soft Phones and QoS considerations, and recommended QoS configuration settings
for RTP and SIP for all managed IP phone types. For general information about implementing QoS on CIC systems, see the
PureConnect Quality of Service Technical Reference at
https://help.genesys.com/cic/mergedProjects/wh_tr/mergedProjects/wh_tr_gos/desktop/introduction.htm.

PureConnect QoS driver

In CIC, Genesys developed a new QoS driver to more closely integrate with Customer Interaction Center. It is the default QoS driver
for CIC. It operates independently of the Windows QoS Packet Scheduler, which was the recommended QoS driver for CIC 3.0.
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Installs that use the QoS feature include the following:

Application name Install name 0s

CIC Server ICServer.msi 64-bit

IC User Applications 32-bit | ICUserApps_32bit.msi with one or both of these features selected: | 32-bit
o SIP Soft Phone
e Interaction Screen Recorder Capture Client

IC User Applications 64-bit | ICUserApps 64bit.msi with one or both of these features selected: | 64-bit
o SIP Soft Phone
e |Interaction Screen Recorder Capture Client

For a complete list of installs that use the QoS feature, see the PureConnect KB article https://my.inin.com/Support/Pages/KB-
Details.aspx?EntryID=Q131006915300479.

The default behavior for most of these installs is to install the PureConnect QoS driver silently and add the certificate to the Trusted
Publishers list. The IC User Applications installs are the exception.

If you prefer to modify this default behavior, see the PureConnect KB article https://my.inin.com/Support/Pages/KB-Details.aspx?
EntrylD=Q131006915300479.

SIP Soft Phone and QoS considerations

Among managed IP phones, SIP Soft Phones have special considerations because audio originates on the computer instead of a
Polycom phone or Interaction SIP Station | and Il phones. The IC User Applications install (32-bit and 64-bit) with the SIP Soft Phone
feature selected is one of the installs that installs the PureConnect QoS driver.
e |f the IC User Applications install is run in "Full Ul mode" (through Setup.exe or double-clicking the .ms1), the QoS
Requirement page appears, asking the user to choose the QoS driver installation and recommending installation of the
PureConnect QoS driver.

| ; -
e | Applcations [bad-Dit

(05 Requirement
Fiease select a QoS opbon below.

Select & QoS oplion from the teo dhosces below.

A featune dhosen for the inptalls bon reguires Qo5. We recommend selecting
Triteractive Inteligence oS driver ™ 1o install the diver induded with ths
FESAlALON DaCagE,

If specfically instructed by your administrator, you may select "Other™
indicating another form of QoS is slready installed on this computer.

(#) Interactive Inteligence (oS driver (Riecommended)

1) Dt

PureConnect QoS driver: If selected, the install adds the PureConnect certificate to the Trusted Publishers list, and then installs
the driver.

Other: If selected, the install doesn't add the PureConnect certificate to the Trusted Publishers list and doesn't install the driver.
Genesys recommends that you don't select this option unless your administrator instructs you to. Selecting this option implies
use of another form of QoS.

For more information, see PureConnect KB article https://my.inin.com/products/pages/kb-details.aspx?
entryid=g131006915300479.

e If you run the IC User Applications install using Group Policy; startup or logon script; or command-line, the default is to install
the PureConnect QoS driver silently and add the certificate to the Trusted Publishers list silently. To modify the default
PureConnect QoS driver installation, use one of these methods to modify the QoS feature properties and run the install, as
described in PureConnect KB article https://my.inin.com/products/pages/kb-details.aspx?entryid=q131006915300479.
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Configure QoS Settings for RTP and SIP

The QoS value passes to manage IP phones during provisioning using the phone configuration file. The value stores as a Byte value
in Interaction Administrator, and then converts to a DSCP decimal value. The value can range from 0 to 63 (decimal).

Genesys recommends that you modify the QoS values for all managed IP phone types to make client workstations compatible with
other devices and systems on the network.

Configure the QoS setting for RTP (SIP station)

To configure the QoS setting for RTP packets for managed IP phones and associated SIP station audio, create one or more
individual managed IP phones first.
To configure the QoS setting for RTP
1. Create Individual Managed IP Phones for Test Purposes.
2. InInteraction Administrator, open a managed IP phone in the IP Managed Phones container.
3. In the Managed IP Phone Configuration - Options tab, click Advanced Options. The Advanced Options - SIP Options dialog box
appears, with the Audio page selected.
4. Inthe RTP DSCP Value box, specify the QoS setting and then click OK. The optimal setting for VolP packets is B8 (hex), which
is equivalent to a DSCP value of 46. To disable DSCP tagging, set the value to 0.

Note:
The provisioning server reads this value and includes it in the phone configuration file. l

Advanced Dptions n m

Advanced Options Ewﬁm | Custom Attributes |

FT T n ] -
Trasgoet Audio Path: [Dynamic =]
?A:I:Tmm DTHF Type: |RFC2833 F supported, otherwise inband |

DTHF Payhoad: 1ot ;I

RTPDSCP Wakue:  |2E (46, 101110) EF =]

™ Waice Activation Detection (VAD)
¥ Echo Cancelation

[ o ]| con aopty |

Configure the QoS setting for SIP (SIP lines)

You can configure the QoS value for SIP globally or by individual managed IP phone.

Configure the QoS Setting for SIP (global)

To configure the QoS setting for SIP (global)

1. InInteraction Administrator, open Default Station Configuration in the Stations container. The Default Station Global SIP Station
dialog box appears, with the Audio page selected.
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Default Station Configuration

‘Options Global SIP Station | Remote Station | Stations Auto Extensions | Custom Attributes | History |

Addresses

Audi Path: foymamic =]
Transport
i DTME Type: |rFCzEs i supported, dtherwisainband 7|
Authentication -
e DIMFPayload:  [101 =

[ Woice fickivation Detection (VAD)
¥ Echo Cancelation

[ ok ] cael apety |

2. Click Transport in the left column. The Transport dialog box appears.

3. Inthe SIP DSCP Value box, specify the QoS setting. The optimal setting for VolP packets is 60 (hex), which is equivalent to a
DSCP value of 24. To disable DSCP tagging, set the value to 0.

Note:
| The provisioning server reads this value and includes it in the phone configuration file.

Advanced Options HE
Advanced Options  S1P Options lmmmﬁml

% [ e Global STP Station Transport Settings

Segsion
fustheriication ™ Use Provey fior Station Connections

SIP DSCP Vahse: {18 (24, 011000) C53 =

[ ok | conca | apoi

Configure the QoS setting for SIP (individual managed IP phone)

To configure the QoS setting for SIP (individual managed IP phone)
1. Create Individual Managed IP Phones for Test Purposes.
2. InInteraction Administrator, open a managed IP phone in the IP Managed Phones container.

3. In Managed IP Phone Configuration, click the Options tab and then click Advanced Options. The Advanced Options - SIP
Options dialog box appears, with the Audio page selected.

4. Click Transport in the left column. The Transport dialog box appears.
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5. Clear the Use Global SIP Station Transport Settings check box. The SIP DSCP Value box is available.

Advanced Dptions

SIP Options | Custom Sttributes |

% ™ Use Global SIP Station Transport Settings

Session
i ——— [ e Prowy For Stathon Connctions

SIPDSCPVabe:  [18(24, 001000053 x|

o | oo |

6. Inthe SIP QOS Byte box, specify the QoS setting. The optimal setting for VolP packets is 60 (hex), which is equivalent to a
DSCP value of 24. To disable DSCP tagging, set the value to 0.

Note:
The provisioning server reads this value and includes it in the phone configuration file. l

Individual Managed IP Phones for Test Purposes

Create Individual Managed IP Phones for Test Purposes

Genesys recommends creating individual managed IP phones for the appropriate managed IP phone types in your CIC system for
test purposes, before proceeding with a full managed IP phone implementation. Create at least one individual managed IP phone for
each of the managed IP phone types that you plan to implement and configure for your test purposes.

To create individual managed IP phones
1. Open Interaction Administrator, right-click in the Managed IP Phones container, and then click New
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In the New Managed IP Phone dialog box, type the information for the first managed IP phone type to create and then click OK.
New Managed IP Phone HE
Mame: || ves I
Template: Ir-kns ,ﬂ
Type: |workstation =
Mariufacturer: [Pobycom |
Model: = |

T ] o

Name: Name of the new managed IP phone.
Template: Keep the default setting of none. (It is not necessary to create a managed IP phone template until you Create
Multiple Managed IP Phones Procedure Summary.)
Type: Type of IP phone: Workstation or Stand-alone phone.
Note:
If you are creating a managed IP phone for Interaction SIP Station, do not select Stand-alone phone. The system doesn't
support it.

Manufacturer: IP Phone manufacturer. The supported manufacturers are AudioCodes, Genesys, ININ, and Polycom. Select ININ
for Interaction SIP Station |, Interaction SIP Station II, and SIP Soft Phone.

Model: Phone model based on the manufacturer. If the manufacturer is AudioCodes, Genesys, or Polycom, choose from a list
of AudioCodes, Genesys, or Polycom phone models. If the manufacturer is ININ, choose Interaction SIP Station (for Interaction
SIP Station 1), Interaction SIP Station Il or Soft Phone.

In the Managed IP Phone Configuration dialog box, type the information on the General tab to define for this managed IP phone
type for test purposes.
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Managed IF Phone Configuration - NewManagedIPPhone

General | Options | Tnformation |

Mame; | HettanagadiPFhons| Browss... | B Adive
MAC Address: | :::::
Foegestration: % Regitration Group [ SIP Bridge

| <Def sk Registration Group>
Locstion; [ cDefak Location s
Firiweare Version: | <Labests
Ak Protocol: [re

Lad Lef Lef Le

Tirme: Zore: ¥ Use Location Time Zone
Jiurc-05:00) Indana (East) =l

Shiathon A ar ances

Key | Label Station | Extension
1 ¥  HewMonaged.. MewManagedFRhone

Add... ul
[Unassigned] Ed... I
_ Remove_|

[Unassigned|
[Unassigned] i
[Unassigned)
[Unassigred]

L S R P Y

Name: Unique name of this IP phone.
Active: Keep the default setting of Active for this managed IP phone.
MAC Address (Polycom, Interaction SIP Station | and II, AudioCodes, Genesys): MAC Address in the following format:

XX XX XX XX xX:xX. Polycom addresses start with 00: 04 : £2. Interaction SIP Station MAC addresses start with 00:26: fd.
AudioCodes and Genesys addresses start with 00:90: 8.

Full Computer Name: (SIP Soft Phone) Type the full computer name of the managed IP phone. The correct full computer name is
on the SIP Soft Phone user's computer. To see the full computer name, click My Computer -> Properties -> Computer Name. For
example: PattyJ.acme.com or PattyJ.

Registration: Select Registration Group. Depending on your implementation and what you plan to test, it may be necessary to
modify the default registration group. For more information, see Registration Groups.

Location: Keep the default location unless you plan to test multiple locations. Besides reading SNTP settings from the phone,
the CIC server uses the location settings to determine the codecs to use for the phone’s audio during the call.

Firmware Version: Firmware version for this managed IP phone. By default, the recommended option of <Latest> is selected.
Older firmware versions installed previously on this system can also appear in the list box. In certain scenarios, you can select
older approved firmware for this phone model. For example, to control the rollout of new firmware to a managed IP phone or
group of managed IP phones during a release update.

Note:
If the selected managed IP phone model does not support the selectable firmware feature, this option isn't available.

Audio Protocol (Polycom, SIP Soft Phone, Interaction SIP Station | and II, AudioCodes, Genesys): The system can unencrypt the
audio stream on this IP phone using RTP (Real Time Protocol) or encrypt it using Secure RTP (SRTP). If you plan to use
TLS/STRP, select STRP. Otherwise, leave the default setting of RTP. (Certain Polycom IP phone models do not support this
audio protocol option; therefore, this option doesn't appear.)

Time Zone (Polycom, Interaction SIP Station | and I, AudioCodes, Genesys): The time zone that set here passes to the phone
during configuration. This option overrides the setting that is in the phone’s configuration.
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Note:

You can also configure the time zone for these three managed IP phone types with Options 002, 004, and 042 on the DHCP

server.

Station Appearances: As part of creating managed IP phones, you create associated SIP station appearances on those IP
phones. Proceed to step 4 to configure the station appearance for this managed IP phone.

4. Under Station Appearances on the Managed IP Phones Configuration General tab, click Edit to open the Station Configuration

for the selected managed IP phone.

5. On the Station Configuration-Configuration tab, type the information to define for the station appearance for test purposes.

Station Configuration

Configuration | Licensing | Access Contral | Station Options | Call Forwarding | Custom Attributes | History |

- NewManagedPolycomPhone

Label: | NeweManagedPolycom
Extension: |

Identification Address: | NewManagedPolyconm

Line Keys: [ =

Callz per Line Key: m

Ring Set: | <Defaut-Potycom> =]

Connection Address: Mot registered

g “MewManagedPolycomPhons” is & station appeasance on the managed [P phone
“MewManagedPatpoomPhons.”

[ Sharable

(&] B | P corrim anosave

Cancel

[ ]

Extension: Extension number for this station appearance.
Changes to other Conflguratlon tab settlngs are optlonal For more |nformat|on see the Interaction Administrator Help at

6. Click the Station Conflguratlon Licensing tab.

47


https://help.genesys.com/cic/mergedProjects/wh_ia/desktop/interaction_administrator_help.htm

Station Configuration - NewtanagedPolycomPhone

Configuration Licensing | access Control | Station Options | Cal Forwarding | Custom Attributes | History |

I- Licenized Maching Marme: I MewManasgsdPobcomPhone _I
¥ Basic Station License AddRionsl Licenses R
[T Client Aiccess License [ Interaction Chent Mobile Edition
™ & Access Licenss O trteraction Chent Operator Add-On
C Media O interaction Chent Cutlook Add-In
€ Madia 2 [ trteraction Cialer Add-0n
O interaction Feedback Access _

0 irteraction Optimizer Access Real-time Adherence
O 1rterackion Optinizer Chent Access

O iriteraction Recorder Access

O irteraction Recorder Extreme Query

: o [ .-. D Irterackion Scripber -
' 1| | *

W These icenses are enabliad and will impact: the license
| | usage count.

[ Enable Licerses

il 3] W corfinm auto-save (s Cancel

The system assigns a Basic Station License by default to the SIP station appearance associated to the managed IP phone.
Assign other licenses, such as Client Access and ACD Access, as needed for test purposes.

7. Click OK to return to the Managed IP Phone Configuration dialog box.

8. To configure additional options for the managed IP phone for test purposes, see the Managed IP Phone Configuration-Options
tab. The available options vary, depending on the managed IP phone type.

HManaged IP Phone Configuration - MewManagedPolycomPhone

B General |
Ervabds MWT b
Ring Abwiys Mo
Inbuared Call Woaiking Tone Mo
SIP Rescanve Pork S060
Media Part Start Range Fiered

B Pabycom Interface
Larguiags Erghish-United States
Regional Tons Sat Language Def sk
Lise 24 Hour Clock Language Defsult
Use Lonsg Diate Foemat Language Def sk
Shiowe Diske Before Time Larguage Def ault |
Diabe Format Languagt Def sult
Headset Mode Ho
Onee Towch Yolosmad Ho
Pobycom Cal YWalting Ezep
Persist Headset Yolums Ho
Persist Handsel Yolrme Ho
Persist Handsfree Yolume Yes
Enable Handsfree Tes =

Advanced Opticns |

48



For more information about these Polycom conflguratlon optlons see the lnteractlon Administrator Help at

Note
| If you have not configured QoS for RTP and SIP as described in Implement QoS in Your Environment, do so now.

9. Repeat the previous steps to create a managed IP phone for the other managed IP phone types you plan to implement.

Registration Groups

Every managed IP phone requires a registration group. The registration group controls who the phone registers and communicates
with. Each registration group consists of an ordered list of registrations. Each registration either points to a line, is specified
manually, or is obtained from a SIP proxy or DNS SRV. A managed IP phone attempts to use the first registration. If it fails, it uses
the second one. If it fails again, it attempts to use the subsequent registrations.

Depending on your implementation and what you plan to test, you might have to modify the registration group configuration for the
individual managed IP phones that you create for test purposes.

o View Default Registration Group Settings
e Regqistration Group Confiquration for TLS/STRP and/or Switchover

View Default Registration Group Settings

As part of the CIC installation, IC Setup Assistant created two permanent default registration groups:
o <Default Registration Group> for the default <Stations-UDP> line
e <Default Secure Registration Group> for the default <Stations-TLS> line

To view the <Default Registration Group> settings
1. Inthe Interaction Administrator Managed IP Phones container, click Registration Groups.
2. Right-click <Default Registration Group> and then click Properties.

3. Inthe Registration Group Configuration dialog box, note that only one registration appears under Registrations. You can add
more registrations for redundancy.

Registration Group Configuration - <Default Registration Group =

Configuration | options |

Managed IP phores will send communications through the registrations in the specified order,
Add additional registrations For redundancy.

Mame: I <Dafaul Registration Group>

Type: Regular

Registrations -

(Type | Detsls
Line

=5tations-UDP:>

EI!IFMMW (o

Note:

o A registration group cannot have more than one SIP Line registration. If a registration group does have a SIP Line
registration, it must be the first entry in the list.

o A registration group cannot have more than one DNS SRV registration. If a registration group does have a DNS SRV
registration, it must be the first entry in the list.

4. Click the listed registration and then click Edit to view the registration settings.
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Edit Registration

Port: I S0&0

Transport Protocal:. @ upp £ 7ce £ 71s

" Obtain registration settings automatically From this prosy:

SIP Procey: Mo brusted SIP proxles available

ramsport Frotocol i upe TP LS

™ Obtain registration settings automatically using DNS SRY:

Crarmain: I

Transport Profocol: (% LIDR TP 1

| O I Cancel

This registration is set to obtain registrations automatically from the default <Stations-UDP> line.

Depending on your implementation and what you plan to test, you may need to create additional registrations or modify the
existing registration for the <Default Registration Group>.

Registration Group Configuration for TLS/STRP and/or Switchover

The following describes registration group configuration for Polycom, SIP Soft phones, Interaction SIP Station, AudioCodes phones,
and Genesys phones in environments implementing TLS/STRTP and/or Switchover. TLS/STRTP support for Interaction SIP Station |
and I, AudioCodes phones, and Genesys phones is available in CIC 2016 R4 and later.

Security settings

If you plan to use TLS/STRP:
e Ensure that the Audio Protocol is set to SRTP for the managed IP phone.
e Use the <Default Secure Registration Group> instead of the <Default Registration Group>.

Switchover settings (TLS/SRTP)

If you are configuring a Switchover environment and are using TLS/SRTP, modify the following for the <Default Registration Group>
or <Default Secure Registration Group>:
¢ In the Registration Group Configuration dialog box, click Edit and then click Obtain registration settings automatically using
DNS SRV. This option obtains registration settings from the DNS SRV records that you created when you configured the
network the phone. Ensure that you select the appropriate Transport Protocol for this registration group.
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Edit Registration EHE

™ Obitain registration settings sutomatically From this line:

Lirpes I-'St ations-LUDP > j

" Use the following registration settings: -

~ Obkain registration settings automatically From this proccy:

SIF Priocey, Nobrorsted SIP proiies availstis

Tracsport Profocelt. % LIDP £ 1CP ™ TS

% Cbtain registration settings sutomatically using DNS SRY:

TransportFrotocol; & woP TGP TLS

oK cancel |

e |f your Switchover environment requires remote survivability (for example, a remote office using a SIP Proxy), click Add... in the
Registration Group Configuration dialog box to add another registration to the <Default Registration Group>. In the Add
Registration dialog box, click Obtain registrations settings automatically from this proxy. Ensure that you select the appropriate
Transport Protocol for this registration group.

Interaction SIP Station | and Il, AudioCodes, and Genesys phone support for DNS SRV

e Interaction SIP Station | supports DNS SRV in CIC 4.0 SU 4 to SU 6 and CIC 2015 R1 and later, which contains
v.1.2.2._p10_build_17 or later firmware.
e Interaction SIP Station | and Il support DNS SRV in CIC 2015 R2 and later which contains v.2.0.4.15.7 or later firmware.

e AudioCodes and Genesys phones support DNS SRV in CIC 4.0 SU 6 and CIC 2015 R1 and later, which contains v2.2.277.2.3 or
later firmware.

Note:

Interaction SIP Station | and Il, AudioCodes, and Genesys phones support only a single registration entry: either DNS SRV or a
stations line.

Limitations

Interaction SIP Station | and I, AudioCodes, and Genesys phones have the following registration group configuration limitations:
e Interaction SIP Station | and Il, AudioCodes, and Genesys phones do not support multiple entries (registrations) in a registration
group.

Note:

Starting with CIC 2016 R1, firmware updates with a version of 2.2.2.77 or higher for Interaction SIP Station | and Il remove the
constraint of registering the phone with a single server.

Switchover settings (SIP Station | and Il, AudioCodes, or Genesys phones)

Switchover environments that use only Interaction SIP Station | and I, AudioCodes, or Genesys phones do not need to modify the
<Default Registration Group>.

However, if the Switchover environment includes Interaction SIP Station | and I, AudioCodes, Genesys, Polycom, or SIP Soft
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phones, follow this example to create separate registration groups specifically for the Interaction SIP Station | and I, AudioCodes,
and/or Genesys phones.

To create separate registration groups
1. In Managed IP Phones > Registration Groups, create a new Regular registration group for the Interaction SIP Stations.

Mew Registration Group |

Marne: I Inkeraction SIP Station Req Group|

Type: IReguIar j

(] 4 Cancel |

2. In the Registration Group Configuration dialog box, click Add

Registration Group Configuration - Interaction SIP Station Reg Group

Managed TP phones will send commuracations through the registrations in the specified crder.
Add addtional registrations Fior redundancy.

riterackion SIF Station Reg Groun

3. Inthe Add Registration dialog box, click either obtain registration settings automatically from this line to obtain registration
settings from the <Stations-UDP> line or obtain registration settings automatically using DNS SRV.
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% Cihbain registration ssttings subomatically from this lne:

Line: {seotorsoe> 1

™ Lise the folowing registration settings: -

1 Cbtain registr stion setltings subomatically from thes prosy: -

e Ftdrives I

Traswnms Brofoed; LR £ I1cr { gl

" Obtain regictration sektings sutomatically using DS SHV: —
|

T T e = e (5 &P s

[ ] coma |

Create Multiple Managed IP Phones Procedure Summary

After you configure the network for managed IP phones, create individual managed IP phones for test purposes, and are satisfied
with your testing, you can proceed with the full managed IP phone implementation. The implementation includes creating multiple
managed IP phones for all IP phone types (Polycom, Interaction SIP Station | and Il, SIP Soft Phone, AudioCodes, and Genesys
phones) at your site.

Note:
You can migrate or recreate existing unmanaged Polycom phones and SIP Soft Phones as managed IP phones.

The recommended procedure for creating new managed IP phones is to use the Managed IP Phone Assistant in Interaction
Administrator to create multiple managed IP phones and associated SIP stations. The procedure consists of the following steps:

1. Create one or more managed IP phone templates based on managed IP phone type, manufacturer, model, location, language,
audio protocol, station appearance, and more. For more information, see Create Managed IP Phone Templates.

2. Create one or more CSV Managed IP Phone Lists based on 1) Template containing name, template, proxy group, extension,
identification address, label, and address information for the appropriate IP phones in your CIC system, and/or 2) Type,
Manufacturer, and Model containing name, type, model, manufacturer, proxy group, extension, identification address, label, and
address information for the appropriate IP phones in your CIC system. For more information, see Create CSV Managed IP
Phone Lists.

3. Run the Managed IP Phone Assistant in Interaction Administrator to create new managed IP phones and associated SIP

stations by importing the CSV Managed IP Phone list(s). For more information, see Create Managed IP Phones with Managed
IP Phone Assistant.

Create Managed IP Phone Templates

Genesys recommends that you plan the IP phone configuration that you want for your CIC system.
If it is appropriate for your site, create one or more managed IP phone templates based on your planning decisions. For example,
you might want to create separate templates for the following situations:

e The CIC system has Polycom phones (perhaps a variety of Polycom models), SIP Soft Phones, Interaction SIP Station | and Il
phones, AudioCodes, and Genesys phones.

e The CIC system has IP phones in a variety of locations.
e The audio stream on certain IP phones unencrypts using RTP, and others encrypt using SRTP.
e Certain IP phones have regular station appearances, and others have shared station appearances.
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Note:

Templates are most useful for significant quantities of the phones of the same type, manufacturer, model, and more. For
example, if your site has 30 Polycom IP335 phones; one IP7000 conference phone (for a conference room); one IP670 phone
(for the CEQ); and one IP650 for the receptionist, Genesys recommends using a template for the IP335's but not for the other
three phones.

To create managed IP phone templates
1. Inthe Interaction Administrator Managed IP Phones container, click Templates, right-click in the right pane, and then click New.
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The New Managed IP Phone Template dialog box appears.

Mew Managed IP Phone Template ki E3

Manne: I My Palycom 54 Template]

Type: IStand-a'Icne Phone

Manufacturer: |Polycom

Led Led Lo

Model: |1PooD

oK cancel |

Name: Name of the new managed IP phone template.
Type: Type of IP phone for this template Workstation or Stand-alone Phone. The default is Workstation.

Note:
For Interaction SIP Station phones | and Il, select Workstation. (These phones don't support the Stand-alone Phone option). l

Manufacturer: IP Phone manufacturer. The supported manufacturers are AudioCodes, Genesys, ININ, and Polycom. Click ININ
for Interaction SIP Station | and Il and SIP Soft Phone.
Model: Phone model based on the manufacturer. If the manufacturer is AudioCodes, Genesys, or Polycom, choose from a list
of AudioCodes, Genesys, or Polycom phone models. If the manufacturer is ININ, choose Interaction SIP Station (for Interaction
SIP Station 1), Interaction SIP Station Il, or Soft Phone.

2. Complete the information for the first managed IP phone template to create and then click OK. The Managed IP Phone
Template Configuration dialog box appears.




Managed IF Phone Template Configuration - My Polycom SA& Template

General | optiorss | Tnformation |

M T
Registration Group: | <Def sukt Registration Group>
Location: | <Defauk Location>

Firmware Version: | <Latest> (4.0.1b)
Preferred Language: I{E;rstemtrefa.l:

Led L L L L

Audio Probocol: [rTP
Time Zone: ¥ Use Location Time Zone
Ilfl ITC-05: 000 E&stern Tine (LIS & Canada) d
Shtation Appearances:
18 < Slafion>

[ |___| I

3. Select or add the appropriate configuration items on the General and Options (including Advanced Options for Polycom,
Interaction SIP Station, AudioCodes,and Genesys phones) tabs for this managed IP phone template.

4. When completed, click OK.
For a summary of advanced configuration features for each IP phone type, see the following:

e Managed IP Phone (Polycom) Configuration Options
e Managed IP Phone (Interaction SIP Station | and 1) Configuration Options
e Managed IP Phone (AudioCodes and Genesys Phones) Configuration Options

You can also click Help (?) for details on individual configuration items.

Genesys recommends that you specify as many configuration items as possible, instead of using the default settings.
Defining the template now saves you time later.

The managed IP phone template appears in Managed IP Phones...Templates.
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5. Repeat the previous steps for the other managed IP phone templates you want to create. For example:
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Create CSV Managed IP Phone Lists

Once you create a managed IP phone template, create one or more CSV Managed IP Phone lists based on one or both of the
following:

e Template: Containing name, template, proxy group, extension, identification address, label, and address information for the
appropriate IP phones in your CIC system. Each IP phone must reference one of the managed IP phone templates you created
by name. For more information, see Create a CSV Managed IP Phone Template List.

e Type, Manufacturer, and Model containing name, type, manufacturer, model, proxy group, extension, identification address,
label, and address information for the appropriate IP phones in your CIC system. For more information, see Create a CSV
Managed IP Phone TMM List.

Two sample Managed IP Phones CSV lists corresponding to the two types of CSV lists are available to download from the Product
Information site at https://my.inin.com/support/products/cic/Pages/Utilities-Downloads.aspx:

e (CSV Managed IP Phone List-Template.csvandCSV Managed IP Phone List-Template.xlsx
e (CSV Managed IP Phone List-TMM.csv and CSV Managed IP Phone List-TMM.xlsx

When you run Managed IP Phone Assistant, you import a completed CSV Managed IP Phone list.
Create a CSV Managed IP Phone Template List

Follow this procedure to create a CSV managed IP phone list based on a template.

To create a CSV Managed IP Phone-Template list
1. Download the most recent sample Managed IP Phone CSV lists from the Product Information site at
https://my.inin.com/products/cic/Pages/Utilities-Downloads.aspx to the CIC server or location accessible by the CIC server.

2. Openacopy of CSV Managed IP Phone List-Template.xlsx and specify the attributes in the appropriate columns for
each managed IP phone and associated SIP station to create.

A B [= o E F G =
1 Mame Termplate Proxy Group Extension |dentification Address Label Address
7 Polycomlobbyl My Polycom S4 Template TI0L Lobby  DODAF2AARKCC
3 Polycomagentl hy Polycom Agent Template TI0L Limel
4 Agent5SP-PCL My Agent 55P Template 7301 AgentPCLIsb. ocal
5 agentiS5l iy Agent 155 Template Ta0i O03EFDO03SFD
& | AgentaliHD hiy Agant 430HD Template TH01 OO30SFLI3456
T Agent|5s2 kity Agent 155 v2 Template TE0L Lirwig2 O0D202FSE35RE
WA LSV Managed 1P Phone List-Templ 53 K v

The following table provides descriptions of each attribute.
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Attribute Description

Name (Required) Name of the IP phone.

Template (Required) Managed IP phone template for this IP phone. Ensure that the template name is identical to one of
the templates that you created.

Proxy Group | Registration (Proxy) Group to use with the managed IP phone template for this IP phone.
If this value is blank, Managed IP Phone Assistant fills in the Registration Group defined in the template.

Extension Primary appearance extension number for this IP phone.
If this value is blank, it remains blank in Managed IP Phone Assistant.

Identification | SIP connection address in the form of sip: xxx@ IPaddress: portnumber .Forexample,
Address sip:320@172.17.238.68:5060.

If you do not know the IP address, leave this value blank. It populates when the phone registers with the CIC
server following provisioning.

Label (Polycom only) Label to use for the primary appearance of this IP phone and the associated SIP station.
Typical values for "label" are the station extension or the user's extension (in the case where one user almost
always uses the station).

If this value is left blank, Managed IP Phone Assistant fills in the Name attribute (IP phone name).

Address If you know the address for this IP phone ahead of time, specify one of the following:
o For Polycom phones: MAC address of the IP phone. Polycom addresses start with 00:04: £2.

o For SIP Soft Phones: Full computer name for the IP phone. To ensure that you get the full computer name,
click My Computer>Properties>Computer Name. For example: PattyJ.acme. com.

o For Interaction SIP Station | & Il phones: MAC address of the IP phone. Interaction SIP Station MAC
addresses start with 00.26. £d.

o For AudioCodes and Genesys phones: MAC address of the IP phone. AudioCodes and Genesys phone
addresses start with 00: 90: 8f.

If you do not know the address ahead of time:

o For Polycom phones: Provision the phones manually using the provisioning IVR.

o For SIP Soft Phones: Provision the phones manually using the SIP Soft Phone Provisioning wizard.

o For Interaction SIP Station | phones: You cannot provision the Interaction SIP Station | through the
provisioning IVR. If you didn't know the MAC address when you created the CSV list, specify the MAC
address manually for each Interaction SIP Station | in the Interaction Administrator Managed IP Phone
container before setting up and booting the corresponding phone.

o For Interaction SIP Station Il phones: Provision the phones manually using the provisioning IVR.

o For AudioCodes and Genesys phones: Provision the phones manually using the provisioning IVR.

3. After specifying the IP phone information, save the file, selecting .CSV as the file type. The following message can appear when
saving the CSV Managed IP Phone list:

CEV Maruaged I Phond Lat-TMBL Gy iy g0nlan featoned that are ot compatbie with OOV (Cormms debmted]. D9 vou wirth 55 ki the werkBosk n B format?

0 = T ksep this format, which lesves cut sny inoompabble Seatures, chok Yes.
# Ty preseres B fpatures, dick Mg Ther s @ <oy in the Labest Exonl Sarmatl.

» T e mhak miohi b leat, chel Help.
= e | b= |

Ignore this message and click Yes. The message explains that some of the macros in the Excel file cannot be preserved in the
resulting csv file. You don't need those macros when Managed IP Phone Assistant imports the file.

Following is an example of the resulting CSV Managed IP Phone List.csv file as it appears in Excel:

4] A I B | E [ 8 I
1 Name Template Proxy Group Extension Identification Address Label Address
2 |PolycomiLobiyl My Polyoom S Template T10l Lobby 000 &F 2080800
| 3 |Polycomagentl Py Polycom agent Template 700 Lingl
| & |Agent5SP-FC1 My Agent 53F Template TI0l agentPCLlab.local
[ 5 agenss Ay Agent 155 Template T 0026FDODFSFD
! b |Agent4I0HD My Agent $30HD Template a0l 0908F1 23456
T |Agentlss2 Ry Agent 155 v2 Template TE0L LireZ 080BFSEISRE
w
:-lnd B M C5W Mansged P Phone List-Templ 9 4 ¥l |

When opening the csv file in a text editor, the IP phone information is separated by commas, with one IP phone listed per line.

57



4.

Ir_sﬁ HManaged IP Phone List-Template.csy - Notepad M= E I

File Edit Format Wiew Help

[Mame,Template,Proxy Group,Extension,Identification address,Label,address a
PolycomLabbyl My POTycom Sa Template,,7101, ,Lobby, 0004F2AMBBCC
Polycomagentl, My Polycom Agent Template,,7201,,Linel

AQENTSSP-PCL My Agent sSSP Template, , 7301, ..Agentpcl.ﬁah.hca'l

AgentISSl, My Agent ISS Template,,7401,,,0026FD009SFD

Agentd 20HD My Agent 420HD Template,,7501,,,00908F123456

AQEntISS2 My Agent ISS w2 Template,,7601,,Line2,00908F563 568

4] W

If you have not already done so, download your CSV Managed IP Phone list-Template.csv fileto a secure location on
the CIC server.

Create a CSV Managed IP Phone TMM List

Complete this procedure to create a CSV managed IP phone list based on type, manufacturer, and model.

To create a CSV Managed IP Phone-TMM list

1.

Download the most recent sample Managed IP Phone CSV lists from Product Information site at

https://my.inin.com/support/products/cic/Pages/Utilities-Downloads.aspx to the CIC server or location accessible by the CIC

server.

Open a copy of CSV Managed IP Phone List-TMM.x1sx and specify the attributes in the appropriate columns for each

managed IP phone and associated SIP station to create.

| A | B c 1] E F G H

1 Mame Trpe Warf acturer  Madel Praxy Group Extérdicn (dertficabion addréss Label Addréss

1 Polycombobby? $tsnd-alone Fhone Polyoom IF330 T Loblyy

3 Polycomagert? Workstation Palycom IF&01 T3 Limel OO04F204FeAD
4 AgertSSP-PC2  Workitation 1IN Soft Phane Remote Agant S5P - TLS T T2

5 Agentiisl Fand-alone Fhone 1MIN Interaction §IF Station Remgte Agent 155 - TCP Ta07 402 COREFDFOCOZ0
6 Agenta20HD Stand-alone PFhone AudicCodes  420HD TH02 T2 OOG08F1 13458
T Agentissl and-alone PFhone IMIN Irteraction SIP Station 1l Remote sgent 155 - TCP TR0 ™02 Linel OORDBFSEISER
W4 b W] DSV Managed IP Pl Lisk-THM | Moddlnfomstion 7 L]

Basdy | D e (=)

K
el

The following table provides descriptions of each attribute.
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Attribute

Description

Name

(Required) Name of the IP phone.

Type

(Required) Type of IP phone - Workstation or Stand-alone Phone.

For Interaction SIP Station | and Il phones, specify Workstation as these types don't support stand-alone
phones.

Manufacturer

(Required) IP phone manufacturer.
The supported manufacturers are AudioCodes, Genesys, ININ, and Polycom.

Model

(Required) Phone model based on the manufacturer.
If the manufacturer is Polycom, specify Polycom phone model.

If the manufacturer is ININ, specify Soft Phone or Interaction SIP Station (for Interaction SIP Station 1),
Interaction SIP Station II.

If the manufacturer is AudioCodes, specify the AudioCodes phone model.
If the manufacturer is Genesys, specify the Genesys phone model.

Proxy Group

Registration (Proxy) Group to use with the managed IP phone template for this IP phone.
If this value is blank, Managed IP Phone Assistant fills in the default Registration Group.

Extension

Primary appearance extension number for this IP phone.
If this value is blank, it remains blank in Managed IP Phone Assistant.

Identification
Address

SIP connection address in the form of sip: xxx@ TPaddress: portnumber. For example,
sip:320@172.17.238.68:5060.

If you do not know the IP address for this phone, leave this value blank. It populates when the phone registers
with the CIC server following provisioning.

Label

(Polycom only) Label to use for the primary appearance of this IP phone and the associated SIP station.
Typical values for Label are the station extension or the user's extension (in the case where one user almost
always uses the station).

If this value is blank, Managed IP Phone Assistant fills in the Name attribute (IP phone name).

Address

If you know the address for this IP phone ahead of time, specify one of the following:
o For Polycom phones: MAC address of the IP phone. Polycom addresses start with 00:04: £2.

o For SIP Soft Phones: Full computer name for the IP phone. To ensure that you get the full computer name,
click My Computer>Properties>Computer Name. For example: PattyJ.acme.com.

o For Interaction SIP Station | and Il phones: MAC address of the IP phone. Interaction SIP Station MAC
addresses start with 00.26. £d.

o For AudioCodes or Genesys phones: MAC address of the IP phone. AudioCodes and Genesys phone
addresses start with 00:90: 8.

If you do not know the address ahead of time:

o For Polycom phones: Provision the phones manually using the provisioning IVR.

o For SIP Soft Phones: Provision the phones manually using the SIP Soft Phone Provisioning wizard.

o For Interaction SIP Station | phones: You cannot provision the Interaction SIP Station | through the
provisioning IVR. If you didn't know the MAC address when you created the CSV list, specify the MAC
address manually for each Interaction SIP Station | in the Interaction Administrator Managed IP Phone
container before setting up and booting the corresponding phone.

o For Interaction SIP Station Il phones: Provision the phones manually using the provisioning IVR.

o For AudioCodes and Genesys phones: Provision the phones manually using the provisioning IVR.

3. After you complete the IP phone information, save the file, selecting .CSV as the file type. The following message can appear
when saving the CSV Managed IP Phone list:

L5 Manage [P Phore Lt TMMLCow man conitan features that are net comparible wish 5V (Comma delimited], Do o wnd 1o keep S workbook i ths formac?
ﬂ wTio ke this forma, which out e i chok e,

= Te preserve the features, chek Mo, Then s A capy 'n the latest Excel formar.
= Tio s what might be loai, ok Help.

= _» | & |

Ignore this message and click Yes. The message explains that some of the macros in the Excel file cannot be preserved in the
resulting csv file. You don't need those macros when Managed IP Phone Assistant imports the file.

Following is an example of the resulting CSV Managed IP Phone List.csv file as it appears in Excel:
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When opening the csv file in a text editor, the IP phone information is separated by commas, with one IP phone listed per line.
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4. If you have not already done so, download your CSV Managed IP Phone 1list-TMM.csv fileto a secure location on the
CIC server.

Create Managed IP Phones with Managed IP Phone Assistant

The Managed IP Phone Assistant guides you through the process of creating multiple managed IP phones and associated SIP
stations from an imported CSV Managed IP Phone list. For more information, see the Interaction Administrator Help at
https://help.genesys.com/cic/mergedProjects/wh_ia/desktop/interaction_administrator_help.htm.

Note:

Genesys recommends that you run the Managed IP Phone Assistant outside of your core business hours because the
procedure requires significant server resources.

To create managed IP phones with Managed IP Phone Assistant

1. Inthe Managed IP Phones container in Interaction Administrator, right-click in the right pane and then click Managed IP Phone
Assistant.

1- Interaction Administrator - [SGLab] [ _ O] = i
' File Edt View Conbext Help =121

PO R e
= ¥ Cobective 2| | 1P Phore Name ' | status | Address

Hermez Site ]
B Peer Shes Theere are no kems bo show in this view.

= Y 9G-CLAY1S - 2015 A2 st Cirkel
wd Lines
Sl.mﬁrm

= W Managed IP Phones — =
Teinplates :
& fng et
I Cefault IP Phone
& Regstration Groups
i SIP Bridges
B fudia Sources
Safver Parameters
Seructured Parameters
L Regunalzation
@ Licerses Alocation
I people
3 f‘ System Configuration -

I Teems: O Selected: 0 — I srdhayl 2

The Managed IP Phone Assistant Welcome page appears.

#H

® E
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Welcome to the Managed |P Phone
Assistant.

This asssstant vl guide you Brough the creation and migraton
of managed IP phores.

Thes sesssbant should "HOT™ be run during business hours.
The creation of managed IF phones in bullc requires a
mgnificant amount of Server reSoUrCEs.

To continue, dick Meact.

S GENESYS

If you are running Managed IP Phone Assistant after business hours, a confirmation message appears, asking whether you
want to run the wizard during business hours. Click Yes.

2. Click Next. The Add Managed IP Phones page appears.

*Managed [P Phone Assistant

Add Managed 1P Phones
ioa vy eitheisr inport e manasged 1P phofed frofm & C5Y fils or sddledt few ianagsd 1P
s frioen cofflig files on this screen,
Whast dhor you wank to do?
0 Creste managed IF phones from & OS5V file.

Craate managsd IP phones by msgrating sciting stabions bo phofes on 4 per
r-mlmbm

< Back Nest > concel |

3. Click Create managed IP phones from a .CSV file. The Create Managed IP Phones from a CSV file page appears.
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I Wi by ou wll st e (TS0 File Ehast condine the managed IP phores and ther
additional information.

| Browse. ..

(e WheTow| W]

4. Browse to the location of your CSV Managed IP Phone List.csv file(s) onthe CIC server, select the . csv file to import,
and then click Next.

Mansged IP Phone Assistant

Create Managed 1P Plhones from a C5¥ file 5;

I this step you vl select the C5v file that contains the managed 1F phores and ther
sdditional information.

C5¥ Fie: | EhESV Managed TP Phone Lst-THM.cov Browse... |

* Thoe C5 Pl i . Clock: Nt ey eoafitinns.

cm|m>|md|

If the assistant encounters errors while parsing the csv file, a message appears, indicating such. Click Errors to view the status
of the errors and a description.

Warning error: Managed IP Phone Assistant cannot verify one or more values. You can continue with the import, but some of
those values don't import.

Severe error: Managed IP Phone Assistant detects no columns or it couldn't open the file. You cannot continue with the import.

If you imported a CSV list based on type, manufacturer, and model (CSV Managed IP Phone List-TMM.csv), the Access
Control page appears.

62



Maiaged IP Plooe Assist ant

Access Control
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Add - I
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Add Al - I
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< Back Net cancel |

Select the dial plan classifications for the managed IP phones and station appearances in the Csv file. For more information,
click Help (?).

Note:
If you imported a CSV list based on template, this page doesn't appear because you defined the dial plan classifications in
the template.

Click Next. The Saving Managed IP Phones page appears. To change your settings, click Back.

FManaged IPF Phone Assistant ﬂ Ed
Saving managed 1P phones
dure yo nachy 0 SOl y0ur Charess

0. Chck.on the Commit Charges buthon to start £aving your configuration,

Comemd; Changes I

Click Commit Changes. If you imported a CSV list based on type, manufacturer, and model (CSV Managed IP Phone List-
TMM. csv), the Station Appearances Licenses page appears.
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A Basic Station license is assigned by default to SIP stations associated with managed IP phones. If necessary, assign Client

Access licenses, ACD Access licenses, and/or add-on licenses. For more information, click Help (?).

Note:

If you imported a CSV list based on template, this page doesn't appear because you defined the station appearance

licensing in the template.

After you click Commit Changes, the assistant prepares the managed IP phones and applies licenses.

If you exceed the total count of licenses, a message appears: "Some or all licenses could not be allocated to each station
appearance". Click Review to review the errors and then correct the information in the Interaction Administrator License

Allocation container.

The Completed the Managed IP Phone Assistant page appears.

Click Finish. When the Managed IP Phone Assistant completes, the new managed IP phones appear in the Managed IP Phones

container.

# Interaction Adminsstrator - [SGlsh)

' Fle Edt Vew Conbext Help == =]
$ . ox B s
Hode St | | 5 Phore Hame [ETT | suddress | Phone |
Pest Shes AgertAZIHD Hok tegrtered DA 1T E vadoCiodess 4 20HD
= W) SG-CLAYIS - 201502 AgerklS51 Mok regestered O P 20 ININ Inderaction 589 Station
Liness Agerkl352 Pk rogutened DOEFSE 5B ININ I seitan 559 Station 1T
Lires Gtcsges AqerkSER-PCE Mok provisored NI Saft Phone
= iy Stations Polycomigentl Nk rigistered D0 F 204 FchD Pobycom BP0
Templstes Pobyoomi b2 Mok, privvisiored Pobyoom P30
Groups
Dt Stabion
= il Maneged B Phores
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i iy Saks
o Oefaud 1P Phone
& Rty ation Groups
i SIP Bridges
& Ao Sources
B servee Pacoeraters. | ) | b
[ oo 6 Selected: I (& socayIS user  [Server Tene: RiaT:3T AM o

registration.

setting up and booting the corresponding phone.

As part of creating managed IP phones, the associated SIP station appearances created on those IP phones appear in the

Stations container.

The new managed IP phones have a Status of Not registered. Their status changes to Up-to-date on the phones' next SIP

If you did not specify the Address attribute for one or more managed IP phones in your CSV Managed IP Phone list, they
have a status of Not provisioned. Their status changes to Up-to-date once you provision them using the Polycom phone,
SIP Soft Phone, Interaction SIP Station Il, AudioCodes, or Genesys phones provisioning IVR. For Interaction SIP Station |,
you provision them by specifying the MAC address for each Interaction SIP Station in Interaction Administrator before




Station Configuration - Agentd 20HD

Call Forwarding | Custom Attributes | History I
Access Control | Station Options I

[ Auto Conference  PIN: |

Calts per Line ey I: = I

Connection Address:  Nob registered

E‘;\' “hgentd20HD" is a skation appearance on the mansged 1P phone “Agenk420HD."

| W| P confim auto-save ok | cencel | sy |

The SIP stations associated with managed IP phones are of the type Managed Workstation or Managed Stand-alone Phone.

If necessary, you can assign Client Access licenses, ACD Access licenses, and add-on licenses to users on the Licensing tab
now, or in the Licenses Allocation container.
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Complete the Provisioning Process (Multiple Managed IP Phones)
CIC provisioning of managed IP phones connects the managed IP phones and downloads their configurations from the CIC server.
The goal for CIC Managed IP Phone provisioning is to "automate" it as much as possible so that it requires no user participation.

If you followed the instructions to configure the network and to Create Managed IP Phones with Managed IP Phone Assistant,
automated provisioning occurs once you set up and boot (or re-boot)the phones.

When a managed IP phone contacts the provisioning subsystem, the provisioning system matches the phone's computer name or
MAC address with an existing managed IP phone configuration, and serves the configuration to the device without any extra steps.

Manual provisioning (multiple managed IP phones)

Manual provisioning of some or all managed IP phones are necessary when:

e You don't specify the MAC Address (Polycom, Interaction SIP Station | and II, AudioCodes, Genesys phones) or Full Computer
Name (SIP Soft Phone) in the CSV list for some or all Polycom, Interaction SIP Station | and Il, SIP Soft Phones, AudioCodes,
and/or Genesys phones.

Note:

In an implementation of new Polycom and/or SIP Soft Phones, the MAC Address or Full Computer Name may not be known
at the time the CSV list is created.

e The CIC system has no DHCP server or it cannot access the DHCP server.

e Some Polycom phones, Interaction SIP Station phones | and Il, SIP Soft Phones, AudioCodes, and/or Genesys phones are in
remote locations.

Typically, an administrator with required permissions does the manual provisioning. In some cases (for example, remote locations),
users must do the manual provisioning.

To provision each managed phone's configuration manually
e For Polycom phones: Use the provisioning IVR.
o For SIP Soft Phones: Use the SIP Soft Phone Provisioning wizard.

e For Interaction SIP Station | phones: You cannot provision the Interaction SIP Station | phones through the provisioning IVR
because they don't have a dial pad. If you didn't know the MAC address when you created the CSV list, specify the MAC address
manually for each Interaction SIP Station in the Interaction Administrator Managed IP Phone container before setting up and
booting the corresponding phone.

o For Interaction SIP Station Il phones: Use the provisioning IVR since Interaction SIP Station Il phones do have a dial pad.

e For AudioCodes and Genesys phones: Use the provisioning IVR.

Sometimes, you have to use non-standard manual provisioning procedures. For more information, see Appendix A: Non-standard
Provisioning Scenarios.
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Polycom Administration

Create Managed IP Phones from Existing (Polycom) SIP Stations

Note:
This information is for existing CIC systems with unmanaged Polycom phones migrating to CIC 2015 R1 or later.

If your CIC system has existing "unmanaged" Polycom phones (SIP stations), Genesys recommends that you convert them to
managed IP phones. Then, you no longer need to maintain Polycom phone configuration (. cfg) files.

Before beginning these procedures, configure the network for managed IP phones. Genesys also recommends that you Create
Individual Managed IP Phones for Test Purposes and ensure that you are satisfied with your testing first.

Add the SIP Phone Information Update server parameter

The SIP Phone Information Update server parameter allows the CIC system to populate the Manufacturer and Model automatically
for a Polycom phone (SIP station) in Interaction Administrator. Set the SIP Phone Information Update server parameter to a value of
1, yes, or true. When the phones reboot, Telephony Services derives the model and manufacturer information from the User-Agent
strings in the registration message and updates the DS attributes dynamically for the corresponding SIP Station. All Polycom
phones send this information each time they register, meaning that the data populates in Interaction Administrator as each phone
re-registers with the CIC server. The system uses this data when you run Managed IP Phone Assistant to convert to managed IP
phones and associated SIP stations.

Note:

If you use the sample handlers called "IP Phone Utilities" from the SIP-Related Download Files page on the PureConnect
Customer Care site (https://my.inin.com/products/sip-platforms/Pages/default.aspx ) to create configuration files based on
the information in Interaction Administrator, adding the SIP Phone Information Update parameter is not compatible with these
examples.

For the SIP Phone Information Update server parameter to take effect, reboot the phones. It takes time for all of the phones to re-
register with the server, so ensure that you check to see that the values populated before proceeding.

Update a common .cfg file to include sec.tagSerialNo="1" configuration parameter

Update the Polycom phone configuration files in the root directory of the TFTP or FTP server to include the sec.tagSerialNo="1"
configuration parameter. This action allows the CIC system to populate the MAC Address automatically for a Polycom phone (SIP
station) in Interaction Administrator. Choose a common file such as xic.cfg (when using files that the ININ IP Phone
Configurator generated), or the sip.cfg file. When you update the . cfg file and reboot the phones, Telephony Services derives the
MAC address from the User-Agent strings in the registration message and update the configuration dynamically for the
corresponding SIP Station. All Polycom phones send this information each time they register, meaning that the data populates in
Interaction Administrator as each phone re-registers with the CIC server. The system uses this data when you run Managed IP
Phone Assistant to convert to managed IP phones and associated SIP stations.

For the . cfg file updates to take effect, reboot the phones. It takes time for all of the phones to re-register with the server, so
ensure that you check to see that the values populated before proceeding.

Create managed IP phones from existing SIP stations using Managed IP Phone Assistant

Use the Migrate option in the Managed IP Phone Assistant to create managed IP phones and associated SIP stations from existing
(Polycom phone) SIP stations. In this procedure, a sample SIP Workstation IP335 station migrates to a new managed IP phone and
associated station.
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Notes:

e Genesys recommends that you run the Managed IP Phone Assistant outside of your core business hours because the
procedure requires significant server resources.

e The complexity and variation of XML files means that your files can have problems migrating. If this situation occurs,
contact PureConnect Customer Care and open an incident. Have your logs and copies of your XML files available. You can
continue after you open your ticket by using the phones in an unmanaged fashion until you are able to complete the
migration successfully.

To create managed IP phones from existing SIP stations
1. Before you begin, ensure that you know the location of the Polycom phone/SIP station configuration files (. cfg), as the
Managed IP Phone Assistant asks for this information. The . cfg file location is typically the root directory of your TFTP
server, either a local directory path or a network share. Ensure that it is accessible from the computer where you plan to run the

Managed IP Phone Assistant.
2. Click the Managed IP Phones container and then click Managed IP Phone Assistant.

Note:
Run the Managed IP Phone Assistant after business hours l
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The Managed IP Phone Assistant Welcome page appears.
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Welcome to the Managed |P Phone
Assistant.

Thes asssstant wil guide you Brough the creation and migraton
of managed IP phones.

This acssstant should "HOT™ be nun during business: hours.
The creation of managed IF phones in bullc requires a
mgnificant amount of Server reSoUrCEs.

T contirue, clck Mext.

S GENESYS

3. If you are running Managed IP Phone Assistant after business hours, click Yes to proceed past the warning message.

& We do *not® recormend performing a bulk import or migeation of
j;h existing stations to managed IF phones during business howrs dus
- to the server resources required for this processing.

Do you wish bo continwe running this wizard?

=) w |

The Add Managed IP Phones page appears.

Managed IP Pleomne Assistant

Add Managed [F Phones
Wi iy et iemport rew enanesced BP ploniers. From 4 5V File o sddfedit new managed [P
phoores from config fles on ths screen.,
What do you wank bo dot

" Creabe managed IP phones from a . C5¥ file,
@IIMFMWMWWHMMlH
. acturer basks. ]

< Back et > cancel |

4. Click Create managed IP phones by migrating existing stations to phones on a per manufacturer basis. The Select
Manufacturer page appears.
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Sefect Manulacturer
I this step you select the manufacturer bo use in the migeation process .

Pick the manufacturer whose stations you wish bo migrate into phones:
% Pobreom

cpsk [ metz | coel |

Choose the manufacturer of the stations to migrate. Currently Polycom is the only supported manufacturer. If you selected
Polycom on the previous page, the Select Default Model page appears.

Flanasged [P Phone Ascstanl

Sedect Default Model
I this step wou select the defsult modiel that chould be used F & cannck be derfvad from
kb st itiones o the phorss.

Pock b clesf g mocadiel:

Marfacturer:  Polycom

Mosel: [T - |

o B Tt > Cancel I

In the list box, click the default phone model to use when the system cannot derive the model from the stations on the phones
that you are migrating.

For example, SIP stations associated with a Polycom configuration file may not have a manufacturer or model set in
Interaction Administrator. By selecting the default model, the Managed IP Phone Assistant knows what settings to use for the
migration. In this example, the default model selected is an IP335.

Note:

If you set the SIP Phone Information Update server parameter as described in an earlier section, selecting the default
model on this page is unimportant. The reason is that the server parameter ensures that each phone populates
appropriately for manufacturer and model in Interaction Administrator.

The New Phone Naming page appears.
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7. Specify a format string that indicates the name for the assistant to use for the migration item. The assistant creates an
associated SIP station with the same name. There are two different substitution strings that you can use alone or with a format
string to create phone names.

Phone name format: Name of the first private station display name added to the migration item. Use a format string to define

the phone's name when created. Use one or more substitution strings with a format string, so that every phone created has a

meaningful and unique name.

There are two different substitution strings:

o S$FirstPrivateStation$: Name of the first private station display name as defined in the reg.x.displayName attribute
found in the SIP phone's . cfg file added to the migration item.

o $MACS: MAC address of the phone that you are migrating.

By default, the assistant uses the SFirstPrivateStation$ substitution string. You can use a substitution string separately, in

combination with the other substitution string, in combination with a format string, or use it alone. For example:

o SFirstPrivateStation$

o S$SMACS

o SFirstPrivateStation$-$MACS-SecondFloor

o SecondFloorPhone Using just text, the assistant appends the text with 1, 2, and so on after naming the first IP phone
and associated SIP station.

If a single format string of ManagedPhone is used without a substitution string, then all new phone names created would be

named ManagedPhone 1, ManagedPhone 2, etc. If the substitution string $MACS is used together with the format string of

ManagedPhone, such as ManagedPhone - S$MACS, then the MAC address for each phone would be substituted in the new

name, i.e., ManagedPhone - 0004f2008100.

Note:
The substitution strings are case-sensitive. For example, if Phone - $macs is specified, $mac$ will not resolve to the MAC
address. The string must be entered as Phone - $MACS for proper MAC address resolution.

Sample phone name: Indicates how the phone name format field resolves.
8. Click Show Available Substitution Strings to view the substitution strings. The Phone Configuration File Directory page appears.
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Type the directory or click Browse to select the directory where the existing IP phone configuration (. cfg) files are. The .cfg
file is typically the root directory of your TFTP server, either a local directory path or a network share. Ensure that it is
accessible from the computer where you plan to run the Managed IP Phone Assistant. In this example, the location is
D:\I3\IC\TFTPRoOt.

The Managed IP Phone Assistant searches this directory for . cfg files and displays a list of files found on the Select the Items
to Migrate page. The assistant uses the settings in the selected . cfg files to create managed IP phone objects.

For the assistant to recognize a phone configuration file, the file must:
o Use the XXXXXXXXXXXX.cfg format, where XXXXXXxxxxxXis a 12-character alpha-numeric MAC address.

o Contain an APPLICATION XML element at the root that has a CONFIG FILES XML attribute that specifies the other phone
configuration files.

Each . cfg file that meets these criteria displays as a selectable item to migrate. The assistant needs read access to the
phone configuration directory specified. For more information, click Help (?).

9. Click Next. The Select the Iltems to Migrate page appears.

Managed 1P Phame Assist ant

Select the items ta migrabe
Select the Ry wish bo magrate by sddng them bo the Selected kst
L Selsctd

mEmn |

Hdd Al = I

< fiack: |__um:- | concn |

Select the items to migrate by clicking the items in the Available list and then clicking Add to move them to the Selected list.
The items displayed in the Available list are the Polycom configuration files that the assistant found in the directory specified
on the Phone Configuration File Directory page.

10. Select at least one item and then click Next. The Build Migration Items page appears.
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This page shows that the migration process is going to begin building migration items, and it lists the number of migration
items included in the process. In this example, there is just one migration item.

11. Click Next. After the building the migration items, the Current State of Migration Items page appears.

Fanasged [P Phone Ascistanl

Current State of Migration [tems
This page deplays the rumber of migrstion bems. and whether or not they have ennors or
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The number of items with errors, warnings, or no errors or warnings appear.

Items with errors: The assistant cannot create a managed IP phone from these items. Click the Show Item Details button and
review the Build History tab to aid in resolving the error.

Items with warnings: These items are candidates for migration at the current state, and the assistant may be able to create a
managed IP phone from these items.

Items with no errors or warnings: These items are good candidates for migration at the current state, and the assistant will
most likely be able to create a managed IP phone from these items.

Note:

Genesys strongly recommends that you click Show Item Details to review the migration item details. Item details include
information about the new managed phone created for the selected migration item, and information about error and
warnings listed for that migration item.

12. Click Next. The Backup Directory Services page appears.
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13.

14.

15.
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Genesys strongly recommends that you complete a Directory Services backup. This step is the final step in the migration
process before the Managed IP Phone Assistant starts creating the managed IP phones based on the migration items.

Click Backup Directory Services to do the backup.The Directory Services backup can take several minutes. There is a timeout
set at 40 minutes. If the timeout is reached, the assistant displays The CIC server was unable to perform a backup of Directory
Services. Either click Try Again to attempt another backup, or click Continue without making a backup.

When the backup is complete, the page displays the location of the backup file, for example,
D:\I3\IC\Backup\RegistryBackup 16-8-2011-458037. Take note of this location.

This is the last page before the migration process starts. To learn more about what happens during the migration process,
click Help (?).

A confirmation message appears.

Managed TP Phone Assistant

Ruun the phucnes migeation process now?

1Y

Moke: This operation can bake a whie,

yes | w |

Click Yes to start the migration process. When the migration process is complete, the Migration Results page appears.

Managed [P Phone Assistant

Pigration Results
This pesge desplings ths nests of Eh e migeation,

Phenes crested: 1 { 0 had warnings o emors during ther craation )

Phorss nok created: 0

Show detaled migration resuts |

[Het> ||  cCoce

This page displays the number of managed IP phones created in the migration process and indicates whether warning or errors
occurred.

Click Show Detailed Migration Results to view each step taken during the migration for each migration item.
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If errors and warnings occurred, you can see at what point they occurred and why. Depending on the migration results, the
system might ask you to reload the phones; or you can make changes to individual IP phones in the Managed IP Phone
container after the assistant completes and reload the phones then. For more information, click Help (?).

The Managed IP Phone Assistant process is now complete.
Click Finish to exit the assistant. The new managed IP phones appear in the Managed IP Phones container.

il Tk et Ak

S O DR P Costysd | pincees by

e Ll‘:".-

&

atow - | CustanesSite |

; B S
W Tesplelci
Wy Grogs
O Delmit Sation
= I panaged IF Phores
& Templstes
¥ Rageiabion (s
¥y Ping Seks
i Cofit B Phure
I_ e Sairien
@ Sorver P ameters
E Srutped P areion
i Regurekzaton
W Leerdss dshon

|

J

=

af |
- T

i |

ELRIT =

Notice that the new managed IP phone in this example has a status of Not registered. On the phone's next SIP registration, this
status changes to Up-to-date.

As part of creating managed IP phones, the system creates associated SIP station appearances on those IP phones, of the type
Managed Workstation or Managed Stand-alone Phone. You can view them in the Stations container.
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Complete the provisioning process

CIC provisioning of managed IP phones connects the managed IP phones and downloads their configurations from the CIC server.
The goal for CIC managed IP phone provisioning is to automate it as much as possible so that it requires no user participation.

If you followed the instructions to configure the network and create managed IP phones from existing (Polycom) SIP stations using
Managed IP Phone Assistant, automated provisioning occurs once you set up and reboot the phones.

When a managed IP phone contacts the provisioning subsystem, the provisioning subsystem matches the phone's computer name
or MAC address with an existing managed IP phone configuration, and serves the configuration to the device without any extra
steps.

Manual provisioning

Manual provisioning of some or all managed IP phones is necessary when:
e The CIC system has no DHCP server or it cannot access the DHCP server.
e Some Polycom phones are in remote locations.

Typically, an administrator with required permissions does the manual provisioning through the phone's provisioning IVR. In some
cases (for example, remote locations), users do the manual provisioning. Do manual provisioning on each managed phone's
configuration.

Polycom Firmware and Phones

Managed IP Phones Administrator Guide

Polycom Firmware for Supported and EOL Phones

The following tables list the Polycom firmware versions for supported and End of Life (EOL) phones.

Firmware for supported phones

Firmware Version | Initially Made Available in... | Phone Type Phone Model

5.8.1 2019 R2 Desktop Phones VVX 150
2019 R1 Patch4 VVX 250
2018 R5 Patch10 VVX 350
2018 R4 Patch16 VVX 450

2018 R3 Patch23
2018 R2 Patch29
2018 R1 Patch35

5.8.0 2018 R5 Desktop Phones VVX 101
(with support of VVX D60 wireless handset pairing)

2018 R4 Patch3 VVX 201
2018 R3 Patch10 VVX 300/301
2018 R2 Patch16 VVX310/311
2018 R1 Patch23 VVX 400/401
2017 R4 Patch29 VVX 410/411
2017 R3 Patch36 VVX 500/501
VVX 600/601
VVX D60
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5.5.4 2018 R4 Conference Phones Trio8500
2018 R3 Patch5 Trio8800
2018 R2 Patch11
2018 R1 Patch18
2017 R4 Patch24
2017 R3 Patch31
2017 R2 Patch36
5.4.5G 2017 R3 Desktop Phones VVX 101
2017 R2 Patch6 VVX 201
2017 R1 Patch12 VVX300/301
2016 R4 Patch17 VVX310/311
2016 R4 Patch15 + ES VVX400/401
2016 R3 Patch23 VVX410/411
2016 R2 Patch23 VVX500/501
2016 R1 Patch27 VVX600/601
4.0.8.2058.1 2017 R1 Patch1 Desktop Phones SoundPoint
2016 R4 PatchS and Patch6 | Conference Phones IP321
2016 R3 Patch12 IP331
2016 R2 Patch17 IP335
2016 R1 Patch22 IP450
2015 R4 Patch22 IP550
2015 R3 Patch25 IP560
2015 R3 Patch24 + ES IP650
IP670
SoundStation
IP6000
IP7000
522 2015 R2 Patch8 Desktop phones VVX300
2015 R3 Patch2 VVX310
VVX400
VVX410
VVX500
VVX600
4.1.6h SU6, SU5S-ES, SU4-ES Desktop phones VVX300
VVX310
VVX400
VVX410
VVX500
VVX600
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4.0.8c

2015 R2 Patch8
2015 R3 Patch2

Desktop phones

Conference phones

IP321
IP331
IP335
IP450
IP550
IP560
IP650
IP670
IP5000
IP6000
IP7000

4.0.1b

SuU3

Desktop phones

Conference phones

IP321
IP331
IP335
IP450
IP550
IP560
IP650
IP670
IP5000
IP6000
IP7000

3.2.7

Su4

Desktop phones

Conference phones

IP331
IP321
IP335
IP450
IP550
IP560
IP650
IP670
IP5000
IP6000
IP7000

Firmware for "End of Life" (EOL) phones
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Firmware | Phone Type Phone Limitations
Model
4.0.2b Wi-Fi phones SL8440 Firmware and provisioning no longer supported; however, the phones are still available
SL8450 from the manufacturer.
3.2.7 Desktop 1P320
phones IP330
1P430
3.1.6 Desktop IP301 Except for the IP4000, does not support SRTP.
Pz IP501
Conference
phones IP600
IP601
IP4000
2.1.4 Desktop IP300 Does not support SRTP, DND syncing, idle screen configuration, or voice-quality
phones IP500 monitoring.

Copyright and trademark

Polycom Firmware Update Required

Starting in June 2016, Polycom introduced a new MAC address range for VVX; SoundPoint IP and SoundStation phones; and
SoundStructure Installed Audio products. The new address range replaces the 00: 04 : xx: xx : xx : xx MAC address range. Phones
with a MAC address inthe range 64:16:7f:xx:xx:xx require a firmware update, included in supported CIC patch releases

starting with CIC 2015 R2. For more information, see PureConnect KB article https://my.inin.com/products/pages/kb-details.aspx?
entryid=g146602352400297.

Selectable Polycom Firmware

Starting with CIC 4.0 SU 3, administrators can select from a list of supported Polycom firmware versions for a specified model to
apply to a managed IP phone or group of managed IP phones in Interaction Administrator.

The selectable firmware feature allows you to:

e Control CIC release deployment to managed IP (Polycom) phones. For example, you can leave the phones on an older firmware
version when deploying a release. Then, set a few phones to the new firmware to test it. Then, push out all the phones when
ready.

e Test for a regression by pushing a test phone back to an older firmware version for verification purposes.

Note:
If the selected Polycom IP Phone model(s) do not support the selectable firmware feature option, the option doesn't appear.

To select a firmware version for a single managed IP phone

1. Double-click a managed IP phone in the Managed IP Phones container. The Managed IP Phone Configuration dialog box
appears.
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2. In the Firmware Version list box, click the firmware version. By default, the recommended option of <Latest> is selected.
Older firmware versions installed on this system previously can also appear in the list box. In certain scenarios, you can select
older approved firmware for this Polycom IP phone model. For example, to control the rollout of new firmware to a managed IP
phone or group of managed IP phones during a release update. If the selected Polycom IP phone model does not support this

feature, this option doesn't appear.
To select a firmware version for multiple IP phones

1. Click two or more managed IP phones in the Managed IP phones container, right-click, and then click Change Multiple IP
Phones.

[ I ——— P = sl 1 i |
L T e Slsciwd & P

2. From the Firmware Version menu, click the firmware version. By default, the recommended option of <Latest> is selected.
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SpectraLink Wi-Fi Phone Considerations

The Spectralink SL8440 and SL8450 Wi-Fi models differ significantly from the other Polycom phone models. The most basic
difference is the wireless connectivity capability of the SpectralLink phones through Wi-Fi. Along with supporting 802.11b/g/n, they
also support WEP, WPA, WPA2-PSK, and WPA2-Enterprise for wireless security. They also require business class wireless access
points that support WMM (Wi-Fi Multimedia) protocols, requiring extra steps of Wi-Fi connectivity configuration before DHCP/DNS
setup.

It is also important to note that the firmware and provisioning of these devices are "End of Life" (EOL), so newer supported firmware
versions are not available. For a complete list of supported standards and recommended practices, see the Polycom product
documentation.

Support for End of Life Devices

SIP Handset manufacturers, such as Polycom, move their products to an "End of Life" (EOL) status sometime after they stop
production of that particular product model. Once this happens, they also stop maintaining the firmware used with those models,
typically. Genesys has opted to attempt to support our customers who still operate on these EOL handsets by continuing to make
them available as Managed IP Phones. This support, however, is limited.

To date, all EOL phones are still available when selecting the model of your Managed IP Phone, their configuration files still
generate, and the CIC server still includes the last supported firmware files. While Genesys opted to support the administration,
configuration, and interoperability of these devices with CIC, Genesys is unable to address any issues determined to exist at the
device level. Genesys doesn't have the ability to create firmware, nor obtain newer firmware from the manufacturers for products
listed as EOL. Also, Genesys can discontinue the support of any EOL device for any reason in the future.

To check the status of a particular phone model, consult the manufacturer. For the latest phones that Genesys tested, see the

TestLab site at http://testlab.genesys.com/.

Polycom Provisioning FTP Adapter

Polycom phones running 2.1.4 firmware (the IP300 and IP500) use the Provisioning FTP Adapter for their initial firmware requests.
This adapter by default listens on Port 21, but you cannot disable it by creating the server parameter Provision FTP Enabled
and setting it to No.

Managed IP Phone (Polycom) Configuration Options

Availability of configuration options for Polycom managed IP phones depends on the model of the phone. Newer models tend to
have more options.

Options tab
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The managed IP phone configuration options are available on the Options tab when editing one or more managed Polycom phone(s)
from the Managed IP Phones container. The Options tab contains configuration options such as port settings, localization, volume
persistence, and emergency information. For more information about the configuration options and their meaning, see the

Interaction Administrator Help at https://help.genesys.com/cic/mergedProjects/wh_ia/desktop/interaction_administrator_help.htm.
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Advanced Options

The managed IP phone configuration advanced options are available on the Advanced Options tab when editing one or more
managed Polycom phone(s) from the Managed IP Phones container. The Advanced Options tab contains configuration options for
timeout, Polycom features, echo/noise suppression, gain settings, auto-dial, local Polycom dial plan, Network Address Translation
(NAT), flash parameters, syslog, voice quality monitoring, and phone-specific SIP security. For more information about the
advanced configuration options and their meaning, see the Interaction Administrator Help at
https://help.genesys.com/cic/mergedProjects/wh_ia/desktop/interaction_administrator_help.htm.
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Other Managed IP Phone (Polycom) Features

Following are some of the unique features that Polycom phones offer over other managed IP phones types.

Call parking / Zone paging
Call parking places a parked call (held call) into a specific call queue, or orbit. Any other Polycom phone can pick up the parked call
by specifying which orbit to pick up from.

Zone paging allows one phone to page an entire dial group (through an extension). It passes one-way audio to all phones reachable
at the specified extension.

Dial string Function

*901 <extension> | Zone page

*902 <orbit#> Park call in orbit <orbit#>

*903 <orbit#> Pick up parked call from orbit <orbit#>

*904 (<orbit#>) | List parked calls (in orbit <orbit#>)

Dial options for Call parking and Zone paging

Shared line appearances

Polycom phones support shared line appearances, allowing mirroring of one line over multiple stations. For example, an assistant
has an appearance of the manager's phone line on their phone so that the assistant can see whether the manager is on the phone,
and answer the manager's calls.

The first step for setting up shared lines is to set the desired stations as sharable. Only stations on Polycom phones support this
feature. Use Interaction Administrator to edit the station appearance on a managed Polycom IP phone.

After you set the station to Sharable, you can add it to the Polycom managed IP phone as a shared station appearance. Select the
station appearance and a dialog box appears with the configuration of the shared appearance. Afterward, reboot the phone with the
shared appearance.
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Station Configuration - PolycombLabby 1
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Custom configuration files (Polycom)

The provisioning server supports the ability to add a custom attribute to Polycom phones named config_files (case-insensitive),
which must contain a comma-separated list of files. If the file exists inthe \i3\ic\provision\polycom directory on the CIC
server, provisioning includes the files in the config_files list for Polycom phones. The system requests these files after provisioning
generates the config files and allows administrators to set custom config file attributes that provisioning doesn't handle (for
example, microbrowser settings). For more information about the file inheritance model that Polycom phones use in the
provisioning sequence, see Boot and Provision Sequences (Polycom).

The config files custom attribute supports [MACADDRESS] and [MODEL] placeholders, with the value being substituted
automatically (for example, [MACADDRESS]-config.cfg changesto 0004£f2000000-config.cfgand [MODEL]-config.cfg
changes to TP330-config.cfg). With this mechanism, you can set custom configuration on a per-phone and a per-model basis.
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Supported languages for Polycom phones

Language support for Polycom phone models depends on the version of your Polycom firmware. For information about your
firmware version, see the Polycom's VolP SIP Software Release Matrix at
http://downloads.polycom.com/voice/voip/sip_sw_releases_matrix.html.

Following is a list of all known languages supported as of Polycom 3.2.5c:

Chinese, China (for IP 450, 550, 560, 650,
670 and IP 6000, 7000 only)

French, France

Polish, Poland (all phones except IP
301)

Danish, Denmark

German, Germany

Portuguese, Portugal

Dutch, Netherlands

Italian, ltaly

Russian, Russia

English, Canada

Japanese, Japan (for IP 450, 550, 560, 650,
670 and IP 6000, 7000 only)

Slovenian, Slovenia (all phones
except IP 301 and IP 4000)

English, United Kingdom

Korean, Korea (for IP 450, 550, 560, 650,
670 and IP 6000, 7000 only)

Spanish, Spain

English, United States

Norwegian, Norway

Swedish, Sweden

Note:

The IP301 model does not support any languages other than its internal default (English, United States).

You configure language support for managed Polycom phones in Interaction Administrator in Managed IP Phones
Configuration...Options under Polycom Interface.
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External registrations (Polycom)

Polycom phones support the use of the external registrations feature, allowing a specific line to register differently than all other
lines on that phone. You add an external registration to a phone using the Managed IP Phone Configuration dialog box in Interaction
Administrator. For more information, see Appendix B: How Registrations Work (Proxy Settings).

Troubleshooting (Polycom)

Following are a few of the more common problem scenarios encountered with Polycom phones. In all these scenarios, it is useful
to obtain a packet capture to see exactly what traffic passes to and from the phone, including DNS, HTTP, and SIP traffic.

Polycom Phone is set to use TLS but can't receive calls

If a Polycom phone cannot connect to a network time server (through SNTP) to determine the time, it cannot register or validate a
certificate sent from the CIC Server to validate the call connection. All calls fail silently. Also, if the Polycom phone cannot connect
to a network time server when booting, the phone fails.
To resolve this issue, ensure that each Polycom phone using TLS can connect to an NTP server. Do the following:

e Set the NTP server on the DHCP server through either DHCP Option 004 or 042.

e If no domain controller is available, set the CIC server as the SNTP server.

For more information, see Configure the Time Server.

Polycom phone cannot locate boot server

By default, the phone's Boot Server setting is Custom + Option 66, with Custom's default value set to 160. You can set both these
values on the phone. When the phone looks at options that the DHCP server supplies, it looks for Option 160 first. If that option
does not define a boot server, the phone looks at Option 66. As described in Polycom DHCP Record Notes, you normally do not
need to set Option 66 on a Polycom phone for the phone to locate the boot server.
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Notes:

e Steps often differ depending on the phone model used and whether the phone is starting or already running. If these steps
don't match your phone, see the Polycom documentation for configuration instructions.

e The SpectraLink phones do not have a menu key; rather, the main screen has an icon called Settings that gives access to
the configuration menus. Otherwise, the menus are similar to the configuration menus on other models. The Network
Settings differ, though the difference is because of the SpectraLink phones running Polycom's 4.x firmware rather than to
the model itself.

To verify that the phone's Boot Server settings are correct
1. On the phone's Network Configuration screen, do the following:
a. Press Menu, press 3 for Settings, and then press 2 for Advanced.
b. Type the password (the default is 456) and then press Enter.
c. Press 1 for Admin Settings.
d. Press 1 for Network Configuration.
2. Onthe DHCP menu screen, do the following:
a. Choose DHCP Menu and then choose Select.
Choose Boot Server and then press Edit.
Use the arrow keys to select Custom + Opt 66 and then press OK.
Choose Boot Srv Opt and then press Edit.
Using the keypad, type 160.
Press OK and then press Exit twice.

3. Select Save Config. The phone saves your configuration changes and reboots. If it still cannot locate the boot server, verify
through DNS that the hostname configured in DHCP resolves to the IP address of the desired CIC server.

-~ ® a0 T

Polycom phone contacts boot server but cannot register

If the non-provisioned phone can contact the boot server, it displays a line labeled Setup. If the phone is provisioned, it displays the
line label set in Interaction Administrator.

If the phone is not registered:

e When you go off-hook, the phone displays the message URL call is disabled.
e The phone icon next to the line label appears hollow.

If you set up a Polycom phone using the Configure a Polycom phone's boot server manually procedure (in Appendix A) but the phone
fails to register

1. Repeat Steps 1 and 2 of the procedure for configuring the phone manually. The screen shows the boot server's URL or IP
address followed by the port number.

2. Verify that the boot server and port information is correct.

To determine whether registration failure is because the phone cannot resolve the short name of its server through DNS
1. Open Windows Explorer on your CIC server.

2. Locate the Polycom log under \13\IC\Logs\ <yyyy-mm-dd>\phones. The filename is the MAC address of the
phone-boot <log sequence number if any>.

3. Open the log in Windows Notepad or a text editor.
4. Inthe log, go to the section beginning with DHCP returned result. The log should look like the following:

0101000017 |appl |3|00|DHCP returned result 0x38F from server 10.250.0.2.
0101000017 |appl |3|00|Phone IP address is 10.250.0.92.
0101000017 |appl |3]00|Subnet mask is 255.255.255.0.
0101000017 |appl |3|00|Gateway address is 10.250.0.1.
0101000017 |appl |3]00|Boot server address is http://lablic.sbsdomain.local:8088.
0101000017 |appl |3|00|DNS server is 10.250.0.2.
0101000017 |appl |3|00|DNS alternate server is 10.250.0.1.
0101000017 |appl |3|00|DNS domain is sbsdomain.local.

5. Inthe DHCP returned result section:

In the line that begins DNS server is, note the URL of the DNS server. If this value is not present, then DHCP Option 6 is not
defined.
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In the line that begins DNS domain is, note the name of the DNS domain. If this value is not present, then DHCP Option 15 is
not defined.

6. Do the following to determine whether the DNS server can resolve the DNS domain:
a. Open a command prompt, type ns1ookup, and then press Enter. The command window appears as follows:

C:\>nslookup
Default Server:nighthawk.example.com
Address:172.16.1.2

b. If the default server address differs from the one in the Polycom phone's log, type server, the address from the Polycom

phone's boot log, and then press Enter. Windows changes the server address to the address that you provided. The
command window appears as follows (except that your server address is different):

> server 10.250.0.2
Default Server:[10.250.0.2]
Address:10.250.0.2

c. Type the short name of your CIC server (such as 1ab11ic) and the domain name suffix in the Polycom phone's boot log

above (such as sbsdomain.local), and then press Enter. If the DNS server can resolve the CIC server name, the
command window appears as follows:

> lablic.sbsdomain.local
Server: [10.250.0.2]
Address:10.250.0.2
Name:lablic.sbsdomain.local
Address:10.250.0.51

Boot and Provision Sequences (Polycom)

The behavior of a Polycom phone when powering on is helpful while troubleshooting a phone to understand what it is doing during
startup. When the phone powers up, it runs through the bootloader (boot sequence), checking its current firmware. It then starts the
SIP application and gets its configuration (provision sequence).

Polycom boot sequence

Note:
Starting with CIC 2017 R3, Interaction Administrator includes the following advanced options for Polycom phones capable of
4.0 or newer firmware:

Boot Server Type

Boot Server Option

Boot Server Option Type
Provisioning URL

If the Boot Server Type option is set to Static, the phone uses the value of the Provisioning URL option instead of the DHCP
optlon during the Polycom boot sequence. For more |nformat|on see the Interactlon Administrator Help at

Following is the Polycom boot sequence:
e Phone powers up and does CDP/LLDP VLAN discovery

o Troubleshoot using packet capture
o If the switch returns a response, it uses that VLAN

e Runs through the DHCP discovery

o Troubleshoot using packet capture, syslog, or bootlog
o DHCP must return

= |P Address

= Option 1:Subnet Mask

= Option 6: DNS server(s) - These servers must be able to resolve the name of the CIC server (short name + option 15). If
using switchover, they must also be able to resolve SRV entries for the phone's domain.

o DHCP should return
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= Option 3: Router - used when the phone needs to contact any resources not within its subnet.
= Option 15: Domain Name - used for DNS A Record lookup.

m  Option 160: Custom Provisioning Server - The phone defaults to Custom + Opt 66 with Custom defined as 160. It
checks for a provisioning server in Option 160 of the DHCP response first, then falls back to Option 66.

m |f 160 or 66 isn't set:
m If a boot server value resides in flash memory and the value is not 0.0.0. 0, it uses the value in flash memory.
= Otherwise, the phone sends out a DHCP INFORM query.
m [f it fails, it reports on the screen that it Failed to contact boot server.
o DHCP may return

= Option 4/42: Time Server(s) - defined so that the phone can do SNTP queries to determine time. If you defined this
option in the Configuration files generated from IA, these DHCP Options are optional.

= Option 2: Time Server Offset - If you have your time server derived from the Option 4 or 42 values, you must also define
the offset.

e Phone asks for model-specific bootrom. 1d (example /2345-12500-001.bootrom. 1d)
If it has a different version, it downloads and saves the new version; and then reboots
e Phone asks for <MAC>.cfg (example: /0004f218dece.cfq)
o This file contains a list of files that the phone should request to obtain configuration
o If there is no managed phone with this MAC address
= Provision Server creates a provisional station
® <MAC>.cfg populates with provisional configuration file names
e Phone asks for model-specific sip.1d (example /2345-12500-001.sip.1d)
If it has a different version, it downloads and saves the new version; and then reboots.

Provision sequence

e Phone starts the SIP application and query DHCP again
e Phone asks for model-specific bootrom. 1d again
e Phone asks for <MAC>. cfg again
o Phone asks for model-specific sip.1d again
e Phone asks for the files from <MAC>. cfg in order, generally:
o /server/cert/ca.cfq - CIC certificate authority for use with TLS connections
o /phone/<guid>.cfg-custom configuration for that managed phone
o /proxy/<registration group>.cfg -registration information for the phone's registration group
/server/xic.cfg - dialplan and feature-specific configuration
/phonel . cfg - Polycom-default configuration
/sip.cfg - Polycom-default configuration
o /overrides/<MAC>-phone.cfq - phone-specific configuration that a user changed from the phone's user interface
e Phone asks for default files; it's possible that these files are not available
o /<MAC>-license.cfg - phone-specific license
o /contacts/<MAC>-directory.xml - contacts directory
e Phone REGISTERS with the CIC server

o O o

You can verify proper provisioning and registration using either a Wireshark capture, or the combination of Provision Server and
SIPEngine logs.

Precedence example

Polycom phones give precedence to whatever configuration file it acquires first; therefore, any configuration received in
server/xic.cfg overrides configuration received in sip.cfg.

As an example, say that a phone has the CUSTOM: : config files attribute setto config me.cfg. Assuming that the file exists,
the phone requests this config me.cfg immediately before it requests phonel.cfg. The contents of config me.cfg are:

<?xml version="1.0" standalone="yes"?>

<mb>

<idleDisplay>

<home mb.idleDisplay.home="http://www.inin.com"/>
<refresh mb.idleDisplay.refresh="4"/>
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</idleDisplay>
reg.l.address="blahblahblah"
</mb>

The phone ignores the reqg.1.address attribute configuration, since it receives it before this file in phone/<guid>.cfq.
However, the phone doesn't receive the other two attributes until "sip.cfg", so the phone applies these two attributes accordingly.

Phone simulator

A quick way to check what configuration passes to a phone is to use PhoneSim.exe, a PureConnect tool that simulates the
provisioning requests for managed IP phones. The tool is available on the CIC Utilities and Downloads page on the Product

Information site at https://extranet.inin.com/products/cic/Pages/Utilities-Downloads.aspx. All the configuration attributes display

and allow filtering by file, attribute name, or attribute value. The system saves the configuration files that the provisioning server
passes in the specified output directory.

This tool applies configuration settings according to file precedence. To determine whether the system applies a specific attribute
from the proper file, see the filename associated to that file.
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Interaction SIP Station | and Il Administration

Set Up Interaction SIP Station | and Il Phones

Before setting up one or more Interaction SIP Station | and Il phones, ensure that you completed the network configuration for
Interaction SIP Station I and II.

Unpack the package contents

Your Interaction SIP Station | or Il package includes the following items. Ensure that all these parts are available in the box before
you proceed.

e One Interaction SIP Station | or Il

e One Ethernet patch cable

e A desk-mounting plate with two desk-mounting screws (Interaction SIP Station | only)

e A headset hanger (Interaction SIP Station | only)

When unpacking, ensure that all the following items are present and undamaged. If anything is missing or broken, contact the
distributor from whom you purchased the phone for assistance.

N P9

Interaction SIP Station Phone | with hanger | Two Desk-Mounting Screws

Ethernet Patch Cable Desk Mounting Base Plate

Fasten the phone to the desk (optional-Interaction SIP Station | only)

Optionally, you can secure the Interaction SIP Station | to a desk or other appropriate service using the included base plate that you
can mount to the bottom of the phone with the two screws provided.

To attach the base plate to the phone
1. On the bottom of the phone, remove the two screws in the center.
2. Optionally, insert the hanger before mounting the plate in step 3 (hanger not shown in the diagram).
3. Using the provided screws, attach the base plate to the bottom of the phone, as shown.

Note:
The indented side of the holes faces out.
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4. Place the phone on the mounting surface and mark the surface through the holes on each end of the base plate.
5. Drill or punch a small hole on these marks to receive the screws.
6. Place the base plate over the holes and fasten it to the surface.

For instructions on using Interaction SIP Station, see the Interaction SIP Station Quick Reference card at
https://help.genesys.com/cic/mergedProjects/wh_ps/desktop/Interaction_SIP_Station_Quick_Reference_Card.htm.

Connect the network cable

This procedure describes how to cable your phone. After you connect the network cable, the Status LED flashes orange as it cycles
through the start-up process. Genesys recommends provisioning the phone through Interaction Administrator.
To connect the network cable

1. Connect a RJ-9 headset to the RJ-9 headset jack.

2. Connect the PoE LAN port on the Interaction SIP Station | or Il to your available LAN jack using the provided Ethernet patch
cord.

3. If you have only one LAN jack, you can use the included PC port on the Interaction SIP Station | or Il to provide a LAN
connection to your PC.

Interaction SIP Station | and Il Firmware for Supported Phones

The following tables list the Interaction SIP Station | and Il firmware versions for supported phones.

Firmware for supported phones

Firmware Version | Initially Made Available in... | Phone Model

2.0.4.15.7 2015 R2 Interaction SIP Station |

Interaction SIP Station Il
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Managed IP Phone (Interaction SIP Station | and Il) Configuration Options

The following options reflect the state of Interaction SIP Station | and Il configuration as of CIC 2015 R2.

Options tab (SIP Station | and II)

These configuration options are available from the Managed IP Phones container when editing one or more managed Interaction
SIP Station | and Il phone(s). This tab allows for configuration of speed dial (Interaction SIP Station 1 only), emergency information,
among other options. For more |nformat|on about these conflguratlon optlons see the Interaction Administrator Help at

*Managed IF Phone Configuration - AgentI551

=]
Mo
SIP Rt Podt SO0
Hackin Port Start Range L]
LAN Port: Mode Bk ormatic
P Port Mode ALK
B Interface
Btineg Vokae {0-9) 5
Enable Puckun Y5
Bukhion 1 Spessd Disl al1
Bukbon 2 Spead Dial -
Spessd Dial Hold Dur-stion (miliseconds) 1300
= Emergency Information
Dscripkion
Location
Caling Party Mumber
Cushomer N

E'l":f-“““"‘““ [ ok ] camom | my |

Advanced Options (Interaction SIP Station | and II)

The Advanced Options are available from the Advanced Options button in the Options tab, if configuring just one phone, or in the
Advanced Options tab, if configuring more than one phone. This tab allows configuration of provisioning, syslog, gains, LAN and
VLAN, and audio quality diagnostics. For more information about these configuration options, see the Interaction Administrator
Help at https://help.genesys.com/cic/mergedProjects/wh_ia/desktop/interaction_administrator_help.htm.
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Advanced Options

Advanced Options | St Options | Custom Attributes |

B Gain
Headset Digital Microphone Gan (default +0 d8 +0 dB
Headsat Dighal Spesker Gain (default 40 08)  +0dB
Headset Analog Microphone Gan (default +359 « +35 d8
Headsel Analog Spesker Gain (defeukt -12 d8) -124d8
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B LAN
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1P Address 0.0.0.0 =l
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Other Managed IP Phone (Interaction SIP Station | and Il) Features

Following are two unique features that Interaction SIP Station phones offer over other Managed IP Phones, supported by CIC:
Configurable speed dials and LED status light.

Configurable speed dials (Interaction Station 1 only)

Interaction SIP Station | phones can have two speed-dial numbers configured in the Options tab in Interaction Administrator. They
can map to any valid number or extension. Button 1 Speed Dial maps to the exclamation point (!) key on the Interaction SIP Station
| and defaults to 911. Generally, you leave this key at its default to allow placing emergency calls. Button 2 Speed Dial maps to the
pickup key and defaults to *. To initiate a speed-dial call, press and hold the appropriate key until the call places and connects.

LED status light

Interaction SIP Station phones | and Il have a multi-color LED in the center of the phone. This light indicates various states for the
phone by color and flashing.

In general, if the LED is solid blue, the Interaction SIP Station can receive calls. If it is not solid blue, it cannot receive calls. If the
phone does not have an active call and you adjust the volume, the LED flashes once for each button press: orange if adjusting the
volume down, red if adjusting the volume up. When the CIC server signals a reboot, the LED flashes orange rapidly before
proceeding to the boot sequence.

Boot sequence

When the phone boots up, the light is solid purple and then solid orange while the phone powers on. When the phone starts querying
DHCP and getting its configuration, the LED flashes orange quickly. If at this point the Interaction SIP Station obtains new firmware,
it downloads the firmware and then transitions to solid orange as it saves the new firmware before rebooting. Once the phone
obtains its configuration, the LED transitions to solid orange pending registration. If the registration fails, the LED blinks orange
slowly. If the registration succeeds, the LED is solid blue.
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Call sequence

When the phone receives a call, it flashes red to indicate that a call is waiting for you to answer. Once you pick up the call, it
transitions to blinking blue, indicating that a call is in progress. If you place the call on hold, the LED continues to flash blue. If you
adjust the volume of a call, the LED flashes orange once for each button press. If you mute the phone's microphone, the LED
transitions to solid red until either the call disconnects or you un-mute the microphone. Once the call disconnects, the LED returns
to solid blue.

Call Status [no changs)
12 | Alerting
19 | Actioe cal
20 | M (During active call).
21 | viplume key pressed
22 | Viedume kiy praddad (hn Max volurne el iiachiid)
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Troubleshooting (Interaction SIP Station | and II)

Troubleshooting addresses two of the more common issues with the Interaction SIP Station | and Il. Whenever troubleshooting a
network issue with the Interaction SIP Station, packet captures are invaluable.

Cannot hear audio through headset

The Jabra GN 1200 headset supports a variety of telephones with different models requiring different switch settings. If you cannot
hear audio through the headset (for example, no ring tone when you press the volume up button), check the switch position on the
inline switch on the headset. Interaction SIP Station | and Il use switch position 1

Interaction SIP Station cannot start or connect to the network

If you specified incorrect network settings, such as an incorrect VLAN ID or static IP address settings, to a point to where the
Interaction SIP Station unit can no longer start or connect to the network (as verified through packet captures), you can reset the
unit to factory default network settings.

Warning!
Only the network administrator should do this procedure, not an agent.

To reset Interaction SIP Station to factory default network settings
1. Disconnect the network connection from the unit, which, in turn, removes power from the unit.
2. Wait a few seconds.
3. Do one of the following:
o For Interaction SIP Station |, press and hold both round buttons on the top of the unit.
o For Interaction SIP Station Il, press and hold the Mute and Volume down buttons.
4. Plug in the network connection into the unit. The unit restarts.

5. Continue holding the two round buttons until the indicator light on the unit blinks three times with a purple color. The unit
resets to factory default network settings.
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Boot and Provision Sequences (Interaction SIP Station | and II)

Unlike a Polycom phone, the Interaction SIP Station | and Il do not have separated boot and provision sequences. The unit powers
on and then goes directly into the provisioning sequence.

Firmware boot/provisioning sequence

Following is the firmware boot and provisioning sequence for SIP Station | and II:
e Phone powers on and does CDP and/or LLDP discovery, depending on configuration
o Gets port-mode configuration
o Gets VLAN information (if any)
e Phone runs through DHCP discovery:
o DHCP must return:
= |P Address
= Option 1 - Subnet Mask
m  Option 15- DNS server
o DHCP should return:
= Option 3 - Router to contact devices outside of subnet
= Option 66 - TFTP Server Address
= Option 67 - Bootfile Name (usually sip100.img)
= Option 160 - Provision server address (usually the CIC server or a provisioning proxy)
o DHCP may return:
= Option 4/42 - Network time servers
= Option 2 - Time offset
e Phone queries DNS for the provision server found in Options 160
o If not found, the phone boots with its old configuration
e Phone sends HTTP GET request for the Bootfile to the Provision Server
o It pulls a portion of the file and checks whether it matches its current firmware
o If it doesn't match, the phone GETS the complete file, flashes the firmware to its memory and reboots
e Phone sends HTTP GET request for <MAC>. cfg to the Provision Server
e Phone attempts to register with its configured SIP Proxy
e If the configuration file changed, the phone reboots

Phone simulator

A quick way to check what configuration passes to a phone is to use PhoneSim.exe, a PureConnect tool that simulates the
provisioning requests for managed IP phones. For more information, see "Phone simulator” in Boot and Provision Sequences

(Polycom).
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SIP Soft Phone Administration

SIP Soft Phone Requirements

CIC supports the SIP Soft Phone on workstations running on Microsoft Windows 7 (32-bit and 64-bit), Microsoft Windows 8 (32-bit
and 64-bit), and Microsoft Windows 8.1(32-bit and 64-bit), which support the PureConnect QoS driver.

Notes:
e CIC doesn't support the SIP Soft Phone on workstations running Microsoft Windows XP (32-bit and 64-bit), which does not
support the PureConnect QoS driver.
e CIC 2016 R2 and later supports Microsoft Windows 10.
e CIC 2015 R1 and later supports Microsoft Windows 8.1.
e CIC 2015 R1 and later no longer supports Microsoft Windows XP.
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SIP Soft Phone Installation

The SIP Soft Phone is a selectable feature on the Custom Setup page of the IC User Applications install (32-bit and 64-bit).

Custom Setup
Select the way vou want features to be nstalled.
Chck the icons in the ree below to change the way features wil be instaled.
= =] interacton Desktop Features Debvers suda through &
= | Inberaction Deskiop LS8 headiset on a
= || A Feanr weorksiabon or lagtep.
mwk;q Works with Interaction
- Desicteny of & Bads: call
=- cantrol interface.
¥ _r| Interaction Screen Recorder Capture Chent
53 = | Interacton Fax This featurne requres
=3+ | Interpction Vosoemad Flayer 32148 on yeur hard drive.
¥+ | Interacton SIP Bridge
| messt | | Dskussge | | Bak || Mest | | Cawd |

Ensure that you select this feature when installing IC User Applications on workstations that use the SIP Soft Phone. If not installed
during initial installation, click IC User Applications in the Control Panel -> Programs and Features, and then click Change to open
the Custom Setup page. Click the SIP Soft Phone feature.

On the QoS Requirement page, click PureConnect QoS driver to add the PureConnect certificate to the Trusted Publishers list and
install the PureConnect QoS driver.

Q0% Requirement

Flease select a Qob opbon below.

Select & Qs optan from the ted dhiates belti.

A featune dhosen for the installabion reguires Qo5. We recommend selecting
Triteractve Inbeligence QoS driver” o install the driver induded with this
nstalabon padage.

If specfically instructed by your adminegirator, you may select "Other”
incicating another form of QoS is slready installed on this computer.

# [ter actve [ntelgence QoS drver (Retommended)
i) Other

For more information:
e For instructions on installing IC User Applications, see the PureConnect Installation and Configuration Guide at
https://help.genesys.com/cic/mergedProjects/wh_tr/desktop/pdfs/Installation_Configuration_Guide.pdf.
e For more information about the PureConnect QoS driver, see Implement QoS in Your Environment and PureConnect KB article
https://my.inin.com/Support/Pages/KB-Details.aspx?EntryID=Q131006915300479.
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SIP Soft Phone Audio Device Requirement

For audio devices, audio quality and personal preference are subjective. When you select a USB headset, choose a quality headset
with noise and echo cancellation. You can discuss personal experience with headsets and recommendations from other partners

and customers on the PureConnect Community Forum at https://community.genesys.com/communities/pureconnect?
CommunityKey=cf214c8f-5206-4010-9b2c-2085cbd65a44.

SIP Soft Phone Setup Process

If you followed the instructions to configure the network for SIP Soft Phones and to create multiple Managed IP Phones using
Managed IP Phones Assistant (with the full computer names filled in the CSV list), automated provisioning occurs when the SIP Soft
Phone starts on a workstation.

Following are other required or recommended setup procedures, depending on the circumstances:

o [f the workstation contains more than one NIC or if the NIC was altered following the SIP Soft Phone installation, specify the
network adapter to use with the SIP Soft Phone. For more information, see SIP Soft Phone Network Adapter Configuration and
Auto-detection.

e Genesys highly recommends that SIP Soft Phone users configure their SIP Soft Phones to use the default devices configured in
the Windows Multimedia Control Panel. For more information, see SIP Soft Phone Audio Configuration.

e If you installed CIC Language Packs on the CIC system, SIP Soft Phone users can display the user interface in another
language. For more information, see Set the User Interface Language for SIP Soft Phone.

e If one of the following is true, you might need to provision the phones manually using the SIP Soft Phone Provisioning wizard:
o There is no DHCP server.
o The system cannot access the DHCP server.
o You didn't specify the full computer name in the CSV list for some or all SIP Soft Phones.

For more information, see SIP Soft Phone Provisioning Wizard.
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SIP Soft Phone Network Adapter Configuration and Auto-detection

If the workstation contains more than one NIC or if the NIC was altered after the SIP Soft Phone installation, specify the network
adapter to use with the SIP Soft Phone after the phone is provisioned. You can configure the SIP Soft Phone to use a specific
network adapter for Real-time Transfer Protocol (RTP) and SIP communications.

To specify the network adapter
1. Right-click the SIP Soft Phone icon in the system tray and then click Options.

Provision...
Qptions

Dial Pad

Help
About

Exit

2. In the Options dialog box, click the adapter that best suits the RTP or SIP traffic.

]
g'. i i ck RTP Metwork itedacs:
<. Network Adapter (Local Area Connection 2] 172.17.101.22 v
SIP Network nteface:
| Local Area Connection 2 172.17.101.22 -|
[ ok || Cance |

Auto-detection of changes to the network adapter

The SIP Soft Phone detects when a selected network adapter for SIP or audio connection is unavailable or disconnects; and then
terminates the connections. When the selected adapters are available again, the SIP Soft Phone establishes the connections again.
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SIP Soft Phone Audio Configuration

Genesys highly recommends that SIP Soft Phone users configure their SIP Soft Phone to Use default communication devices, which
is the default configuration set in the Windows Multimedia Control Panel.

To configure the audio device
1. Right-click the SIP Soft Phone icon in the system tray and the click Options.

Provision...

Qptions

Dial Pad
Help
About

Exit

2. In the Options dialog box, click Audio Configuration.

I'K.

@ Use defaull communication dewices
() Use custom device seftings

Speskoar

Speakars {High Defintion Audio Device) v
Microphions

Microphone (High Definion Audio Device) -

ok [ conce |

3. Click Use default communication devices to use default configuration set in the Windows Multimedia Control Panel.

The administrator needs to instruct users to configure the Windows Multimedia Control Panel to set the default speakers and
microphone to a USB headset device:

a. Right-click the Speakericon m in the notifications area of the Windows taskbar and then click Sounds.
b. Select and configure the headset's speaker on the Playback tab.
c. Select and configure the headset's microphone device on the Recording tab.

Alternatively, users can select Use custom settings on the Audio Configuration page to specify the speakers and microphone
to use.
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Set the User Interface Language for SIP Soft Phone

If you installed CIC Language Packs on the CIC system, SIP Soft Phone users can display the user interface in another language.

To configure the audio device
1. Right-click the SIP Soft Phone icon in the system tray and then click Options.

Provision...
Qptions

Dial Pad

Help
About

Exit

2. In the Options dialog box, click Language.

E (EXCS|
& Language Language:
. Network Adapter English {United States -

| ok || Coneel

3. Inthe Language list box, click the appropriate language for the user interface.
4. Exit and restart the SIP Soft Phone.

SIP Soft Phone Provisioning Wizard

If there is no DHCP server, the system cannot access the DHCP server, or you didn't specify the full computer name in the CSV list
for some or all SIP Soft Phones, provision the SIP soft phone using the SIP Soft Phone Provisioning wizard.

To provision SIP soft phones using the SIP Soft Phone Provisioning wizard

1. Right-click the SIP Soft Phone icon in the system tray and then click Provision. The SIP Soft Phone Provisioning wizard
Welcome page appears.
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2. Click Next. The Get SIP Soft Phone Configuration page appears. Specify how to load the phone configuration file. The
configuration file contains information to provision the SIP Soft Phone.

SIP Soft Phone Provizioning 'Wizand
Gt 5IP Soft Phone: Configuration

Select the method for locatng the corfiguration fie-
FAutomatic Decowveny
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Automatic Discovery: If selected, the DHCP lookup provides the location of the provisioning server for you. If you configured
the network for the SIP Soft Phone (DHCP Option 160), this option is selected by default. An information icon appears next to
this option. Rest the pointer on the icon to display either the reason the option is not available, or the location of the
provisioning server that the DHCP lookup provides.

Configure Settings: If selected, displays the Phone Provisioning Server box to allow you to specify the provisioning server. If
the configuration file is not available or an error occurs during automatic discovery, you can select this option to load
configuration information manually.

Phone Provisioning Server. Name of the phone provisioning server. If you select the Configure Settings option, this box
appears.

3. Do one of the following:
¢ To load the configuration file automatically, do the following:

a. With the Automatic Discovery option selected, click Next.

b. If there are any errors when loading the configuration, an error message appears on the Get SIP Soft Phone Configuration page.
Do one of the following:

o If the configuration loads successfully and you have multiple network adapters, select the appropriate option on the Select
Network Adapters page.
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o If the configuration loads successfully and you do not have multiple network adapters, click Finish to exit the SIP Soft Phone

Provisioning wizard.

¢ To load the configuration file manually, do the following:

Click Configure Settings.

a0 oo

Do one of the following:

In the Phone Provisioning Server box, type the name of the provisioning server (CIC server).
Click Next to load the specified configuration file.

o If the configuration loads successfully and you have multiple network adapters, select the appropriate option on the

Select Network Adapters page.

o If the configuration loads successfully and you do not have multiple network adapters, click Finish to exit the SIP Soft

Phone Provisioning wizard.

o If the configuration file is not available on the server, click Next to complete the auto provisioning portion of the SIP
Soft Phone Provisioning wizard.

4. If the Full Computer Name of the computer running the SIP Soft Phone does not match the Full Computer Name for any of the
Managed IP Phones configured in the Managed IP Phones container in Interaction Administrator, the Use Auto Provisioning

page appears.

E

SIF Soft Phone Provisioning Wizard
Lige Auto Provisoning

woioe prompls o aubo provision your SIF Soft Phone

“Your SIP Soft Phone has not yet been provisioned, Cick the
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This page allows you to provision the SIP Soft Phone using the provisioning IVR. The wizard initiates a call to the CIC server
to do the provisioning. The server then generates the appropriate configuration and triggers the SIP Soft Phone to retrieve

its new configuration.

5. If the Use Auto Provisioning page appears, do the following:

a. Click Provision.
Note:

If the Provision button is not available, see Troubleshooting (SIP Soft Phone). l

b. Following the voice prompts, provide the requested information using the dial pad. For example, the type of provisioning (by
administrator or user), the extension number for the phone, and the PIN number. Administrators need to specify both

administrator and station information.

The CIC server generates the appropriate configuration and triggers the SIP Soft Phone to retrieve its new configuration.
c. After provisioning the SIP Soft Phone, click Next.

The SIP Soft Phone Provision Complete page appears whenever SIP Soft Phone provisioning is complete, depending on the
option used for loading the configuration file and whether provisioning was necessary.

6. Click Finish.

SIP Soft Phone Help

For instructions on using the SIP Soft Phone, see the SIP Soft Phone documentation at
https://help.genesys.com/cic/mergedProjects/wh_ssp/desktop/hid_overview_of_sip_soft_phone.htm.
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Managed IP Phone (SIP Soft Phone) Configuration Options

The managed IP phone options reflect the state of SIP Soft Phone configuration as of CIC 4.0 GA.

Options tab

These configuration options are available from the Managed IP Phones container when editing one or more managed SIP Soft
Phones. This tab allows for configuration of diagnostic captures and emergency information, among other options. For more
|nformat|on about these optlons see the Interactlon Admlnlstrator Help at

General Options | Information |
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SIP Soft Phone and Remote Survivability

Remote survivability is the ability of a remote location to continue to operate in some (typically limited) capacity when the
connection to the main location is down. In this scenario, the CIC server is unreachable, meaning that the CIC client application
cannot function, even though the SIP Soft Phone is still running. The local SIP Proxy server and SIP gateways are available also.

For more information about remote survivability, see Appendix B: How Registrations Work (Proxy Settings).

In a remote survivability scenario
1. SIP Soft phone users can place outbound calls using the SIP Soft Phone dial pad. To access the dial pad, do the following:
a. Right-click the SIP Soft Phone icon in the system tray and then click Dial Pad.
b. Using the dial pad, you can provide phone numbers to dial and have call control over those outbound calls.

| ¥ =
4 3172222222

Connected - 00:00:1

The calls go directly from the SIP Soft Phone to the proxy server, which routes them out the local gateway.

2. SIP Soft Phone users can receive inbound calls, but the SIP Soft Phone cannot alert users about the calls. The SIP Soft Phone
relies on the CIC client for this functionality, and CIC client is not available. Users need to have the SIP Soft Phone Dial Pad
open to check for calls.

Because the SIP Soft Phone does not alert or pop for inbound calls, the SIP Soft Phone is not practical, and therefore, not supported
as a remote survivability solution. Physical devices such as Polycom phones and Interaction SIP Station phones are more practical
in a remote survivability situation.

108



Troubleshooting (SIP Soft Phone)

Troubleshooting addresses a few of the more common problem scenarios encountered with SIP Soft Phones. In these scenarios, it
is useful to obtain a packet capture to see exactly what traffic is passing to and from the SIP Soft Phone, including DNS and SIP
traffic.

SIP Soft Phone cannot obtain configuration from provisioning server
The SIP Soft Phone uses DHCP Option 160, which it queries from the DHCP server to obtain the name of the provisioning server.
There are a few reasons why the SIP Soft Phone cannot obtain the configuration file from provisioning server.

Note:
Obtaining a packet capture from both the client and server may be a necessary troubleshooting step.

To ensure that the SIP Soft Phone can obtain configuration from provisioning server
1. Verify DHCP Option 160 configuration on the DHCP server. (For more information, see Configure DHCP Option Records.)

2. Verify through DNS that the hostname configured in DHCP resolves to the IP address of the correct CIC server. (For more
information, see Configure DHCP Option Records.)

3. Verify that the Windows User account that is running the SIP Soft Phone has full access to the following registry keys:

HKIMSoftwarePoliciesMicrosoftSystemCertificates
HKIMSoftwarePoliciesMicrosoftCryptography

4. Verify that the Windows User account that is running the SIP Soft Phone has full access to the following file path:

$ALLUSERSPROFILES$\Application Data\Microsoft\Crypto\Keys

5. If there is a firewall between the client workstation running the SIP Soft Phone and the CIC servers, verify that the firewall rules
allow communication to the CIC servers on ports 8088 (http) and 8089 (https).

SIP Soft Phone contacts provisioning server but cannot register

If the SIP Soft Phone cannot place calls, it typically indicates that it is not registered and results in the following behavior:
e Placing outbound calls using the CIC client doesn't complete.
e The CIC client cannot pick up incoming calls.

Note:
Obtaining a packet capture from both the client and server is a helpful troubleshooting step.

To ensure that the SIP Soft Phone can register

1. Ensure that the appropriate network adapter and VPN are selected on the Options page. For more information, see SIP Soft
Phone Requirements.

2. Ensure that the audio device is working properly by running the Audio Tuning Wizard in Interaction Desktop. For more
information, see https://help.genesys.com/cic/mergedProjects/wh_icde/desktop/change_station_volume.htm?
rhsearch=audio%20tuning%20wizard&rhsyns=%20.

3. Ensure that the SIP Soft Phone can resolve the name of its proxies correctly (through DNS). (For more information, see
Appendix B: How Registrations Work (Proxy Settings).

Verify that the SIP Soft Phone resolves the applicable DNS record correctly (for example, DNS SRV, server hostname, SIP Proxy
name).

Startup and Provision Sequences (SIP Soft Phone)

The behavior of a SIP Soft Phone upon powering on is helpful while troubleshooting a phone to understand what it is doing during
startup.

Startup sequence
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There are two ways to start the SIP Soft Phone. You can start the SIP Soft Phone by manually running it from the desktop shortcut;
or by attempting to log on to CIC client and then selecting SIP Soft Phone as the station type. (Only a single instance of the SIP Soft
Phone can run at a time.) In either case, the startup sequence is the same.

In the startup sequence, the SIP Soft Phone attempts to:
e Initialize the audio input and output devices based on registry keys:

o  HKEY CURRENT USER\
Software\
Interactive Intelligence\
SIP Soft Phone\
<fullcomputername>\
4.0 Selected Audio Input Device

o  HKEY CURRENT USER\
Software\
Interactive Intelligence\
SIP Soft Phone\
<fullcomputername>\
4.0 Selected Audio Output Device

e Bind to the network adapter based on a registry key:

HKEY CURRENT USER\
Software\
Interactive Intelligence\
SIP Soft Phone\
<fullcomputername>\
4.0 Selected Network Adapters

e Download a configuration file based on a registry key:

HKEY CURRENT USER\
Software\
Interactive Intelligence\
SIP Soft Phone\
<fullcomputername>\
4.0 ConfigUrl

o [f the previous step fails, the SIP Soft Phone attempts to download a configuration file based on a DHCP Option 160.

Provision sequence

o [f the SIP Soft Phone provisioned successfully during a previous startup, it looks in the registry first for a key that specifies the
configuration file.

HKEY CURRENT USER\
Software\
Interactive Intelligence\
SIP Soft Phone\
<fullcomputername>\
ConfigUrl

(for example, https://provision.lab.voip:8088/AgentPC1.lab.local.i3sipcfg)

o [f the configuration file registry key does not exist, the SIP Soft Phone queries the DHCP server for Option 160 to determine
whether a boot server definition exists and then attempts to download the configuration file.

e If that option does not define a boot server, you need to provision the SIP Soft Phone manually using the SIP Soft Phone
Provisioning wizard.

Phone simulator

A quick way to check what configuration passes to a phone is to use PhoneSim.exe, a PureConnect tool that simulates the
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provisioning requests for managed IP phones. For more information, see "Phone simulator" in Boot and Provision Sequences

(Polycom).
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AudioCodes and Genesys Phone Administration

AudioCodes and Genesys Firmware for Supported Phones

The following table lists the AudioCodes and Genesys firmware versions for supported phones.

Firmware for supported phones

Firmware Version | Initially Made Available in... | Phone Model
2.2.16.142.41 2019 R3 AudioCodes
2019 R2 Patch 4 405
2019 R1 Patch 10 405HD
2018 R5 Patch 16 420HD
2018 R4 Patch 22 430HD
2018 R3 Patch 29 440HD
2018 R2 Patch 35 Genesys
405
405HD
420HD
2.2.16.142 2018 R5 Patch 5 AudioCodes
2018 R4 Patch 11 405
2018 R3 Patch 18 405HD
2018 R2 Patch 24 420HD
2018 R1 Patch 31 430HD
2017 R4 Patch 37 440HD
Genesys
405
405HD
420HD
2.2.8.61 2017 R2 420HD
2.2.277.2.3 IC4.0SU6 420HD
2.0.0.18_6 IC4.0SU5 420HD

Managed IP Phone (AudioCodes and Genesys Phones) Configuration Options

AudioCodes and Genesys phones work with the CIC provisioning subsystem and you configure them in Interaction Administrator in
the same way as Polycom phones, Interaction SIP Station | and Il phones, and SIP Soft Phones. You must implement each
AudioCodes or Genesys phone as a managed IP phone.

AudioCodes and Genesys phones are similar to the Interaction SIP Station | and Il phones in their network and Interaction
Administrator configuration. However, they have a headset, LCD display, a dial pad, and more function keys. Interaction SIP Station |
has none of these features; Interaction SIP Station Il has a dialpad and more function keys only.

Options tab
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These configuration options are available from the Managed IP Phones container when editing one or more managed AudioCodes
or Genesys phones. For more |nformat|on about these optlons see the lnteractlon Administrator Help at

M
Enbuard Call Waking Tone (]
SIF RaCerin Port S060
Madia Pork Start Range 000
LAN Port Mode ALK
P Powtt Mode Ak ornstic
E Interface
Rirg) Widurne (0-9) 5
E Emergency Information
[ gl
Location
Caling Farty Wumber
Custiomsr Name

EIIFWMW [k ] come | e |

Advanced options

The Advanced Options are available from the Advanced Options button in the Options tab, if configuring just one phone, or in the
Advanced Options tab if configuring more than one phone. This tab allows configuration of provisioning, syslog, gains, LAN and
VLAN, and audio quality diagnostics. For more information about these options, see the Interaction Administrator Help at
https://help.genesys.com/cic/mergedProjects/wh_ia/desktop/interaction_administrator_help.htm.
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Other Managed IP Phone (AudioCodes and Genesys Phone) Features

For more information about the AudioCodes Phone Series, see the AudioCodes website at https://www.audiocodes.com/solutions-
products/products/ip-phones.

Boot and Provision Sequences (AudioCodes and Genesys Phones)

The behavior of AudioCodes and Genesys phones when powering on is helpful while troubleshooting a phone to understand what it
is doing during startup. Unlike a Polycom phone, AudioCodes and Genesys phones do not have separate boot and provision
sequences. The units power on and then go directly into the provisioning sequence.

Firmware boot/provisioning sequence

Following is the firmware boot and provisioning sequence for AudioCodes and Genesys phones:
e Phone powers on and does CDP and/or LLDP discovery, depending upon configuratio
o Gets port-mode configuration
o Gets VLAN information (if any)
e Phone runs through DHCP discovery
o DHCP must return:
= |P Address
= Option 1 - Subnet Mask
m Option 15- DNS server
o DHCP should return:
= Option 3 - Router to contact devices outside of subnet
= Option 66 - TFTP Server Address
= Option 67 - Bootfile Name (usually 420HD.img)
Option 160 - Provision server address (usually the CIC server or a provisioning proxy)
o DHCP may return:
= Option 4/42 - Network time servers
= Option 2 - Time offset
e Phone queries DNS for the provision server found in Option 160
o If not found, the phone boots with its old configuration
e Phone sends HTTP GET request for the Bootfile to the Provision Serve
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o It pulls a portion of the file and checks whether it matches its current firmware
o If it doesn't match, the phone GETS the complete file, flashes the firmware to its memory, and then reboots
e Phone sends HTTP GET request for other config files listed with the CUSTOM: : config files attribute specified
e Phone sends HTTP GET request for <MAC>. cfg to the Provision Serve
e Phone attempts to register with its configured SIP prox
o [f the configuration file changed, the phone reboot

Custom configuration files

The provisioning server supports the ability to add a custom attribute to AudioCodes and Genesys phones named config files
(case-insensitive), which must contain a comma-separated list of files. If the file exists inthe \i3\ic\provision\AudioCodes
directory on the CIC server, provisioning includes the files in the config files list for AudioCodes phones. If the file exists in the
\i3\ic\provision\Genesys directory on the CIC server, provisioning includes the files in the config files list for Genesys
phones.

The system requests these files after provisioning generates the config files and allows administrators to set custom config file
attributes that provisioning doesn't handle.

Following is the format of the custom configuration files.
The Configuration file is a * . c£g file with the file name specified in the list under the config files custom attribute.

Ensure that the configuration file adheres to the following guidelines:
e No spaces on either side of the equals (=) sign.
e Each parameter is on a new line.
e Each parameter has the following syntax: <parameter name>= <value>

Following is an example of part of a configuration file:

voip/line/0/enabled=1
voip/line/0/id=1234
voip/line/0/description=310HD
voip/line/0/auth name=1234
voip/line/0/auth password=4321

Phone simulator

A quick way to check what configuration passes to a phone is to use PhoneSim.exe, a PureConnect tool that simulates the
provisioning requests for managed IP phones. For more information, see "Phone simulator” in Boot and Provision Sequences

(Polycom).
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Appendixes

Appendix A: Non-standard Provisioning Scenarios

This appendix describes several non-standard provisioning scenarios when there is no DHCP server or the system cannot access
the DHCP server.

Remote phones

If you deploy a managed IP phone at a remote site, it is possible to avoid excess WAN traffic associated to provision phones.The
Interaction SIP Proxy offers a Provision Proxy feature when using CIC to manage it.Phones can send their HTTP provisioning
requests to the SIP Proxy, instead of over the WAN to the CIC server.

When an HTTP request comes in from a phone, the SIP Proxy forwards the HTTP requests to the CIC server and then caches
whatever the Provision Server returns.The next time a request comes in for the same file, the SIP Proxy checks with the Provision
Server to see whether the file changed, and then returns the file to the phone.

You enable the Provision Proxy feature from the System -> CIC Integration tab in the SIP Proxy web interface.

Configure a Polycom phone's boot server manually

On a Polycom phone, follow these steps to point the phone to the CIC (boot) server. As needed, use the buttons and arrow keys
next to the choices displayed on the phone's LCD screen.
Note:

Steps for some phones differ slightly from those described here, and steps often differ depending on whether a phone is just
starting or running already. If these steps don't match your phone, see the Polycom documentation for instructions about how
to configure your phone.

To configure a Polycom phone's boot server
1. Onthe phone's Network Configuration screen, do the following:
a. Press the Menu button, press 3 for Settings, and then press 2 for Advanced.
b. Key in the password (the default is 456) and then press the Enter button.
c. Press 1 for Admin Settings and then press 1 for Network Configuration.
2. On the screen where you specify the CIC server's address, do the following:
a. Choose DHCP Menu and then press Select.
Choose Boot Server and then press Edit.
Use the arrow keys to select Static.
Press OK and then press Exit to go up a level.
Use the arrow keys to select ServerMenu and then press Select.
Select ServerType:, use the arrow to select HTTP, and then press OX.
Select ServerAddr: and then press Edit.

Q@ -0 a0 T
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3. Specify the CIC server's URL and the provisioning port number:

a. If needed, press the phone's Alphanumeric toggle button (see previous image) to toggle from letters to numbers. Some
phones differ slightly from the one shown here.

b. Provide the CIC server's computer name or IP address, then a colon, and then port number 8088.
An example is 10.20.0.157:8088. For IP300/IP500 models, specify the full URL.

Note: Specify letters by pressing the corresponding number key multiple times:

= For a period (.), press the * key once.

= Foracolon (:), press the # key twice.

= For aslash (/), press the # key three times.

= [f these instructions do not work on your phone, see the Polycom documentation for your phone.

4. Press OK, Exit, and then Save to reboot the phone and connect with the designated server.

Configure an Interaction SIP Station through the web interface

The Interaction SIP Station has a web interface to allow configuration in the instance of inability to connect to the DNS or a
provisioning server. Do not use the web interface with CIC Managed IP Phones.

Firmware Version | Web Interface Address

1.2.2 http://<ISS_ip_addr>:80

The default user name for the interface is admin and the default password is 1234. The web interface allows for configuration of
network parameters; speed dial; and diagnostic tools, and allows for manual updating of the phone’s configuration.
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Appendix B: How Registrations Work (Proxy Settings)

This appendix describes how registration groups function.

Registrations overview

When you configure a phone to use a particular registration group, all station appearances on that phone use the same SIP
registration settings, according to the contents and ordering of the registration group. Each "registration" serves as a mapping to a
hostname (or IP address), a port, and a protocol for use when the phone registers. Configuring more than one registrationin a
registration group serves to provide SIP redundancy according to two paradigms: failover and fallback.

Registration types

Each registration group consists of an ordered list of one or more registrations of the following types:

e Line: The most basic registration type, the Line allows for selection of a line that you defined for the particular CIC server. All
the transport settings derive from the configuration of the selected line. If there is a Line within the registration group, ensure
that the Line is the first entry. You can only have one Line per registration group.
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e Manual: Manual registrations allow for administrator-specified registrations. You must specify the address, port, and transport
protocol. The address is either a hostname, FQDN, or IP address. It can point to anything, but use caution. Customers used
manual registrations for secondary SIP proxies, primarily, but with the ability to use a Managed Proxy, the use of manual
registrations declined.

e Managed Proxy: The Managed Proxy feature of the Interaction SIP Proxy allows phones in a remote location to register with the
SIP proxy while maintaining some functionality of, and communication with, the CIC server. You must specify the transport
protocol, but the system derives the contact address and port from the configuration of the associated Managed Proxy. To
function properly, ensure that the managed phone and its Managed Proxy are in the same CIC location. Customers use
Managed Proxies for remote survivability situations. For more information, see Remote survivability (fallback).

o DNS SRV: The DNS SRV records are a way for the phone to track multiple registration addresses without CIC needing to do it
also. It's common for customers to use this registration type in Switchover settings. For more information, see Switchover
(failover).

Switchover (failover)

Switchover operates according to the failover paradigm: the primary registration is actually a pair of CIC servers (a Switchover pair)
in which both servers have the same capabilities. When an agent places a call, the phone attempts to contact the last known
functional server. If the active server fails, the other server in the pair comes up. When an agent places another call, the phone
attempts to contact the "down" server first, and then contacts the "up" server when the previous attempt fails. For each subsequent
call, the phone remembers which server was functional last and routes its call attempts accordingly.

For Polycom phones and for SIP Soft Phones, you configure this option through a DNS SRV registration in the registration group.
Since the DNS SRV record can point to more than one registration address, the phones can track both members of the Switchover
pair without CIC needing to notify them of a Switchover event.

Remote survivability (fallback)

Remote survivability is the ability of a phone to maintain a SIP registration when a connection to the main CIC server severs.
Remote survivability operates according to the fallback paradigm: there is a single main registration and one or more limited-
functionality registrations. The system treats any other registration entries in a registration group as such and assumes them to
have less than the full CIC functionality.

When connection to the main CIC server severs, the phones try each of the fallback registrations successively whenever an agent
places an outbound call.

Following is a common scenario for remote survivability:

Your implementation has a distributed architecture where remote offices only have phones; proxy servers; and SIP gateways, and
connect to the CIC servers at a central location through MPLS/WAN connections. If the WAN fails, the phone attempts to contact
the CIC server first. If that fails, the phone calls through the Proxy, which routes the call out the local SIP gateway.

External registrations (proxy settings)

For Polycom phones only, external registrations allow a specific line/station appearance on a phone to register differently than all
the other lines on that phone. For example, external registrations are useful in a large company where CIC deploys for a certain
sector like customer support, and some other SIP call system deploys elsewhere. If an employee needs to call into the other SIP
call system directly, you can add an external registration to that user's phone.

There are two parts to setting up external registrations:
e Set up the external registration group
e Add the external registration to the phone

Set up the external registration group

To designate a registration group as external, select a registration group type of External rather than Regular when creating the
registration group. The registration group itself is then much like a regular registration group, with the exception that the only
registration types allowed are Manual and DNS SRV. As before, there is no limit on the number of entries the group, but more than
three is impractical.

Once created, you can only use the external registration group for external registrations. It is not available for selection as the main
Registration Group of a managed IP phone.

Add the external registration to the phone
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After creating an external registration group, you can add external registrations to Polycom managed IP phones in a similar manner
to adding a shared station appearance. Configure the station with whatever Identification Address and credentials that the SIP
server in the corresponding external registration group expects.
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Change Log

The following table list the changes to the CIC Managed IP Phones Administrator's Guide since its initial publication.

Date

Changes

01-June-2012

e In Chapter 3: "Create individual managed IP phones for test purposes":
o Updated "Registration group configuration" for default protocol changed from TCP to UDP in IC 4.0
SuU1.
o Updated "Polycom and SIP Soft Phone registration group configuration" to add screenshot to
"Switchover settings".
e Updated Chapter 6: "Additional Configuration (Polycom)" to add "SpectraLink Wi-Fi phone
considerations” subsection to "Polycom firmware and model limitations".

e Updated Chapter 7: "Troubleshooting (Polycom)" under "Polycom phone cannot locate boot server’,
added note about SpectraLink phones.

11-January-2013

In Chapter 14: "Setup and Configuration (SIP Soft Phone)," revised "Audio device requirement" statement.

24-January-2013

e In Chapter 1: "Introduction to IC Managed IP Phones," updated "About this guide" to refer to the IC
Migration Guide for the procedures for migrating IC 3.0 managed IP phones to IC 4.0 managed IP
phones.

e In Chapter 3: "Create individual managed IP phones for test purposes"”, updated the screenshots in
"Create individual managed IP phones for test purposes” procedure to include the selectable firmware
version option on the Managed IP Phone Configuration — General tab, added in IC 4.0 SU 3.

e In Chapter 6: "Additional Configuration (Polycom)", renamed the subsection on Polycom firmware to
"Polycom firmware and phones (IC 4.0 SU 3 and later)" and updated it for the selectable firmware version
feature and other firmware changes in IC 4.0 SU 3.

25-July-2013

In Chapter 3: "Create individual managed IP phones for test purposes”, added note in the "Default registration
group" subsection that a registration group cannot have more than one SIP line or DNS SRV registration.

30-October-2013

e In Chapter 6: "Additional Configuration (Polycom)", updated the "Polycom firmware for supported and
EOL phones" section for firmware supported in IC 4.0 SU 3 and later.

e In Chapter 2: "Configure the network for managed IP phones", in "Required DHCP option provisioning
records"”, updated Option 132 for Interaction SIP Station.

e Updated the following sections for Interaction SIP Station support for DNS SRV in IC 4.0 SU 4 and later:
o Chapter 2: "Configure the network for managed IP phones", sections "IP phone network configuration
task list" and "Create DNS service location (SRV) records for Switchover".
o Chapter 3: "Create individual managed IP phones for test purposes”, section "Interaction SIP Station
registration group configuration”.

o Appendix B: How registrations work (proxy settings).

13-January-2014 In Chapter 6: "Additional Configuration (Polycom)", added entry Polycom firmware for VVX600 phones in
"Polycom firmware and phones (IC 4.0 SU 3 and later)", to be available in IC 4. SU 5 and pre-release support
available in IC 4.0 SU 3and IC 4.0 SU 4.
27-January-2014 e In Chapter 6: "Additional Configuration (Polycom)":
o Modified table in "Polycom firmware and phones (IC 4.0 SU 3 and later)" to show official support in
IC 4.0 SU 5 for VVX300, 310, 400, 410, and 600 phones.
o Added new section "Interaction Firmware" for IC 4.0 SU 5 and later.
e In Chapter 11: "Additional Configuration (Interaction SIP Station)", added new section "Interaction
Firmware" for IC 4.0 SU 5 and later.
e Updated guide for support for AudioCodes 420HD IP phone in IC 4.0 SU 5 and later. Created new
"AudioCodes Administration" section.
16-May-2014 In Chapter 6: "Additional Configuration (Polycom)", modified table in "Polycom firmware and phones (IC 4.0

SU 6 and later)":
e To show official support in IC 4.0 SU 6 for Polycom firmware 4.1.6h
e Add"IC Release" column showing what SUs and ESs a firmware version is supported in.
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15-September-2014

Updated documentation to reflect changes required in the transition from version 4.0 SU# to CIC 2015 R1,
such as updates to product version numbers, system requirements, installation procedures, references to
the Product Information site URLs, and copyright and trademark information.

05-December-2014

e Made updates throughout the entire document for Interaction SIP Station Il and associated firmware,
available in CIC 2015 R2 and later.

e In Chapter 2: "Configure the network for managed IP phones," made the following updates:
o Added new section "Configure DHCP records for multiple phone models."

o In"Configure the TFTP server," removed section on manually copying the firmware file to the TFTP
server for a Switchover pair, as this has been fixed for CIC 2015 R2 and later.

17-June-2015 In Chapter 6: "Additional Configuration (Polycom)," updated "Polycom firmware and phones (CIC 4.0 SU 6,
CIC 2015 R4 and later)" for new Polycom SoundPoint IP and VVX firmware in CIC 2015 R4.

01-July-2015 In Chapter 14: "Setup and configuration (SIP Soft Phone)," updated "SIP Soft Phone requirements" to include
support for 32-bit as well as 64-bit for Windows 8 and Windows 8.1.

15-September-2015 | * Updated documgnt t_o reflect transition to Interaction Desktop in CIC 2015 R3 and removal of Interaction

Client .NET Edition in CIC 2016 R1.
e Updated document for rebranding in CIC 2016 R1.
15-October-2015 In Chapter 2: "Configure the network for managed IP phones," in the "Required DHCP option provisioning

records" table, updated Option 067 to provide more information and refer to the "Configure DHCP records for
multiple phone recovery" section.

15-February-2016

e In Chapter 6: "Additional Configuration (Polycom)," updated "Polycom firmware for currently supported
phones table" to remove older, obsolete firmware versions.

e Updated the copyright page.

10-April-2016

e In Chapter 6: "Additional Configuration (Polycom)," updated "Polycom firmware for currently supported
phones table" for support for VVX 100 and 200 phones in CIC 2016 R4 and later.

e Updated the following chapters for TLS/SRTP support for Interaction SIP Station and AudioCodes in CIC
2016 R4 and later:

o Chapter 1: "Introduction to IC Managed IP Phones", updated "Managed IP phones and SIP security."
o Chapter 3: "Create individual managed IP phones for test purposes", updated the following sections:
m "Create individual managed IP phones for test purposes" — Audio Protocol field
= "Registration group configuration”

e In Chapter 14: "Setup and configuration (SIP Soft Phone)," updated "SIP Soft Phone requirements" to
include support for Windows 10 in CIC 2016 R2 and later.

21-June-2016

In Chapter 6: "Additional Configuration (Polycom)," updated "Polycom firmware for currently supported
phones table" to update firmware versions.

02-August-2016

In Chapter 6: "Additional Configuration (Polycom)," updated "Polycom firmware for currently supported
phones table" to include new VVX models 301, 311, 401, 411, 501, 601.

26-September-2016 | In Chapter 6: "Additional Configuration (Polycom)," updated "Polycom firmware for currently supported
phones table" to update firmware versions.
26-October-2016 In Chapter 6: "Additional Configuration (Polycom)," updated "Polycom firmware for currently supported

phones table" to update firmware versions to remove 5.4.0a and replace 5.4.3.1014 with 5.4.3.2036 and
replace 4.0.8.1972.H with 4.0.8.2058.1.

07-March-2017

e Added note to "Polycom boot Sequence" topic to mention advanced options for boot sequence.

e Added note to "Limitations" section to indicate that starting with CIC 2016 R1, firmware updates with a
version of 2.2.2.77 or higher for Interaction SIP Station | & Il remove the constraint of registering the
phone with a single server.

28-April-2017 In Chapter 6: "Additional Configuration (Polycom)," updated "Polycom firmware for currently supported
phones table" to include firmware 5.4.5G.
19-September-2017 | Rebranded to Genesys.

20-March-2018

Updated document format and removed chapter numbers.
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31-May-2018 Added support for Polycom phone models Trio8500 and Trio8800 in Polycom Firmware for Supported and
EOL Phones.
06-September-2018 | Added a link to the "CIC Utilities and Downloads" page on the Product Information site for "Phone Simulator”

in Boot and Provision Sequences (Polycom).

21-September-2018

Added support for Polycom phone model VVX D60 and Polycom 5.8. Firmware in Polycom Firmware for
Supported and EOL Phones.

08-January-2019

Added support for AudioCodes 405; 405HD; 420HD; 430HD; and 440HD, and Genesys 405, 405HD, and
420HD.

05-March-2019

Added support for the following Polycom phone models in Polycom Firmware for Supported and EOL

Phones:

e VVX 150
e VVX250
e VVX350
e VVX 450

29-March-2019

Added link to the SIP Soft Phone help in SIP Soft Phone Help.

29-April-2019 Reorganized the content only, which included combining some topics and deleting others that just had an
introductory sentence such as, "In this section...".
07-May-2019 Removed "New CIC Distribution Model" as the model is no longer new.

11-June-2019

Upgraded Firmware to 2.2.16.142.41 for the following phones in AudioCodes and Genesys Firmware for
Supported Phones:

e AudioCodes and Genesys 405
AudioCodes and Genesys 405HD
AudioCodes and Genesys 420HD
AudioCodes 430HD

AudioCodes 440HD
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