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What's New for CX Insights administrators?

For more information about the changes and enhancements in CX Insights for administrators, see the following:

2022 R3
e Upgraded CX Insights for RHEL 8.
e Upgraded all the third-party libraries and required commands.

2021 R3
e Added Document for Custom status in CX Insights.
e Added Document Install MicroStrategy Developer with New License.
e DataSource Configuration.

2020 R4

PureConnect 2020 R4 introduced the following changes and enhancements in CX Insights for administrators.

Red Hat Enterprise Linux (RHEL) support

CX Insights now supports RHEL versions 8.3, 8.4 and 8.5.

Automated Switchover

The CX Insights server now supports automatic switchover to the IC secondary server when the IC primary server fails.
Reverse proxy server using nginx

We have provided steps to configure nginx as a reverse proxy server.

For more information about configuring nginx as a reverse proxy server, see Configure reverse proxy using nginx.




CX Insights overview

CX Insights is a web-based application that allows you to display interactive dashboards to view and analyze real-time agent status
and workgroup activity. Agent dashboard visualizations help you monitor agent status and agent interaction details in real time.
Workgroup dashboard visualizations give supervisors a quick view of available agents and their current states. Each agent or
supervisor requires an assigned Analytics Core User license to log in, and an access permission to use the dashboards. In addition,
you can configure a user with an Analytics Designer license who can create and modify the dashboards for agents and supervisors.
CXlnsights is built on the MicroStrategy Business Intelligence (Bl) platform that runs best in a Linux environment. It is deployed as
Kubernetes through an Ansible playbook. The current support is only for SQL and not Oracle database. CX Insights can be accessed
from Google Chrome, Mozilla Firefox, Internet Explorer, and Safari.




CX Insights architecture

CX Insights deployment model
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CX Insights server

The CX Insights server is a Linux server that uses Kubernetes to run the containerized version of the MicroStrategy Bl platform, and
integration containers used for interfacing with PureConnect. The primary driver of the following resource requirements is the
MicroStrategy Bl platform. It uses in-memory cubes to model incoming real-time statistics for use by visualizations in dashboards.




CX Insights prerequisites

CX Insights requirements

You need Internet Connectivity while installing CX Insights, to download required packages and modules for Ansible and

Kubernetes.

After Installation is complete, Internet connectivity is not required.

Hardware

You can find the Genesys recommended hardware specifications in the following table. The sizing is arrived based on the number of

active PureConnect users. Larger deployments may require more CPU and RAM to retain performance for the increased incoming
traffic from the PureConnect Server.

Component Large-size Customers Mid-size Customers Small-size Customers
Interaction Between 1500 to 7500 Between 1500 to 300 Less than 300
Center Agents
CXlnsights Above 400 50-400 Less than 50
Users
Platform Virtual Machine or Physical Server (| Virtual Machine or Physical Server (| Virtual Machine or Physical Server (
Tested on Hyper-V) Tested on Hyper-V) Tested on Hyper-V)
CPU e 12 cores e 8cores e 8cores
RAM 40 GB (minimum) 32 GB (minimum) 20 GB (minimum)
Primary 500 GB (recommended) 200 GB 120 GB (recommended) 75 GB 75 GB (recommended) 50 GB
Partition (minimum) (minimum) (minimum)
Secondary 750 GB (recommended) 400 GB 200 GB (recommended) 100 GB 100 GB (recommended) 50 GB
Partition (minimum) (minimum) (minimum)
Software
Important!

During installation of RHEL, you must include Virtualization Host to minimize the amount of extra configuration required to get
Kubernetes running.

If Docker is already installed, ensure that you uninstall it.

Component

Requirement

Operating system

RHEL version 8.3, 8.4 and 8.5

RHEL Linux.

The host supports RHEL versions mentioned above. However, the base image in the container still contains

Software
components

Virtualization Host:
e HyperV

Related Topics:
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CX Insights licensing

CX Insights requires an Analytics access license for users, and an Analytics feature license.

Analytics access licenses

To verify if you have the Access licenses, go to the License Management form in Interaction Administrator and under the
Licenses tab, verify the availability of following licenses.

License Description

I3_ACCESS_ANALYTICS_CORE Basic dashboard license to view dashboards.

I3_LACCESS_ANALYTICS_DESIGNER | This license allows a user to create and modify dashboards.

License Management 7 X
Licenses  Faatures
Tite Assignable Alowed  Assignable Configured Concurrent Alowed Concurrent Configured  Concurrent In Use La)
I3_ACCESS_ACD_MEDIA_1 20000 Q 20000 ] 0
13_ACCESS_ACD_MEDIA_2 20000 0 20000 0 ']
[3_ACCESS_ACD_MEDIA_3_PLUS 20000 L] 20000 ] 0
I3_ACCESS_ACD_SOCIAL_MEDIA 20000 2 20000 0 0

L3 ACCESS ACD WHATSAPP 20000 L] 20000 0 0
13_ACCESS_AMALYTICS_CORE 20000 & 20000 0 ']
[3_ACCESS_AMALYTICS_DESIGMER 20000 1 20000 0 ]

" 20000 L] 20000 ] 0
13_ACCESS_APPLICATION_PORT_ADDOMN 100 0 100 0 0
I3_ACCESS_CLIENT 20000 L] 20000 L] 0 v

Trial Dates: 2020-04-26 - 2021-04-26
| losdlcense | | View Host 1D  Close |

The License Management dialog displays the number of available licenses.

Analytics feature license

To verify if you have the Analytics feature license, go to the License Management form in Interaction Administrator and under the
Features tab, verify the availability of the I3_LFEATURE_ANALYTICS license.

Hame -
[3_FEATURE_2_3_1_FP1

[I_FEATURE _2_4 FPOLIENT

13_FEATURE_AD_HOC

[3_FEATURE ADWANCED CAMPAIGH MANAGEMENT

[3_FEATURE _ADWAMNCED _SECURITY

[3_PEATURE_AL TERMATE_PIAMWARE_DISTRIBUTION

T TS =
13_FEATURE _AMAL YZER:

[3_FEATURE_AMALYJIER LANGUAGE CA

[I_FEATURE _AMALYZER L ANGUAGE_DE .

Trinl Dates: 2018-02-23 - 2018-08-23

| Losdicerse | | wewremm |

If a license is not present or you do not have enough licenses, contact your sales representative. Also, see Allocate Analytics
licenses.




CX Insights Containers Upgrade

Upgrade containers

You can upgrade the CX Insights containers whenever there is a new Analytics release with new features and critical updates.
Refer to the guidance in the release notes if CIC upgrade is also required for upgrading GCXI containers.

NOTE: If your doing fresh installation of CX Insights sees:
https://help.genesys.com/pureconnect/mergedProjects/wh_tr/mergedProjects/wh_tr_cx_insights_icg/desktop/cx_insights_server_installation.htm

To upgrade containers,

Steps to follow Upgrade Procedure:
1. Download latest CX Insights Docker containers from the following website:
a. https://help.genesys.com/utilities-and-downloads.html.
2. Copy the latest CX Insights download file from local to Linux machine home folder.
3. Take a backup of cxinsights-playbook-k3s folder (Path: /home/cxinsights/cxinsights-playbook-k3s)
4. To extract the CX Insights artifact, Go to /home location and untar the downloaded artifact
Command : tar -zxvf ‘downloaded file name’
Copy the cxinsights-playbook-k3s folder from extracted folder and replace the original cxinsights-playbook-k3s folder in Path: /home/cxinsights/
Copy group_vars/all.yml from the backup cxinsights-playbook-k3s folder and replace it in the following path : /home/cxinsights/cxinsights-playbook-k3s/group_vars/all.yml
Copy inventory.yml , values.yml from the backup cxinsights-playbook-k3s folder and replace it in the following path : /home/cxinsights/cxinsights-playbook-k3s/

Replace the downloaded cxinsights.tgz file with latest one in the same path: /home/cxinsights/cxinsights-playbook-k3s

e I A

If you have backup path configured and Custom Dashboards are available, Check the backup directory configured in /home/cxinsights/cxinsights- playbook-k3s/group_vars/all.yml and change
is_restore: true ## true only when restore is required, false otherwise

10. We have values.yaml file in each chart /home/cxinsights/cxinsights-playbook-k3s/pcon-mstr/charts,
a update proper tag name for containers that need upgrade.

11. Please check the documentation, if there are any new variables added, make sure all the files are up to date.

12. Make sure helm_version is '3.9.0' in /home/cxinsights/cxinsights-playbook-k3s/group_vars/all.yml

13. Run the following command as CX Insights user in the path /home/cxinsights/cxinsights-playbook-k3s/

sudo ansible-playbook --vault-id cxinsights@prompt -i inventory.yml site_upgrade.yml -K

Roll back containers

To roll back containers, get the list of versions installed by running the following command.

helm history pcn-cxinsights-helmcharts -namespace pcn-cxinsights-system

Sample output shown in the following screenshot

Replace the version number that needs to be rolled back in roles/helm-chart-rollback/vars/main.yml file and run the following command:

sudo ansible-playbook --vault-id cxinsight

s@prompt -i inventory.yml site_rollback.yml -K

Deleting deployment

Use the following command to delete the entire deployment such as pods, services, ingress endpoints, and persistent volumes.
sudo ansible-playbook --vault-id cxinsights@prompt -i inventory.yml site delete.yml -K

Running the above command is equivalent to helm delete command.

Related Topics:

Install CX Insights server



https://help.genesys.com/pureconnect/mergedProjects/wh_tr/mergedProjects/wh_tr_cx_insights_icg/desktop/cx_insights_server_installation.htm

CX Insights server installation

The CX Insights server hosts the MicroStrategy Bl platform, which is the back-end for providing real-time analytics and dashboards in the CX Insights web application.

The following server setup and configuration instructions require a knowledgeable Linux administrator and familiarity with Red Hat Enterprise Linux (RHEL),
Kubernetes, and Ansible.

Prerequisite

e CIC version must be 2021 R3 or later version.

o If you are configuring the backup directory, then you must have the following:
o A share path (for example, NFS share) of the remote computer where you are configuring the backup.
o User installing the CX Insights server must have write access to the share path on the remote computer.
o Communication between IC Server and CX Insights server is primary and essential for CX Insights application functionality.

o You need to get your MicroStrategy license (2021) before starting the CX Insights Installation. Please check this link for more details
https://help.genesys.com/pureconnect/mergedprojects/wh_tr/mergedprojects/wh_tr_cx_insights_icg/desktop/microstrategy_server_license_update_process.htm

Install CX Insights server

1. Install RHEL version 8.3, 8.4 or 8.5 on either a physical or virtual server that meets the minimum requirements for the production environment. For more
information about minimum requirements, see CX Insights server requirements.
2. Download CX Insights Docker containers from the following website:

https://help.genesys.com/utilities-and-downloads.html
3. Extract the CX Insights artifacts archive that contains ansible_install, and cx-insights.tgz.

. Run the shell script ansible_install.sh to install the dependencies like Python, Ansible packages using the root user account. It also creates the CX Insights user
account to perform all the Ansible roles and tasks.

Notes:

If the RHEL already has pip installed, then ensure that pip is of version 21.3.1, which is compatible with Python 3.9.0 else all the installation will fail.

By using the command which ansible, verify if Ansible is installed. If it is installed, you can see the Ansible version 2.9.27 and can also verify by running
ansible -version command. Otherwise, rerun the ansible_install shell script.

e By using the command cut -d: -f1 /etc/paswd and logging into CX Insights account, verify if CX Insights account is created.
o su cxinsights

5. Prerequisite for running Ansible-playbook

e Extract the cxinsights-playbook-k3s.zip file to the CX Insights user home directory. After extraction, move the kube_archive_clean.py file to the
/home/cxinsights directory.

e Generate Ansible vault for CX Insights user password. Ansible modules require this value to install k3s, helm, and tiller.

o Ansible-vault encrypt_string '‘passwd' --name 'helm_linux_host_passwd' --vault-id cxinsights@prompt, replace passwd with CX Insights user
account password. It asks for the password for vault usage, enter the password and make a note of it, so that the user can enter the same password while

running ansible-playbook command

Ansible-vault encrypt_string '‘passwd' --name ‘tiller_linux_host_passwd' --vault-id cxinsights@prompt, generate the password again only if you

are planning to keep controller and CX Insights server separately, else add the above generated vault value in both helm_linux_host_passwd and

till_linux_host_passwd in the group_vars/all.yml file as shown below

10


https://help.genesys.com/pureconnect/mergedprojects/wh_tr/mergedprojects/wh_tr_cx_insights_icg/desktop/microstrategy_server_license_update_process.htm
https://help.genesys.com/utilities-and-downloads.html

Bl cxinsights@qf-cx-docker: ~/pec-cxinsights-playbook

e Configure a backup directory and a cron job expression using the following parameters in the group_vars/all.yml file to backup CX Insights data.
o backup_dir - specify the backup directory path. Configuring backup_dir is mandatory. For backup purposes, create the backup directory as a share path on
a remote computer and mount the same on the local computer where you installed the CX Insights server. Example, /mnt/nfs/share/gcxibackup

o cron_schedule - specify the cron expression that defines the backup frequency in which the backup activity runs. Configuring cron_schedule is optional. If
you do not define any expression, the backup activity runs at the default time every day, that is at 12.00 am. An example cron expression to run the backup
activity every day at 7.00 am and 12.00 pm looks like: "0 7,12 * **". Note that Cron job is added for the root user only.

You can also restore the backed-up data at a future date when there is a system failure. For more information about restore, see Backup and restore
configuration topic.

e Specify the Genesys CX Insights (gcxi) properties in the values.yml file by referring to the following table:

11



Property name

Description

cicServerName

The IP address of the primary CIC server.

cicBackUpServerName

The IP address of the secondary CIC server.

langs (optional)

The localization language required for your organization. Configuring langs is optional.

The US English (en_US) is mandatory. You can also specify other supported languages of your choice along with en_US. Currently, the
supported language pack values are: en-US,fr-FR,de-DE,ja-JP,pt-BR,es-ES,zh-CN,nl-NL,pl-PL

For more information about the language pack configuration, see the sample configuration given below this table.

certiICSAML

Specify the certificate details required for SAML authentication. Copy the contents of the certificate details from the
ICSecureTokenServerCertificate.cer file in the CIC Server IC-Token Service
folder (I3\IC\Certificates\ICSecureTokenServer\Default\ICSecureTokenServerCertificate.cer) and paste it here.

mstrLicense

Specify the Microstrategy License key.

proxyEndpoint

Specify the Fully Qualified Domain Name (FQDN) of a proxy server if the CX Insights server is accessed through a proxy server. If a proxy
server is not configured in your environment, then you must specify the FQDN of the CX Insights server.

secret

Secret used for web socket authentication between the Analytics bridge and the microservices (mstrdataadapterserver and
mstrtconnector). Ensure that the secret given here and the secret given in Interaction Administrator > System Configuration >
Analytics > Configuration are same.

Global variables

tz

Specify the time zone of the region where gcxi server is installed.

hosts

The Linux host name of the CX Insights server. Note that the host name you specify here must be an FQDN.

maxPoolSize
(optional)

The maximum number of concurrent web sessions allowed. This is an optional parameter and the default value is 200.

tls (ingress)

If you do not want to enable TLS secured communication for ingress, keep the square brackets as given in the values.yml file, that is, [].

If you want to enable TLS secured communication for ingress, remove the square brackets and specify the host name (ingress endpoint)
and its secret.

Note: If you enable TLS, you must install an SSL certificate by following the Install SSL certificate on CIC server procedure.

secret name (ingress)

Specify the Kubernetes cluster secret. We recommend that you keep the secret name value as given in the values.yml file, that is, pcn-
cxinsights-tls

hosts (ingress)

Specify the FQDN of ingress host. Typically, this is the FQDN of the CX Insights server that you configure in the hosts setting.

tls
(prometheuslingress)
L]

If you do not want to enable TLS secured communication for Prometheus ingress, keep the square brackets as given in the values.yml file,
that is, [].

If you want to enable TLS secured communication for Prometheus ingress, remove the square brackets and specify the host name
(Prometheus ingress endpoint) and its secret.

Note: If you enable TLS, you must install an SSL certificate by following the Install SSL certificate on CIC server procedure.

secret name
(prometheuslingress)

Specify the Kubernetes cluster secret. We recommend that you keep the secret name value as given in the values.yml file, that is, pcn-
cxinsights-tls

hosts
(prometheuslIngress)

Specify the FQDN of Prometheus ingress host. Typically, this is the FQDN of the CX Insights server that you configure in the hosts setting.

Sample values.yml file configuration:

gcxi:
gcxipr

proxyk

secret
global

operties:
cicServerName: IP address of primary IC server
cicBackUpServerName: IP address of secondary IC server

langs: en-US, fr-FR,de-DE, ja-JP, pt-BR, es-ES, zh-CN, nl-NL, p1-PL
maxPoolSize: 250
certICSAML:

MIIDOTCCAomgAwIBAgIFQWCBgwkwDQYJKoZIhveNAQEFBOAWRZEQMA4GALUECgwH
U2VydmVyczEVMBMGA1UECWwMU2VydmVyIEdyb3VwMRwwGgYDVQQDDBNPbH1tcGlh
LmR1djIwMDAUY29tMB4XDTIwMDMwNzIXNDQOM1oXDTQwMDMwODIXNDQOM1owRzEQ
MA4GA1UECgwHU2VydmVyczEVMBMGA1UECwWwMU2VydmVyIEdyb3VwMRwwGgYDVQQD
DBNPbH1tcGlhLmR1djIwMDAUY29tMIIBIjANBgkghkiGOwOBAQEFAAOCAQS8AMIIB
CgKCAQEAsIWJI+2CqWRVQZs2SHc3kf/Ta+f0xW44SDgHXEMHKIgHx0rXwmuGbgTTt
mstrLicense: mstr license key
ndpoint:
- pcn-rhel7-rh8.testCXI.com
: analytics
tz: America/Indiana/Indianapolis
hosts:

- pcn-rhel7-rh8.testCXI.com
ingress:

tls:

- secretName: pcn-cxinsights-tls

12




hosts
pcn-rhel7-rh8.testCXI.com
prometheusIngress
tls
secretName: pcn-cxinsights-tls
hosts
pcn-rhel7-rh8.testCXI.com
e Below is the inventory.yml file in the cxinsights-playbook-k3s directory, specify with appropriate values. For example: Assume Ansible and k3s are running on
the same machine. If the controller is different from target machine, then helm_linux_host should be the controller host FQDN and tiller-linux-host should be the
FQDN of the CX Insights server host.

helm linux host:

hosts:

XXX=XXXXX—XXXXX . XXXXXXX.Ccom
vars:

ansible user: '{{
ansible ssh pass:
tiller linux host:
hosts:

KX -KXXXKXKX-KXXXXX . XXXXXXX . com

vars:
ansible user: '{{ user }}'
ansible ssh pass: '{{ passwd }}'

o |If this is the fresh installation and you want to save the application data in secondary partition, keep the default value of data_dir as given in the main.yml file.
The default value of data_dir is /home/cxinsights/kube_data. If you are already using the primary partition, modify the data_dir value in the main.yml file as
shown below.

data_dir: ''

Note: If this is the fresh installation of CX Insights, we recommend that you deploy the software in secondary partition, provided you have the disk
space as recommended in step 1. Drive partitioning and using secondary drive to save CX Insights data is possible only for fresh installation. If CX
Insights is already installed without partitioning the drive, you may not be able to use the secondary drive. In that case you must modify data_dir as' .

6. Run the Ansible Playbook to start the services on the CX Insights server. For the first time, it is slow as dependencies get installed.

sudo ansible-playbook --vault-id cxinsights@prompt -i inventory.yml site.yml -K
Note:
= Make sure you enter CX Insights password when BECOME password is asked.

= After the deployment is triggered, you must wait for some time until the state
of GCXI pod is healthy.

e Run the below mentioned commands to ensure that everything is up and running.

o To see all the containers are up and running in all namespaces, use the command kubectl get pods -A

o To see all the containers are up and running only in pcn-cxinsights-system namespace, use the command kubectl get pods --namespace=pcn-
cxinsights-system

E?' axinsights@qf-cx-docker:~/cxinsights-playbook-k3s

[ ic r

o To see all the services running in all namespaces, use the command kubectl get services -A

o To see all the services are running only in pcn-cxinsights-system namespace, use the commandkubectl get services --namespace=pcn-
cxinsights-system

& axinsights@qf-c-docker:~/cxinsights-playbook-k3s

o To see all the persistent volumes in all namespaces, use the command kubectl get pvc -A

o To see all the persistent volumes only in pcn-cxinsights-system namespace, use the command kubectl get pvc --namespace=pcn-cxinsights-
system

13



Related Topics:

Install SSL certificate on CIC server

Ports exposed on CX
Configure CX Insights in Interaction Administrator

Backup and restore configuration

Troubleshooting
Upgrade containers

Install SSL certificate on CIC server

The communication between the CIC server and Kubernetes is secured over the TLS protocol. This requires an installation of a valid SSL certificate signed by a third
party or a self-signed SSL certificate which is auto generated in the file name tls.crt in the /root directory of the CX Insights server.

Note:

If you enable TLS in values.yml file for ingress or Prometheus ingress, you must install a valid SSL certificate.
Ensure that you install the SSL certificate in both the primary and secondary CIC servers.

To install the SSL certificate,

1.

(S

Copy the SSL certificate from the CX Insights server to a wanted location on the CIC server.

Right-click on the SSL certificate (tls.crt) from the CIC server and click Install Certificate.

On the Certificate Import Wizard, in the Store Location section, select Local Machine, and click Next.

Select Place all certificates in the following store option.

Click Browse. On the Select Certificate Store pop-up, select Trusted Root Certification Authorities as the certificate store and click Ok.

Select Certificate Store X

Select the certificate store you want to use.

Personal A
i
| Enterprise Trust
| Intermediate Certification Authorities

| Trusted Publishers

| Intreted Cartifiratec
< >

[] show physical stores

0K Cancel

6. Onthe Certificate Import Wizard, verify the Certificate store selection and click Next.

14



€ &* Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or you can specify a location for

the certificate.

(O Automatically select the certificate store based on the type of certificate

(®) Place all certificates in the following store
Certificate store:

Trusted Root Certification Authorities Browse..,

Next

7. Click Finish. A dialog showing the message “The import was successful.” appears if the certification installation is correct.

8. Click Ok.

Related Topics:

Install CX Insights server
Ports exposed on CX Insights server

Configure CX Insights in Interaction Administrator

CX Insights monitoring and alerting

Install Prometheus

Cancel

Prometheus is an open source software licensed under the Apache 2.0 license. When you install Prometheus, make sure that you install Prometheus in a private

network.
1. Download Prometheus from https://prometheus.io/download/ and extract the files from the folder.
2. Copy alerts.yml inside Prometheus folder and update prometheus.yml rule_files property with alerts.yml.

3. Change Prometheus.yml with the below mentioned content and replace <SERVER> with Linux host (Where all the containers are up and running). In rules_files
section alerts.yml file reference is provided which contains all the alert scenarios. Scrape_interval is the interval in which data is pulled from all services and

evaluation_interval is the internal all rules are evaluated.

# my global config

15
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global:

scrape_interval: 15s # Set the scrape interval to every 15 seconds. Default is every 1 minute.
evaluation interval: 15s # Evaluate rules every 15 seconds. The default is every 1 minute.
# scrape timeout is set to the global default (10s).

# Alertmanager configuration

alerting:

alertmanagers:

- static_configs:

- targets:

# - alertmanager:9093

# Load rules once and periodically evaluate them according to the global 'evaluation interval'.
rule_files:

- alerts.yml

# - "first rules.yml"

# - "second rules.yml"

# A scrape configuration containing exactly one endpoint to scrape:
# Here it's Prometheus itself.

scrape configs:

# The job name is added as a label “job=<job name>" to any timeseries scraped from this config.
- job_name: 'DataAdapterServer'

metrics _path: /DataAdapterServerMetrics

static configs:

- targets: ['<SERVER>']

- job_name: 'Connector'

metrics_path: /ConnectorMetrics

static configs:

- targets: ['<SERVER>']

- job_name: 'Postgress'

metrics_path: /PostgresMetrics

static_configs:

- targets: ['<SERVER>']

- job_name: 'DataAdapterAgent'

metrics path: /DataAdapterAgentMetrics

static_configs:

- targets: ['<SERVER>']

- job_name: 'GCXI'

static configs:

- targets: ['<SERVER>']

relabel configs:

- source labels:

- _metrics path

action: replace

target_label: _ metrics_path_

replacement: /mstr-integrationapi/GecxiMetrics

}

4. After running Prometheus executable, ensure http://localhost:9090/rules is accessible and all rules are defined properly. Warning and critical alerts are configured,
warning is of less priority, if there are any critical alerts raised, then file a ticket with proper logs.

5. The http://localhost:9090/targets shows container state.

Unhealthy

Connector (1/1 up)

Scrape
Endpoint State Labels Last Scrape Duration Error
http://pcn-cent7-k3s04.ininlab.com:80/ConnectorMetrics up 11.988s ago 661.6ms
DataAdapterAgent (1/1 up)

Scrape
Endpoint State Labels Last Scrape Duration Error

o//pen-centT-k3s04.ininlab.com:80/DataAdapterAgentMe  UP instance="pon-cent7-k3s04.ininlab.com:B0" 8.275s ago 3.639s

trics
DataAdapterServer (1/1 up)

Scrape
Endpoint State Labels Last Scrape Duration Error
[ cn-cent7-k3s04.ininlab.com:80/DataAdapterServerie  UP 5.304s ago 658.4ms
t
GCXI (1/1 up)

Scrape
Endpoint State Labels Last Scrape Duration Error
http://pen-cent7-k3s04.ininlab.com:80/mstr-integrationapi/G ~ UP instance="pen-cent7-k3sidLininlab.com:B0" | job="6Cx1" | 1.803s ago 328.8ms
cxiMetrics
Postgress (1/1 up)

Scrape
Endpoint State Labels Last Scrape Duration Error
http://pcn-cent7-k3s04.ininlab.com:80/PostgresMetrics up Linstance="pcn-cent -idsO4.ininiab.com:80" | job="Postgress™ | 1.357s ago 340.1ms

6. Alerts information can be seen in http://localhost:9090/alerts
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7. To receive an e-mail notifications/pagerduty configure alertmanager. More details about alert manger is found in
https://prometheus.io/docs/alerting/alertmanager/ and download is available in the https://prometheus.io/download/.

8. After downloading configure prometheus.yml with alert manager in the # Alertmanager configuration

alerting:
alertmanagers:
- static configs:
- targets:
- alertmanager:9093

9. To receive email notifications from alert manager, configure alertmanager.yml as shown below with details.

route:

group_by: ['alertname']
group wait: 30s
group_interval: 10s
receiver: 'email-me'
routes:

- match:

severity: warning
repeat_interval: 1lh

- match:

severity: critical
repeat_interval: 15m
receivers:

- name: 'email-me'
email configs:

- to: XXXXXXXXEXXXX.Com
from: XXXXXXXX@XXXX .com
smarthost: xxxxx
auth_username: ""
auth_password: ""

Configure reverse proxy using nginx

You can install a public facing reverse proxy server and route all the incoming requests to the CX Insights server through proxy. Genesys verified the nginx reverse
proxy server for the CX Insights server.

To install the nginx reverse proxy server, see nginx documentation.

To configure a reverse proxy server,
1. Find the nginx.conf in the installed path and copy the code given here to the nginx.conf file.
2. Within the copied code, update the appropriate values for the following parameters:

e <dns_server_name> - specify the dns server name of the server where nginx is installed.
e <proxy_server_name> - specify the host name where nginx is installed.
e <cxinsight_server_name> - specify the server name where the CX Insights server is installed.

e If you don't have a TLS certificate from a Certification Authority, generate a self-signed certificate by using the following command. Copy the generated certificate
(tls.crt) and key file (tIs.key) file under the nginx directory.

openssl req -x509 -newkey rsa:4096 -sha256 -nodes -keyout /etc/nginx/tls.key -out /etc/nginx/tls.crt -subj '/CN=
<proxy server name>' -days 365

Note: Make sure that you configure TLS certificate and private key correctly, otherwise you cannot log in to CX Insights server.

4. Test the updated configuration in the nginx.conf file by running the following command. We recommend to test the configuration for any syntax errors whenever
you make changes in the configuration file.

nginx -t

5. Restart the nginx service. Note that any changes in the nginx.conf file requires a restart of the nginx service.
Log file

You can view the error log file from the default path /var/log/nginx/error.log. If you want to set up a different path, you can do so in the error_log parameter in
nginx.conf.

Code to be copied to the nginx.conf file

user nginx;

worker processes auto;

error log /var/log/nginx/error.log;

pid /run/nginx.pid;

# Load dynamic modules. See /usr/share/doc/nginx/README.dynamic.
include /usr/share/nginx/modules/*.conf;

events {

worker connections 1024;

}

http {
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resolver <dns_server name> valid=90000000s;

log_format main 'Sremote addr - Sremote user [Stime local] "Srequest" '
'$status Sbody bytes sent "Shttp referer" '

'"Shttp user_agent" "Shttp x_ forwarded for"';

access log /var/log/nginx/access.log main;

sendfile on;

tcp nopush on;

tcp_nodelay on;

keepalive timeout 65;

types hash max size 2048;

include /etc/nginx/mime.types;

default type application/octet-stream;

# Load modular configuration files from the /etc/nginx/conf.d directory.
# See http://nginx.org/en/docs/ngx core module.html#include
# for more information.

include /etc/nginx/conf.d/*.conf;

server

listen 80;

listen [::]:80;

server_name _;

root /usr/share/nginx/html;

# Load configuration files for the default server block.
include /etc/nginx/default.d/*.conf;

location / {

}

error page 404 /404.html;

location = /40x.html ({

}

error page 500 502 503 504 /50x.html;

location = /50x.html {

}

}

# Settings for a TLS enabled server.

#

server {

listen 443 ssl http2 default server;

listen [::]:443 ssl http2 default_ server;

server name "<proxy server name>";

root /usr/share/nginx/html;

ssl_certificate "/etc/nginx/tls.crt";

ssl _certificate key "/etc/nginx/tls.key";

ssl session cache shared:SSL:1m;

ssl session_timeout 10m;

ssl_ciphers HIGH:!aNULL:!MD5;

ssl prefer server ciphers on;

# Load configuration files for the default server block.
include /etc/nginx/default.d/*.conf;

location ~ "~/ (MicroStrategy|cic|WindowsIDP|ICNotifierIDP)/ {
error log /var/log/nginx/error.log debug;

proxy pass $scheme://<cxinsight server name>$request uri;
proxy set header HOST S$host;

proxy set header X-Forwarded-Proto Sscheme;
proxy set header X-Real-IP $remote addr;

proxy set header X-Forwarded-For S$proxy add x forwarded for;
}

error page 404 /404.html;
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location = /40x.html {

}

error page 500 502 503 504 /50x.html;
location = /50x.html {

}

}

}

Related Topics:

Install CX Insights server

Ports opened on CX Insights server

At the end of installation, the following ports are opened from the CX Insights server to the CIC server.

Port Number Description

80 Web server default port
8080 Tomcat server port

443 Hitps connection port

6443 Secured port for tiller communication
5432 PostgreSQL port

34952 Intelligence server port

8077 Mstr connector port

8078 Mstr data adapter server port
8079 Mstr agent server port

9090 Prometheus port

8008 Endpoint update service port

The network port through which the Secure Token Server subsystem of the CIC server listens for SAML messages. The
default value is 8043. we must open from CIC Server to CX Insights Server.

Related Topics:

Install CX Insights server
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CX Insights server configuration

CX Insights server configuration

To configure the CX Insights server settings in Interaction Administrator, complete the following steps.

Allocate Analytics licenses

You can allocate a CX Insights Analytics License for each user in Interaction Administrator on the Licensing tab.

? Pt

History

Password Polides ACD

&« | [Aconfirm auto-save

Cancel

[oc ]

User Configuration - user7?
MwI Client Configuration Phonetic Spelings Options Security Custom Attributes
Configuration Licensing Personal Info Workgroups Roles Genesys Cloud
g?'lsealn;ahon — Additional Licenses
Assignable: [ Interaction Analyzer Access
() Concurrent
[] Interaction Client Mobile Edition
[ Client Access License [4] Interaction Client Operator Add-On
[“] ACD Access License ] Interaction Client Outlook Add-In
(O Media 1 (] Interaction Data Extractor
(O Media 2 [¥] Interaction Dialer Add-On
(@) Media 3 Plus ] Interaction Feedback Access
R [ Interaction Optimizer Access Real-time Adherence
HENE [4] Interaction Optimizer Client Access
4] ACD Sodial Media ] Interaction Optimizer Real-time Adherence Tracking
[~ AcD whatsApp Interaction Optimizer Schedulable
[7] IPA License Interaction Quality Manager
O Direct Routed Work It [ Interaction Quality Monitoring Agent
O T ] Interaction Recorder Access
O Process Monitor Interaction Recorder Client Access
@pr RS [] Interaction Recorder Extreme Query
ocess Desig [ Interaction Scripter
[ Analytics License [ Interaction Supervisor iPad Edition
@ Core [ 7] trbarsrtine Cmaruicne DlonTee Hietareiesl D anerbins
O Designer < >
Enterprise 4l These licenses are enabled and will impact the license
| usage count.
[ Enable Licenses :

Apply

To assign an Analytics license to a user, select the Analytics License check box, and select one of the following licenses.

CORE Basic dashboard license to view dashboards.

DESIGNER | This license allows a user to create and modify dashboards.

In addition, you must select the Enable Licenses check box to activate the Analytics license.
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Related Topics:

Install CX Insights server

Configure CX Insights in Interaction Administrator
Troubleshooting

Configure CX Insights server in Interaction Administrator

Once the CX Insights server is up and running, the next step is to configure the PureConnect server to connect to it.
1. Apply the 13 FEATURE ANALYTICS license to the PureConnect server.

To apply the 13 FEATURE ANALYTICS license, open Interaction Administrator and go to File > License
Management >Features tab, select the license, and click Load License.

2. Open Interaction Administrator and open the Analytics Node under System Configuration.

Zz x| O ®P [
+ £ Single Sign-On ~ | | Analytics &

PureCloud Cenfiguration
& Data Bxtractor
=8 Interaction Process AL
ﬁ Interaction Feedback
¥ &F Fax
{f3 |C Data Sources
| & Contact Data Manage
» Interaction Attendant
'ﬁ Web Services
ff;} Fecognition
+ a Loguenda

a Interaction Speech
¥ & MRCP
+ a Muance Recognize
+ a Media Servers

Q S5IP Proxies
+ U MRCP Servers
+ W Session Managers
% B sMs
[ Problem Reporter

+

+

+

Individual Types

By o~ F— T.

3. Inthe Analytics workspace, click Configuration. The Analytics Configuration dialog appears.
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Analytics Configuration ? X
Server Retention Settings
Config URI: wss: [/ <CX-Insights-FQDN > fconnector
Data URI: wss: [/ <CX-Insights-FQDN > /dataadapterserver
Web Proxy URI:
Secret: sFRBBRRED
oK Cancel Apply

On the Server tab, configure the following values:

e Config URI - is the web socket address that PureConnect uses to synchronize configuration and security settings with the
CX Insights server (default port shown). Configure the value as shown in the above screenshot and replace <CX-Insights-
FQDN> value with the CX Insights' server name. Note: If you are using secured communication (enabled TLS), configure the
URI value as 'wss' else use 'ws'.

e Data URI - is the web socket address through which PureConnect streams real-time statistics to the CX Insights server.
Configure the value as shown in the above screenshot and replace <CX-Insights-FQDN> value with the CX Insights' server
name. Note: If you are using secured communication (enabled TLS), configure the URI value as 'wss' else use 'ws".

o Web Proxy URI - is the target URL used by HttpPluginHost to route web requests.

e Secret - is the secret that was entered in the secret field in the values.yml file when deploying the CX Insights Server.

Once Configuration is complete, the AnalyticsBridge subsystem will attempt to make the configured web socket connections. If the
connections are established successfully, the synchronization process begins. Synchronization can take a few minutes to complete
if there are large number of users and workgroups to transfer. Any additional changes to Users, Roles, Workgroups, Access
Controls, or Memberships trigger extra synchronization cycles. Once the servers are synchronized, the AnalyticsBridge Subsystem
begins streaming real-time statistics over the data web socket. At that point, users can view the real-time dashboards.

Retention Settings

Using retention settings, you can define how many days you want to retain the IVR data history. Based on the settings, the historical
IVR data will be purged at the specified interval. For more information, see Retention settings in Interaction Administrator help.

Related Topics:

Install CX Insights server
CXInsights licensing
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Allocate Analytics licenses

Configure Administrator Access for CX Insights

You can restrict which user, workgroup, or role has access to configure the Analytics feature.

To assign administrator access for Analytics:
1. InInteraction Administrator, go to the User, Workgroup, or Role properties dialog box.
2. Select the Security tab.

Configuration | Licensing | Personalinfo | Workgroups | Roles | PasswordPolices | aco | v
Chent Comfiguraion | FPhoneticSpelings | Options | Secity | Custom Atirbutes | History
Aocess Rights
Change the settings for Access Rights,
[IMaster Administrator | admnswator access |
|

[ Ao Adrinistrative Access editing

[] Allow Access Contral aditng [___Access Control

Security Rights
@ Change the settings for Security Rights.

| seariyRighs |

3. Click Administrator Access.
4. Inthe Administrator Access dialog, type analytics in the Search field to filter the list.
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Category: \<NI> v Search: ” Clear I

["]5how only selected items and groups

Name Administrator Access  Inherited From ~
Account Codes E
A O
Accumulators
(Al
Actions
*[an
Analytics
Analyzer Keyword Sets
*[AI
Attendant Defaults Configuration
Attendant Defaults Configuration
Audio Sources
*fan
Client Buttons
(A
Client Configuration
Client Configuration

0| o

Client Configuration Templates
*[AI
Client Templates
ClientTemplates
Collective
Collective
Contact Data Manager
Contact Data Manager
Contact List Sources
=[Ai
I3Text Rwp
I3Tracker Private Rwp

o o o o o A O O O

Advanced Access Details... .

5. To give a user, workgroup, or role Administrator Rights to the Analytics feature, select the Analytics check box. You can clear
the check box to remove the privilege.

6. Click Close.
7. To save the settings, click OK or Apply.

Configure Access Control for CX Insights dashboards

You can restrict which user, workgroup, or role has access to specific dashboards.

To assign dashboard access:
1. InInteraction Administrator, go to the User, Workgroup, or Role properties dialog.
2. Select the Security tab.
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Configuration | Licensng | PersonalInfo | Workgroups | Roles | PasswordPoloes | ac0 | mwin
Chent Configuration | Phonetic Spefings |  Options Security | Custom Attributes |  History

Booess Rughts
Change the settings for Acoess Rights,
[ Master Administrator | Admnistrator Access |
[ mBow Administrative Access editng '
[] ABow Access Control editing g'
Security Rights

| seartyrights |

& Change the settings for Security Rights.

3. Click Access Control.
4. Inthe Access Control dialog, type dashboards in the search field to filter the list.

Access Control

Category: |-c.nl>-
[[] show only selected items and groups

|
B
q

Name

Analytics Dashboards
=[]
Agent Details
Agent Overview
Agent Overview Grid
Agent Status
Multiple Workgroup Interval Analysis
Multiple Workgroup Interval Detais Grid
Multiple Workgroup Overview
Multiple Waorkgroup Overview Grid
Multiple Workgroup Status
Workgroup Interval Analysis
Workgroup Overview

Station Queues
analyticsadmins tation
af-analytics

Stations
analyticsadmins tation
af-analytics

§
£
s
g
i
!
;
]
H
!
z
é
{
;
i

00 | O0O000000000oa

(]
oo
co

0O

User Queues

analyticsadmin O 0o d O

Users

L bcead O 0

Note:
If the IC Server is in sync with the MicroStrategy server, then you can see the check boxes for all the dashboards.

5. To assign a user, workgroup, or role access to the dashboard, select the dashboard check box, or select All to assign access
to all dashboards. Clear a check box to remove the privilege.

6. Click Close.
7. Click OK or Apply to save settings.
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Test the CX Insights installation

After you complete the initial configuration and user access, test the CX Insights installation by opening a CX Insights dashboard.

To access a dashboard,
1. Loginto CX Insights. You can use the same login credentials that you use for PureConnect.
2. Click the CX Insights folder.

3. Select IVR Dashboards or Real Time Dashboards. Both these dashboards offer a range of metrics presented in different
views.

4. Select the dashboard you want to explore. For example, the following image shows the Agent Details dashboard.

Note!

You can only view the dashboards for which you have access permissions defined in the CIC server.
After successful loading, the Real Time dashboards refresh every 30 seconds with real-time statistic values.

The dashboards you can view depends on the Analytics license type (Designer/Core) you are assigned and the access permissions

LN Qv Agent : Interaction Details Yy = | £ ¥ X
Interaction Status Answered vs On Hold Y/ G0
Entered Answered On Hold Completed Agent
2
60
Metrics v Select Workgroup .
50 B Answered
CG_GS -
Interval O o X
<0 B current Period
o W Previous Period 60
W current shift v Select Agent (194)
k] W Previous Shif ACD vs Non ACD
armia0681 c
10
Metrics
—
; B ACD
Interaction Time v Select Intervals (4)
Average Talk Average Hold Longest Talk oo RCD) -
A
03834 - v
« Current Period
oeas w Previous Period
Interval Entered Answered
Current Shift
CEYR M current Period v
i 60 60 o mevs st
0177
B Current Shift
01131 B Previous Shift Oniticld Completed
00546 2 59
Agent Statistics
Agent Interval Entered Answered Completed On Hold ACD Non ACD
amia0681 Current Period 1 1 0 1 0
Previous Period 1 1 o 1 o
Current Shift 58 57 2 58 0
Previous Shift 0 0 0 0 0

to view.
User Configuration - user22 ? X User Configuration - user22 ? X
MWI Chent Configuraton ~ Phonetic Spelings ~ Options ~ Security  Custom Atfributes  History Configuration  Licensing Personal Info  Workgroups Roles  Genesys Cloud ~ Password Polides  ACD
Configuration  Licensing  PersonalInfo Workgroups Roles  Genesys Cloud Password Polides  ACD MWI Client Configuration ~ Phonetic Spellings ~ Options ~ Security  Custom Attributes  History
i : Access Rights
License allocation method: Add — ~
(@ Assgnable Access Control
0 : [ Interaction Analyzer Access
LBneeres 7 [ Interaction Client Mobiie Edition ca . ‘<AI> . |— [m
[A Client Access License [ Interaction Client Operator Add-On
EAACD Access License [ Interaction Client Outiook Add-In ] show only selected items and groups
OMedia 1 4 Interaction Data Extractor
OMeda 2 [ Interaction Didler Add-On Name View Modify Monitor Search Delete Create Statistics Manage ™
(®) Media 3Plus [ Interaction Feedback Access Account Codes
= [ Interaction Optimizer Access Real-time Adherence =[All D
s e [ Interaction Optimizer Client Access R
ACIJ Sodal Media [ Interaction Optimizer Real-tme Adherence Tracking MO
F1ACD WhatsApp [ Interaction Optimizer Schedulable E““l o | [
IrPA License ™M interaction Quality Manager i
0 T %mra—mmaﬁtymbrhgngmt
Interaction Recorder Access
(O Group Routed Work Items Agent Details =]
0 Moritor Interaction Recorder Client Access Containment Details by AN O
® i A Interaction Recorder Extreme Query Containment Details by DNIS ]
— E Inkerachion Scnme Containment Details by Hour ]:|
[ Analytics License B4 Interaction Supervisor Pad Edition B
e = ~ Containment Details by Interval O
@ Core! LA Trtarartinn G mariens Db untn: bictarical Dannrtinn
N > Containment Netails hv Profile [l bt
O Desgner < >
Enterprise These licenses are enabled and will impact the license
= usage count, Advanced Access Details...
|Z ' »  MConfirm auto-save [Cox ]| concul \i \l@cwﬁmauho-saue oK Cancel | Apply “
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Backup and restore configuration of CX Insights data

CX Insights allows you to backup data at regular intervals. In case, there is a system failure, you can also restore the backed-up-
data to a new computer.

The procedures in this topic help you to configure data backup and restore settings for CX Insights.

Backup CX Insights data

You can configure the backup settings either in an all.yml file or run a script manually.

Configure CX Insights backup through Ansible

In this method, you can configure the backup criteria through Ansible installation. To start with, configure backup values even
before running the Ansible installation. For more information about Ansible installation, see CX Insights server installation
procedure.

Prerequisite
e A share path (for example, NFS share) on the computer where you are configuring the backup.
e User installing the CX Insights server must have write access to the share path.

To configure the backup settings
1. Mount the shared backup directory (example, NFS share) on the local computer where you installed the CX Insights server. For
example, /mnt/nfs/share. The mounted directory is the backup path that maintains the CX Insights backup data. You can verify

the mounted path using the “mount|grep” command as shown in the following example.

mount |grep "/mnt/nfs/share"
2. Configure the following values in the group_vars/all.yml file.

o backup_dir - specify the backup directory path. For example, /mnt/nfs/share/gcxibackup. Configuring backup_dir is
mandatory.
o cron_schedule - specify the cron expression that defines the backup frequency in which the backup activity runs every day.

Configuring cron_schedule is optional. However, if you do not define any expression, the backup activity runs at the default time
every day, that is 12.00 am. An example cron expression to run the backup activity every day at 7.00 am and 12.00 pm looks like:

"07,12% k%

Note: Cron job is added for the root user only.
3. Convert the cxinsight-backup-restore.sh file to Unix format. You can do the conversion either by running the dos2Unix tool
or by running the sed command as shown below.

sed -1 's/\r//g' cxinsight-backup-restore.sh
4. Login as CX Insights user and run the Ansible installation using the following command.

sudo ansible-playbook —--vault-id cxinsights@prompt -i inventory.yml site.yml -K

Note:

e Running the above Ansible installation command installs the pods, and configures the backup settings which generate the
.gcxi_backup_cron.sh file at /home/cxinsights/.gcxi_backup_cron.sh. However, it does not perform the actual backup.
The actual backup is performed when the first scheduled backup activity runs or when the user backs up manually.

o If backup configuration causes any errors in Ansible installation, correct the errors, and configure the backup settings

manually.
e You can verify the backup activity logs from the path /home/cxinsights/.gcxi_backup_trace.log

Configure CX Insights backup through script

For some reasons, if Ansible installation fails to configure the backup settings, you can configure it manually by running a script.

To configure the backup settings
1. Mount the shared backup directory (example, NFS share) on the local computer where you installed the CX Insights server. For
example, /mnt/nfs/share. The mounted directory is the backup path that maintains the CX Insights backup data. You can verify

the mounted path using the “mount|grep” command as shown in the following example.
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mount |grep "/mnt/nfs/share”

2. Run the script cxinsight-backup-restore.sh manually by providing the backup path and cron expression as shown below in
the path /home/cxinsights/cxinsights-playbook-k3s

Syntax:

sudo cxinsight-backup-restore.sh backup <backup dir> ["Cron expression" (optional) ]
Example:

sudo cxinsight-backup-restore.sh backup /mnt/nfs/share/gcxibackup "* */6 * * *"

Important:
¢ Run the cxinsight-backup-restore.sh script only once. Rerunning the script overwrites log file and backs up old data in
the configured backup path.

e If you accidentally delete the volumes folder (for example, through helm delete), you must rerun the cxinsight-backup-
restore.sh script to set up the backup path and the cron job schedule.

Instant backup

Run the following script if you want to backup CX Insights data instantly instead of waiting for the scheduled backup activity.

sudo /home/cxinsights/.gcxi backup_cron.sh

Restore CX Insights data

You might want to restore old CX Insights data in case you replaced or upgraded your hardware. You can restore older data if you
have a proper backup and you know the correct backup path.

You can provide the restore settings either in an all.yml file or run a script manually.

Prerequisite

A share path (for example, NFS share) of the computer where you are restoring the backup.

Configure CX Insights data restore through Ansible

To configure the restore settings,
1. Follow the steps 1-3 in configuring CX Insight backup through Ansible procedure.
2. Verify that the mounted directory has the following volume folders.

$ 1ls /mnt/nfs/share/gcxibackup

cube gcxi-data gcxi-volume
3. Inthe group_vars/all.yml file, configure is_restore as true.

4. Login as CX Insights user and run the Ansible installation using the following command.
sudo ansible-playbook —--vault-id cxinsights@prompt -i inventory.yml site.yml -K
Note:
° Running the above command restores the CX Insights data and creates a new backup directory. You can find the

restored data in an archive file created within the backup directory. The archive file is created with the date and time
(example, gcxi-backup_2020-08-06_01-55-36.tar.gz) so that you can identify which file is relevant for you.

° The Ansible installation requires several parameters to be configured as part of CX Insights server installation. For
more information, see Install CX Insights server.

5. Once restoration is successful and complete, change is_restore to its default value (false) in the group_vars/all.yml file.
Changing is_restore back to its default value avoids unnecessary data restore during future upgrades.

Configure CX Insights data restore through script

If automatic restoration fails for any reason, you can restore the CX Insights data manually by using the following procedure.
1. Follow the steps 1-3 in configuring CX Insight backup through Ansible procedure.
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2. Verify that the mounted directory has the following volume folders.

$ 1s /mnt/nfs/share/gcxibackup
cube gcxi-data gcxi-volume
3. Run the restore script cxinsight-backup-restore.sh by providing restore directory as shown in the following example.
sudo cxinsight-backup-restore.sh restore /mnt/nfs/share/gcxibackup
Running the restore script automatically creates the new backup path and restores the old data.

Note:
e The time taken to restore the old data depends on its size. In test environment, the average duration to restore the old data is
about 15 minutes approximately.
e You can restore the old data that is backed up until the last backup activity. The dashboard or metrics created after the backup
activity is complete and before the system failure cannot be restored. For example, if the backup activity runs at 10.00 pm every
day, and if the system stopped responding at 11.00 pm, then the data created between 10.00 pm and 11.00 pm is not restored.

e Do not use * in directory names.

Backup log files

You can find the archive of CX Insights log files such as application log, tomcat log, and so on, in the backup directory configured
as part of backup settings. The log files are archived in the tar format with the archived date and time as its file name.

To backup log files, you do not need any specific configuration.

Related Topics:
Install CX Insights server
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DataSource Configuration

Starting from PureConnect 2021 R3 release, connection from MicroStrategy to CIC and Dialer Databases running on the SQL is
supported. It gives flexibility for the designer users to create dashboards by accessing all the tables in database. To support the
connection, few data source configuration needs to be done in the Interaction Administrator.

The following steps can be performed before or after CX Insights Server setup.

1. Create data source IC_CXINSIGHTS for IC Database and IC_CXINSIGHTS_DIALER for Dialer. Follow the below mentioned
naming conventions, names are case sensitive try to match it exactly same give below.

) Mail

| &8 Single Sign-On
# Genesys Cloud
& Data Extractor

| B8 Interaction Process AL Enter IC Data Source Name
8% Interaction Feedback

| &5 Fax
(3 IC Data Sources ‘ IC_CXINSIGHTS|

| | & Contact Data Manage
# Interaction Attendant E| P |

& % Web Services !

# € Recogpnition

0| B Media Servers v

&

Entry Name ? X

&

&

&

2. Enter the information in the Enter IC Data Source Name box.

Notes

o User ID created in the database should be Read Only user, as Admin users might loose the data when the CX Insights
Designer User might play with table data while creating dashboards, to avoid deletion or edit of data, use read only account.

e For now ODBC DSN is not supported, so provided the data in the Additional Information as shown below:

Driver={SQL Server};Database=<database>;Server=<sql server
hostname>;NETWORK=dbmssocn;Trusted_Connection=No;ISATTR_IDLETIMEOUT=300
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IC Data Source Configuration - IC_CXINSIGHTS

ODBC Data Source Configuration  Custom Attributes  History

Subtype: Microsoft SQL Server v []Read Only [JFie DSN

Connection Information

ODBC DSN: ‘ | Quialifier:

User ID: IC_READONLY] Password: .

[(IManually enter connection string

Connection String:

Additional Information:

Driver={SQL Server};Database=13_IC_DAMPE;Server=dl-sql0 1.ininlab.com;!

&« B Mconfirm auto-save Cancel

Apply

After successfully updating the data sources, verify the data sources access in MicroStrategy Web Application using

Designer User account.

FE WSPRI POAMAL SHAHE VIS HEIP
B o8l s- 0 O il R B = I b Y B
B conrents i & patasers : FER Y O
Visualization 1
* 1 Chapter
Prge Import from Tables ?
v Chapter 1 -
& DATA SOURCES & [ AVAILASLE TABLES )
Mage 1
&1C CXINSIGHTS Hemespace dho > Q
& IC_CXINSIGHTS _DIAI FR
Table Q0

+ I& AccountCodeMirror

» I AddrType

» f AgentActivity_og

il AgentQueucActivationHist
+ il AgentServiceLovel_viw

» il AgentScnviceLevelOverflows
+ il AgentSLOverflows_viw

+ il AgentStatistics

» il AgentStatistics_viw

» il AgentStatus

+ il AgentStatus_viw

+ T AnalyzerKeywordHit_vim

Drag and Orop to Add Tabi

les

Rack

Prepare Dara

cancel
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Custom Status in CX Insights

1. Open Interaction Administrator and Select Status Messages.
2. We have created a custom status with name On ACD Call. We have added this as User selectable.

Meitage Marne Merige Group Seenetimg Equivil..  Seentimeto. U Pere. OMD  Dute  Time  ACD  Foew. ACW. Alle.
Acdigentiotiraw... AC0 - dgert Mot .  UNSVWULABLE  «<Mone: Hao Ha Mo ¥ o e Ha ] Mo o
4 a training iession At s Trwning Seai..  TRANING <Hone» Mo Tes Ve Ve e Ve He e Mo He
At Lunch A Lunch EREAK <Mone> ] Yes s ¥es Mo Yes Mo ] Mo Mo
Aepilalle Avielable FNRILAELE < Highge Mz Ved Ve Mg L e Wad L] Mg ieg
Availabie, Follrw-Me Avulsble, Follow-—.  AVAILABLE «Mones Mo Yes Yes Mo Yes  Me Ha Mo Mo Mo
Fvplalle Forward  Avalable, Formad  ANAILABLE <MNgnhex Mg Ved Ve Mg e He Ha L] Mg L
dvailabie, Mo AC0  Avaddable, NoACD  AMAILABLE «Mones No Yes Yes Mo Mo  Me Ha Mo Mo Ho
Hwry rem deesk Sy from detk UPLOGULABLE  «Mones Ma Yei Yer Ve Mo Ne M Mo Mo He
D Mt distunt D Mot Disturs UMSVMLABLE  <Mones o Yes Yes  We Mo He [ Mo Mo He
Folicrar Lip: Follow Up FOLLOWUP  «<Mones Ma Mo Ma ¥ Mo No He Ma ¥ Mo
G Hizsme Gane Home UMAAILABLE < Mones Ha Yes  Yes Wes e He Nz Mo Mo e
In & meeting In & bleeting UMIGULABLE < Mone» Mo Yes Ve e Vs es. Mo Mo Mo Mo
O Vacation Cin Viscation < ] Hao Yes  ¥es W Wees e Ha ] Mo o
Ot of the olfice Out of the Office UMAGULABLE < MNaonex Ha Yed Ve L is Ves R Ha He He
Ot of town Ot of Town UMALABLE  <Mone> ] Yes  Yes ¥es Wes Yes Mo ] Mo Mo
Working sl Homme  Werang Al Home  URMGULABLE < Nengs Ha Yei Vb Wb He He N Ra Mo He
3. To make the custom status visible in CX Insights, we need to add an entry in DS registry.
4. Run DSEditU from CIC server run command.
5. It will open the DSEdit Window.
| LATESHA - Billda = [=]
Fid [ Tew [y Anksdds WView Mg
e v
- e
i """rl [T N P E——— —— i
B AL Hormrchy
pelmpin L e
'”1, 4 Podes Syt B Ten & e
Coificates Lt Crpainey Sorg G Ay
e Wege 1 10fay
it Bt et e 1 1
& Clegst gl s o
Cleeni Blpregn
# Clerd Tomplation
# Coletnr
% Corrganess
§ Contg Canticates
= Lonfqumtan
Accumeliion
Sape
ATk Do eI enE
Aoy
B Anslyboallmhbcanh
 Anette el meSttatc
B At aRies
o]
B0 - Rgark el Armwanng
BB Ll
iy
iy, Filirer M
Bevallsbiy lormsed
Svsable, hia ACTH
Ay Frioms Dot
Py w

6. Navigate to Production-> Configuration-> Analytics-> AnalyticsStatuses
7. Click any existing Status.
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i LATESHA - DSEda
fFde Bt Teex Enkry AStribuie View Help

i E-ﬂlﬂ

Canihestes
Chent Butiens

- Chent Confquistisn
Chent Memert

7 ChantTemplated

W Componariy
- Confiy Comificabey

£l Anabyticsitatuses
ACD - Agent Mot Answening
Aip Ly
davy iyt
duendpbie, Follow-Me
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Ayndabie, Mo ACD
Ay From De
1 Mot st
[Pl U
Gane Home
b Mg

H Anabpticalbion
B EenkAu vk e e

Ertypath  [iatesra Procucton Confguraton Aralytecs' Aratytos atuses U o Bres

Copect claws [ Reaytetn Ststesi

1 BESacE)
1 ¥eu

1 D155

1348 Me1SE

1 O s Bresk

8. Go to File Menu and click Export.

9. Save the xml file any desired location.

£ Save As

Organize
handlers_i18n »

B This PC
I Desktop
%] Documents
# Downloads
D Music
= Pictures
B videos
2y Local Disk (C:)
= Local Disk (D)

4+ BB > ThisPC » Desktop »

Mew folder

v £

v O

Mame

Share

2] Testing.xml

Search Desktop )

11

Date modified Type

2/25/2019 1254 PM
47172021 847 AM

File folder
XML Doca

File name:

OnCallacD|

» Hide Folders

10. Open the file in Notepad.

Save as type: .ICDiﬁls{'mI}

11. Modify the Name and Status Name values with Custom Status name.
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T OnCallACDomwl - Motepad
File Edf  Foimat View Help

k#ml version==1.8" encoding="utf-B~?»¢l-- Generated by DSEdit --3><ENTRY NAME="On a Break™
CLASS="AnalyticsStatus ><ATTRIBUTE NAME="Enabled™><VALUE>Yes< NVALUE>< JATTRIBUTE><ATTRIBUTE MAME="Status
Mame™»<VALUE>0n a Break< NVALUE»< ATTRIBUTE></ENTRY

12. Save the file and open DSEditU.
13. Click AnalyticsStatuses.

@ LATESHA - DSEdit
File Edt Tree _Errtq.r Attribute  View Help

L 2]

& AnalyticsDashboards
@ AnalyticsRealTimeStatistics

& AnalyticsRoles

=]
ACD - Agent Mot Answering
At Lunch
Available

Byailable, Follow-Me
Available, Forward
Available, Mo ACD
Ay From Desk

De Mot Disturbs
Follow Up

Gone Home

in a Meeting

On a Break

Certificates _ - - -
Chent Buttons Entrypath:  [\atesha'\ Production'Configuration'Anahtics'\Analytics Ratuses
& Chent Configuration
Olyect class: I"'mh“
Client Memos
- ChentTernplates -
. Calacii Atrbute Name Tyipe | & | Ve
c Date Created Sing 1 16812155283
o snCreated teger 1 332 (xlde)
@ Config Certificates sniModfiad integar 1 332 (x14c)
= Conhguration
Accumulators
Actions
Active Directories
= Analytics

14. Import modified xml using Import option from File menu.
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§ LATESHE - Ut
Fde Ednt Tiee Emtry Alnbute Yiew Help
B __1_|
Centifscates % Open b4
Client Buttons
% Chent Configuation 4 Bl » ThaPC » Deskiop » w 0 Search Desktop b
Chent herncs .
& ChentTemplat Organize *  Mew folder e 9
B E'D"f‘“ M1 A Mame Date meodified Type
- Components
& Confsy Centificaes handlers_i12a Share EH05 125 P Fe folde
= Configurstion W This PC = ORCAACD xmi Y202 BSEAM XML Do
Accumulators = = Testrgaml YVHIBATAM  AMLD
Bucteong BN Desktop =l 1
Active Directosies % Documents
= Analytics 1‘ Dewricad
& AnabyticsDashbeards _
B AnalyticsRealTimnaSantitics & Music
& AnahyticsFoles = Pictures
7 M:.D Agent Mot Arswering il Yo
&t Lnch s Local Digk {C:)
dvpalable = Local Disk (k)
Aovadlable, Follow-Me
&undable, Formard e Metwork S =
15. New Entry is added in the registry.
7 LATESHA - Db
File Edit Tree Entry Attribute View Help
1l 9
Ceatificates -~
Chent Buttons Entrypath:  [atesha'\Production'\Configuration Anshytics Analtics Statises'\On ACD Cal
@ Chent Configuration )
Object class: hm&.u.-
Chent Memos
@ ChendTernplates
Bect Hitribute Name | e | | Valoe
Bc Enabled Siring 1 Yes
2] me: o — Ftager 1 21980 (Mx55dc)
& Config Certificates snModied hieger 1 21384 5500
B Configuration Sttus Hame Siring 1 OnACDCH
Accumulaters
Achons
& Analytics

& AnshticsDashboards
- AnayticsRealTimeStatistics
- AnshyticsRoles

= AnalyticsStatuses

ACD - Agent Mot Answering
At Lunch

Available

Avmilable, Follow-Ne
Available, Forward
Available, Ho ACD
By From Desk

Do Mot Disturk
Fallow Up

Gone Home

In a Meeting

On a Break

16. Restart the Analytics Bridge from the IC System Manager.
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(& LATESHA - IC System Manager

File' Monitor Control Trace View Help

22/ b ?

Subsystem © | st... | Status | Startup Type | PID | Elapsed Time

1 Prompt Server 17  Started Automatic 5828 35 days, 1 hours, 33 minutes, 16 second
4 Process Automati... 49  Started Automatic 12120 35 days, 1 hours, 31 minutes, 58 second
4k Post Office 39  Started Automnatic 10012 35 days, 1 hours, 32 minutes, 26 second
4 OutOfProcCusto.. 31  Started Automatic 8308 35 days, 1 hours, 32 minutes, 49 second
4 Optimizer Server 25  Started Automatic 1324 35 days, 1 hours, 33 minutes, 5 seconds
4 Notifier 1 Started Automatic 4636 35 days, 1 hours, 34 minutes, 4 seconds
1 Mrcp Subsystem 16 Started Automatic 5768 35 days, 1 hours, 33 minutes, 16 second
4 Mail Account Mo... 6 Started Automatic 4144 35 days, 1 hours, 33 minutes, 51 secong
1 IpServer 38  Started Automatic 5484 35 days, 1 hours, 32 minutes, 26 second
1 IPDBServer 15 Started Automatic 5748 35 days, 1 hours, 33 minutes, 16 second
%P 48  Started Automatic 12088 35 days, 1 hours, 31 minutes, 58 second
4 lonNotifier 2 Started Automatic 3148 35 days, 1 hours, 33 minutes, 39 second
4k Interaction Recove... 9 Started Automatic 5164 35 days, 1 hours, 33 minutes, 41 second
4 IC Secure TokenS.. 24 Started  Automatic 14180 0 days, 0 hours, 0 minutes, 9 seconds
1 httppluginhost 4 Started Automatic 4432 35 days, 1 hours, 33 minutes, 57 secong
4 HostSen T T Ay 3720 35 days, 1 hours, 33 minutes, 16 secong
4k Feedbac Get Subsystem Data 7064 35 days, 1 hours, 33 minutes, 5 second
9@ FaxServe Poll Subsystem 9924 35 days, 1 hours, 32 minutes, 26 secongd
4 DSServes _ 4352 35 days, 1 hours, 33 minutes, 57 secong
1 DataPipe Configure Tracing 5656 35 days, 1 hours, 33 minutes, 16 second
4 DataMar 15580 5 days, 22 hours, 48 minutes, 10 second
4 DatabExtr e 35 days, 1 hours, 33 minutes, 5 second
4 Compre Stop Subsystem 35 days, 1 hours, 33 minutes, 16 second
4 CloudCc Dngaosic nfonamtion 35 days, 1 hours, 31 minutts, 58 second
4 CloudBr 35 days, 1 hours, 32 minutes, 26 second
4 Client Se Properties 35 days, 1 hours, 33 minutes, b second
*m_“mm ) 0 days, 0 hours, 0 minutes, 8 seconds
1 AdminServer 8 Started Automatic 5136 35 days, 1 hours, 33 minutes, 42 second
1 AcdServer 30 Started Automatic 8288 35 days, 1 hours, 32 minutes, 49 secong
4 AccServer 10 Started Automatic 5532 35 days, 1 hours, 33 minutes, 16 secong

17. Open Interaction Desktop and change the status of any agent to On ACD Call.
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2 Interaction Desktop - Operator Console
File Edit View Workspaces Options Tools Tracker Window Help

i New » M T X (00002 € OnACDCall * [+ ! Workgroups * |
O My Interactions € Call History | [ My Work items |

Queue MName MNumber Duration State  Details
@w.. From: suresh 011 92905665 T 0:01:11 hsco... 9490566571

18. Open Multiple Agent Status Dashboard from CX Insights.
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19. On ACD Call status shown in dashboard for User1.
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Install MicroStrategy Developer with New License Key

1. Download Intelligent Enterprise from MicroStrategy community.

Products x +
m

C @ community.microstrategy.com/s/products?language=en_US

MICROSTRATEGY

Join us at World.Now—a virtual, interactive MicroStrategy conference. February 3-4, 2021 Learn more »

Search
Intelligence Everywhere

e -

HYPER
NTELLIGENCE Product Categories
[ MicroStrategy 2020 I Generate Keys
BUSINESS
NTELLIGENCE _ .
Intelligent Enterprise The Microstrategy Intelligent Enterprise™ platform release
[] nw b o e oA et and m “
Release Date: 12/12/2019 enhancements.
DEMOS
&= Intelligent Enterprise Update
EDUCATION m 4 Update 4 is a server update that requires a customer to first m “
S~ Version 2020 Update 4 install the MicroStrategy 2020 Intelligent Enterprise.
by Release Date: 01/12/2021
SUPPORT
— .
= o MicroStrategy 2020Patch | | e

2. It will ask for confirmation to agree to the terms and conditions, please check the | Agree check box and click on the Download

button

3. Unzip the downloaded zip file and click MicroStrategy.exe file.

Name

Installations
ReleaseNotes
11} MICROSTRATEGY.EXE
£ MicroStrategy_11.2_IntelligentEnterprise_...
jz] pvecystmt.html
):::J setup_path.ini

4. 1t will popup the language selection screen. Select the Language.

Date modified

2/9/2021 3:46 AM
2/9/2021 3:46 AM
12/6/2019 10:48 PM
2/9/2021 2242 AM
12/6/2019 10:48 PM
12/6/2019 10:48 PM

MicroStrategy - InstallShield Wizard

Type

File folder
File folder
Application

Compreszed (zipp...

HTML Document

Configuration sett...

Size

280 KB
7,035,659 KB
6 KB

1KB

X

Select the language for the installation from the choices below.

English (United States)

5. Click Next in the Welcome wizard.

File version
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MicroStrategy

Welcome

Welcome to the Install5Shield Wizard for MicioStrateqy

The IretallS hield® 'Wizard will install MicroStrategy on your compates. To continue, cick Nest.

Chick hare for Oniing Help

Cancel

6. If its popup screen for reboot is required, enter Yes.

Question

The Setup program has determined that a reboot is
recommended at this time to ensure a clean installation. Not
rebooting may result in unexpected behavior.

Click Yes to continue anyway, Mo to abort Setup.

Yes ¢ [+]

7. Accept the License Agreement and click Next.
8. Enter the License key and the details.
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ase enter your information, WE‘|CDT‘|"|E‘

FustName: || Last Mame:

Emal Addvess: |

Install

Tarequest & License Key, contact MicroStrategy Technical Support of uge the self-zervice
Licerise Ky geneistor &valable st

¢ Back ) Cancel

9. If the license is valid, It will list the available Microstrategy products for that license. Click Next.
10. Select Custom Instal and click Next and Next.

40



T R e

Install Options
Flease select an inctall option Welcome

—_— € Express Instal
Install Recommended: Multicore 64-bit processor, 35 GB disk space on C:\, 16 GB

ey
E stimated Install Time: 1 hour

Emor: Mot enough memory
Enmor: Not enough disk space on T4

+ Custom Instal
Select specihic components.

¢ Back Mesxt » Cancal

11. Select the products, clear all and select Microstrategy Developer and Microstrategy Server Administration.
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MicroStrategy
Select Features

Select the festures setup vl instal WE"COmE‘

Select the features pou want 1o nstal, and deselect the featues you do not wank o install

5 [ IMicioStistegy Intsligence n | | Description
) [JMicroStiategy Web Universal Commar Manage shove the
#- [ MicioSirategy Libray cieation EECution
S — #- [ MicioStrategy Difhce WI mml i |
Install # [ MicroStiategy Mobie interface.
[MicroStrategy Community D ata Conneclons
=[] MicioS irategy Developes Products
MicioStategy Analist
EAMicroStrategy Developer
- [ IMicroStrategy Architect
EAMicroStategy Server Administator

[(MicioStategy Telemetiy Senvei
[MicroStrategy Dbject Manager

B MicioStategy Command Manager
[ MicioStrategy Enterprize Manager
[CIMicroStrategy Integrity Manags: W

Destination Folder
C:\Program Files 5 \MicroS ategy\Command M anager

¢ Back Medt 3 Cancel

12. Click Yes, If it pop up with a question, It will show another screen.

Question

to proceed:
Print Spooler
1S Web Server

o The following Windows services need to be stopped in order

Click Yes if you want the setup program to stop them for you.
Click Mo to go back.

Yes No

13. Check the Automatically restart the computer option and click Install.
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wiew Installation Settings
Teview settings bedore the installation beging. Welcome

The information below will be saved in
C:\Frogram Files (BENCommon Files\MicroStiategyl ratallS ummany. bt

Components] Installed
- MicroStrategy Analyst
- MicroStrategy Developer
« MicroStrategy Server Administratos

Install Target Deectoies:
- MicroStrategy Developer Products: C:\Program Files [x88\MicroStrategy\Developer
- MicoS trategy Common Files: C:\Program Files (xB6\Common Files\MicroStategy

Log file:
C:\Prograrm Fies [x86]\Common Files\MicroStrategyunstall log

W Automaticall resta this computer if needed duning installabion

After restart, log in with the same administrative account to complete the configuration. The system
may appear ho ba uniesponsive bor up to 30 minutes. No user input iz requined. Inteiupting this
process wall result in an mcomphste system conhbgusation.

< Back [Instat ] Cancel
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MicroStrategy
Setup Status

Welcome

MicroStrategy & configuring your new software nstalabon.

Instaling MiaraStrategy Commaon Fles

Install

PTLLLEGENT DN TURFRISE ~ PLATFORE

14. It will reboot the machine after installation. You can open the Microstrategy Developer after the system is rebooted.




15.
16.
17.

18.

g
File Edt View Go Tools Schema Window Help

BE- B

Tutodal Shoricuts | Location

\ Folder List x
Voo
Project Source Manager X

1 |I Project Sources |

Mame | Connection mode Add

&

A project source defines the connection mode and login method to

e) ] the project metadata
Carcel b

Other Shortcuts |

Please run the following command in your Cent OS /RHEL machine where CXInsights is deployed
kubectl expose deployment pcn-cxinsights-helmcharts-gexi —type=NodePort —-name=mstr-gcxi-service -n pcn-cxinsights-system
It will expose the node port to connect GCXI Server from Microstrategy Developer.

We need to use the Server name and port (32277 for this instance) which is exposed for 34952 port in developer to connect to
the GCXI container from developer.
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E MicroStrategy Developer
|| Gile gdit View Go Jools Schema Window Help

[B -] % dam|Xx s/ s

EREDIE

Other Shortcuts | Logation:|

Folder List

x

Project Source Manager x
Project source: |cinsights |
| Connection mode: | Server ~|

Connection | Advanced | Memory | Metadata Table Pref |

Server name: [oxnsights -]
e =
] Connection times cut after:

minute(s)
[CJuse s5L
Verdfy server cerficate

Client S5L Certificate Authorty

certificate

Description

This connection type connects to the metadata via Micro Strategy
Inteligence Server.

[ ok || coce | He

—

MicroStrategy Developer

Jljile Edit View Go Tools Schema Window Help

|8 -

% @2 | X de| ¥ BL #

o

|B-=m o

Other Shortcuts

Location: | cxinsights

Folder List

R #] cxinsights
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Troubleshooting CX Insights for Installation and

Configuration Issues

Troubleshooting CX Insights installation and configuration issues require an administrator status (root permissions) and privileges,

and access to the servers hosting CX Insights.

Error

Description

Solution

User is unable to login to the CX Insights server.

This error may
occur if the
Endpoint
update service
is not running.

Verify if the Endpoint update service is up and
running by using the following command:
systemctl status endpoint Ifthe
status of the service shows that it is stopped,
start the service by running the following
command: systemctl start endpoint
If the service doesn't start, verify if the endpoint
service update file is available in the following
location: /usr/local/bin/endpoint-update-
service.py You can also verify the
endpoint.log for more information which is
located inside the gexi-log persistent
volume.An example path looks like/opt/local-
path-provisioner/pvc-3f41dbeb-2649-40ad-
9106-54228244ce77

Current user has no accessible project, or lacks privilege
'WebUser'. Please contact the administrator.

This error may
occur when a
user without an
Analytics
license logs in
to the CX
Insights
application.

For the specific user, in Interaction
Administrator>User configuration dialog,
enable Analytics License (Core) and also
select Enable Licenses check box. If the
same error occurs even after enabling the
licenses, clear the cookies and try logging in
again.

Bad gateway

This error may
occur when a
user logs in
with a different
account, and
proceed
logging in by
selecting
Trusted
Authentication
Request.

Verify if IC-Secure Token is reachable in CIC
Server.

Error in login Please contact your Administrator.

This error may
occur when a
user logs in
with a different
account, and

Verify if IC Secure Token Certificate is properly
placed in vi
lopt/tomcat/webapps/MicroStrategy/WEB-
INF/classes/resources/SAML/IDPMetadata.xml
in the CX Insights server. You can also check

the shell script,
this error may
occur because
Windows uses
\\n' as a new
line character
and Linux uses
l\nl

proceed SAML.log for more information. Tip: To get
logging in by the path of SAML.log file, run the following
selecting command: find / -name 'SAML.log'
Trusted
Authentication
Request.

$'\r': command not found While running | To resolve this error, remove \r' by using the

dos2Unix tool or by using the sed command
as shown below:

sed -i 's/\x//g'
ansible install.sh
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Host FQDN error For example: "Error: release pcc-—
helmcharts failed: Ingress.extensions \"pcc-
helmchartsmstrdataadapterserver\" is invalid:
sec.rules[0] .host: Invalid value:
\"172.26.20.55\": must be a DNS name,
address"

not an IP

This error may
occur when
configuring and
deploying CX
Insights

To resolve this error, you must check for the
host DNS. If the mentioned host is an IP
address, then change the host IP to host
FQDN. For example: Instead of 123.45.67.890
IP address use pxx-kxx-cx.domainxxx.com
(server.domain.com).

K3s server start error For example: FATLED!=> {"changed":

This error may

To resolve this error, re-run the following

false, "msg": "Unable to restart service K3s: occur when command: sudo ansible-playbook --
Failed to restart k3s.service: Connection timed [ configuringand | vault-id cxinsights@prompt -i
out\nsee system logs and 'systemctl status deploying CX inventory.yml site upgrade.yml -K
k3s.service' for details.\n"} Insights

Wrong pcon-mstr folder path error For example: FAILED ! => This error may | To resolve this error, check for the pcon-
{"changed": false, "cmd": ["helm", "install", occur when mstr folder path. It should be in
"pcon-mstr", "--name", "pcc-hemcharts", "-- configuring and | cxinsights-playbook-

namespace", "pcn-cxinsights-system", "--tiller- | deploying CX k3s/group vars/all.yml
namespace", "pcn-tiller-system", "-f", Insights upstream Ehartvmuepam_

"~/values.yml"], "delta": "0:0:00.166113",
"end": "2020-02-21 06:47:47.533577",
"failed when result": true, "msg": "non-sero
return code", "rc": 1, "start": "2020-02-21
06:47:47.367464", "stderr": "Error: failed to
download \"pcon-mstr\" (hint: running 'helm
repo update' may help)", "stderr lines":

["Error: failed to download \"pcon-mstr\"
(hint: running 'helm repo update' may help)"],
"stdout": "", "stdout lines": []}

Pods evicted state error

This error may
occur when
configuring and
deploying CX
Insights

Sometimes many pods are in an evicted state.
To remove all the evicted pods, use these
commands. Prerequisites: yum install jq
kubectl get pods -A --all-
namespaces -o json | jg '.items[]
| select(.status.reason!=null)
select (.status.reason |
contains ("Evicted")) |
delete pod \ (.metadata.name)
(.metadata.namespace)"' |
n 1 bash -c

"kubectl
-n \

xargs -
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Appendix

MicroStrategy Server License Update Process

The MicroStrategy server instance that runs in the container has a pre-activated key, which is required for the operation of
MicroStrategy. This pre-activated temporary key with limited life is to facilitate uninterrupted deployment and testing in the
production environment. The following procedure describes the steps required to update the key.

Note: You need to request for a new license key, based on the MicroStrategy version and validity of license.

If you are a new CX Insights customer or an existing customer, renewing contract or upgrading CIC version, must check for the
validity of your MicroStrategy container license and request a new license key using the prescribed license ordering process. The
MicroStrategy version may or may not change for CIC release. If the MicroStrategy version change then you must raise an
Activation File Request (AFR) for a new MicroStrategy version license key. For CIC and CX Insights version mapping view the below
table.

CXnsights Version | EIC Release | MicroStrategy Version
1.0 2019 R4 10.11
1.0 2020 R1 10.11
2.0 2020 R2 10.11
3.0 2020 R3 2020
4.0 2020 R4 2020
4.0 2021 R1 2020
4.0 2021 R2 2020
5.0 2021 R3 2020
5.0 2021 R4 2020
6.0 2022 R1 2021

License Ordering Process

The license ordering process is taken care by the Sales Engineers for customers, so the customers must contact their account
executives to initiate the process. There are two types of license key models available based on the requirements of customer, you
can select the best suited model. The following are the two types of license key models available.

For Perpetual model

If you have purchased the Stock Keeping Unit (SKU)/ Part Number, but was granted with the temporary file. Then you need to submit
the Activation File Request (AFR) and communicate to Genesys Licensing Team. For more information, see Request a License File.

For Subscription model

If you have the subscription file, then the file is always temporary with the end date locked on the subscription date. The requests
for the subscription files should include the corresponded subscription Sales Order number or a copy of the software delivery
notice that includes Sale Order number.

License Request Checklist

Scenario Request for
New License

New CX Insights Customer on boarded Yes

Existing CX Insights Perpetual Customer Yes

Existing Perpetual Customer, who is moving to a higher MicroStrategy version due to CIC version upgrade Yes

Existing Perpetual Customer, who is upgrading their CIC version but has the identical MicroStrategy version in both No
the CIC versions

Existing CX Insights Subscription Customer, who is renewing the contract Yes

Existing CX Insights Subscription Customer, who is upgrading to a higher CIC version within the contract tenure but | Yes
the MicroStrategy version mapped to the future CIC version is different from the existing CIC version

Existing CX Insights Subscription Customer, who is upgrading to a higher CIC version within the contract tenure but No
the MicroStrategy version mapped to the future CIC version is identical as the existing CIC version

49



https://genesys.secure.force.com/activationfile/ActivationFileRequest
https://genesys.secure.force.com/activationfile/ActivationFileRequest
https://help.genesys.com/pureconnect/mergedprojects/wh_tr/mergedprojects/wh_tr_licensing/desktop/request_a_license_file.htm

Process of Updating new License Key

Prerequisites
e Contact your Genesys PureConnect representative to obtain a new license key.

Installing a new License Key
Edit the GCXI configmap using the command

kubectl edit configmap pcn-cxinsights-helmcharts-gcxi-config -n pcn-cxinsights-system .
Update the file with the below property with the license key under the data properties as shown below and save the file.

MSTR_LICENSE: <your new license>

nn

ininlab

nl-NL, pl-FL

DE,ja-JP,pt-BR,

'Il'l E."

Delete the existing GCXI container using the below command.

kubectl -n pcn-cxinsights-system scale --replicas=0 deployment/pcn-cxinsights-helmcharts-gcxi
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Create new GCXI pod using the below commandand license key will be updated for newly created gcxi container. There is a down
time of minimum 5-minutes for a new container to get up and running.

kubectl -n pcn-cxinsights-system scale --replicas=1 deployment/pcn-cxinsights-helmcharts-gcxi

License Update Verification

After the license update is done, a log file is generated. To check the log file existence do the following:
1. Type the following command to get the pods list.

Kubectl get pods -A

2. To go inside GCXI pod, we need to run the following command. For example, GCXI pod name is pcn-cxinsights-helmcharts-
gcxi-7f5¢78cb65-qtsn4

kubectl exec -it pcn-cxinsights-helmcharts-gcxi-7f5¢78cb65-qtsn4 bash -n pcn-cxinsights-system
3. It allows you to go inside the GCXI pod and then navigate to the logging directory, using following command.

cd /mnt/log/mstr
4. To get the list of files use the following command

5. Check for the log file with name (LicMgr.log). It is available only after the license key is updated.
6. Open the LicMgr.log file and check whether the newly upgraded License Key is displayed or not.
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Date

Change

28-June-2019

Initial release

21-November-2019

Updated architecture diagram

02-December-2019

Added Configure HTTPS For Nginx topic

04-December-2019

Updated Analytics Configuration description

06-April-2020

Added Kubernetes Deployment Information

29-April-2020

Added Troubleshooting Information

04-May-2020

Updated Server Install and Upgrade Containers topics

11-June-2020

Updated Server Install and help.genesys.com links

21-July-2020 Updated CX Insights configuration in Interaction Administrator topic

17-August-2020 Updated server installation procedure, included Switchover, and
Backup and Restore features

10-November-2020 | Included reverse proxy configuration procedure, added RHEL support

10-February-2021 Updated Install CX Insights Server topic.

12-March-2021 Added a new topic MicroStrategy Server License Update Process

11-May-2021 Added License Update Verification Information

20-May-2021 Added additional steps to License Update Verification Information

01-September-2021

Added Internet connectivity info in prerequisites topic.

Added Internet Required info in
Prerequisites topic.

11-August-2021

Added Install MicroStrategy Dev with new license, Custom status,
and Data Source Config.

01-September-2021

Added Internet connectivity info in prerequisites topic.
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