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Introduction to SA, SSO, and Third-Party Certificates

The SA, SSO and Cl technical reference is for technical and management staff who need an overview of communication with IC with
respect to Single Sign On using Third-party certificates instead of CIC certificates for secure communication.

SA is used to configure CIC Server in a new installation and to configure and install the certificates.

Single Sign-On is an industry term for using one instance of user identity authentication across multiple applications and systems.
SAML SSO works by transferring the user’s identity from one place (the identity provider) to another (the service provider). This is
done through an exchange of digitally signed XML documents.

The third-party certificates ensures that the corporate data is encrypted in such a way, that only the recipient who owns the
certificate can decrypt it.

CIC provides many options to allow administrators to choose a necessary security level that is appropriate for each environment in
which IC resides. IC enables many Pureconnect Security Features by default while other security features require licensing.
Administrators enable and configure those features through one or more CIC applications.

All components of an IC System use asymmetric Public-Key cryptography and a form of Public-Key Infrastructure (PKI) with
certificates to validate every connection between them. CIC Subsystems, such as Interaction Media Server, Session Manager, and
Interaction SIP Proxy, use this security schema to validate connections with other subsystems, CIC client applications, and the IC
server. The IC System validates most of these connections automatically without visual notifications and requires little to no
configuration efforts by an administrator.




Certificates Overview

Digital certificates show that devices, organizations, and people are who they say they are. No security measure is fool proof, but
digital certificates provide a reliable way to stop unauthorized access to computer devices and networks.

Digital signatures use identity certificates to combine your public key with other identifying information for your
authentication.

Certificates contain a public key and information about the owner of the public key.

Certificates bind the public key to a distinguished name, MAC address, e-mail address, or alternative name.
A Certificate Authority (CA) validates (signs) the contents of a certificate.

Validation hashes the data in the certificate and signs it with the CA private key.

The CA public key is available for consumers of the certificate to validate its authenticity.

CIC generates or obtains the most standard certificates automatically.

TLS allows authenticated, encrypted communication between parties previously unknown to each other. Public key
cryptography facilitates this process using certificates. When a ‘client’ (any application, local or remote server process
that connects to the CIC Server) starts TLS communication with a server, it follows a handshaking process.

The client sends a request for TLS communication to the server.

The server responds by providing its digital certificate to the client and (optionally) requesting a certificate from the client
for client authentication.

The client validates the certificate by using the server certificate CA public key.

If a certificate of the server is valid, the client then creates a master secret key for use in future communication. It
encrypts the key with the public key of the server (from a certificate of the server) and transmits it to the server.

If the server requested client authentication, the client also includes its own digital certificate.

If the client transmitted a certificate, the server verifies the identity of the client using the CA client certificate’s public
key.

Client and server both use the master secret key to generate the symmetric session keys.
All future communication takes place using symmetric encryption.

During the initial steps of the handshaking process, the client and server also negotiate the exact cryptographic
algorithms to secure the session.

Certificates usage in IC

CIC uses the following certificate types, each for a different purpose:

Subsystem certificates: Validate data connections using TLS between local and remote CIC Subsystems and the CIC
Server, and CIC application connections to the CIC Server.

Line certificates: Validate SIP connections using TLS between CIC and SIP devices.

E-mail certificates: There are two types of e-mail certificates. One type uses SSL/TLS to validate e-mail transmissions
between the CIC Server and the e-mail server. The other type uses S/MIME to secure e-mail between individual e-mail
senders and receivers. You can use one or both types.

Web Server certificates: Validates that apps (such as iPad Supervisor) have connected to the web server on a trusted CIC
Server




IC Subsystem Certificates

Genesys is the authority behind the certificates installed by default with CIC. If you use the provided subsystem certificates, they
require little configuration. If you choose to use your certificate authority (CA), it requires extra configuration.

CIC Servers automatically use TLS protocol-enabled connections and public/private key certificates for communication with
remote subsystems. For example, communications between CIC Servers, Interaction Media Servers, and ASR servers all use
secure, encrypted TLS connections with digitally signed certificates for secure validation between them.

These certificates should be trusted in IA for communication.

Genesys installs its server group (root) certificate authority that issues certificates to all authorized remote connections and
applications.

Switchover Server pairs must use the same server group (root) certificate and private key so remote connections can have
immediate access to both the primary and backup servers.

Multi-site CIC Servers that do not share common subsystems each have their server group (root) certificate to issue private
keys to the local subsystems at each site.




Subsystem certificate generation

The IC installation program and Setup Assistant generate all of the needed IC subsystem, server, client, and line certificates when
you use the CIC System as the certificate authority. The certificates are unique to each IC Server. Switchover servers must share a
server group, certificates, and private keys. When configuring the backup server in a switchover pair, safely copy the server group
certificates and private key from one server to another.

Subsystem Connections
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CIC subsystem certificate files

The default CIC certificates are generated and stored under the \I3\IC\Certificates folder on the CIC Server. Each type of certificate
is stored in the appropriately named subfolder. The following table contains a summary of the CIC Server's subsystem and
application certificates along with their public/private keys.




Subfolder Under \I3\IC\Certificates and

Subsystem Certificate Files

Description

\ServerGroup\

ServerGroupCertificate.cer

The server group certificate authority is the root of the trust chain, and it issues
the CIC

Certificate Authority (CA) certificates

ServerGroupPrivateKey.bin

The server group private key (most important to protect this file).

ServerGroupPublicKey.bin

The server group public key.

\ICCertificateAuthority\

<icserver>_|ICCertficateAuthorityCertificate.cer

The CIC Server Certificate Authority (CA) issues all other CIC subsystem
certificates.

<icserver>_ICCertficateAuthorityPrivateKey.bin

The CA private key (protect this file)!

<icserver>_|CCertficateAuthorityPublicKey.bin

The CA public key

\Client\Local_Subsystem\

<icserver>_ServerCertificate.cer

The server certificate the CIC Server uses in the mutual authentication of a
subsystem or client application

<icserver>_ServerPrivateKey.bin

The server private key

<icserver>_ServerPublicKey.bin

The server public key

<icserver>_ClientCertificate.cer

Use the client certificate for the mutual authentication of a local subsystem.

<icserver>_ClientPrivateKey.bin

The client’s private key

<icserver>_ClientPublicKey.bin

The client’s public key

<icserver>_TrustedCertificate.cer

Use the CIC Server trusted certificate to validate both the
<icserver>_ClientCertificate.cer and

the <icserver>_ServerCertificate.cer.

\Client\Remote_Subsystem\<icserver2>*

<icserver>_ClientCertificate.cer

The client certificate enabling <icserver> to connect to <icserver2>

<icserver>_ClientPrivateKey.bin

The client’s private key

<icserver>_ClientPublicKey.bin

The client’s public key

<icserver>_TrustedCertificate.cer

The trusted certificate is used to validate the certificate from <icserver2>.

\Client\Remote_Client\<icserver>

<icserver>_TrustedCertificate.cer

The trusted certificate is used to authenticate remote CIC Servers for local client
applications. It uses this certificate to validate the certificate from the remote CIC
Server.

In a SwitchoverServer pair, there are two <icserver> folders named for each CIC

Server in the pair.




Certificate map file

The <icserver>_ININ_Certificates.xml file in the \I3\IC\certificates directory on the CIC Server contains a map of all the subsystem
and client certificates created on the server. It does not include the SIP line certificates. For example:

- = ININCertificates =
= = Notifiers>
- < ServerGroupCertificate =
=PublickeyPath =D\ IINIC\ Certificates) ServerGroup\ServerGroupPublickey. hin=/FublickeyPath =
<PrivatekeyPath>D:\ 13\ ICY Certificates\ ServerGroupl ServerGroupPrivatekey.bin</PrivatekeyPath>
< Certificate Path =Y I3 ICY\ Certificate s\ ServerGroup\ ServerGroupCertificate.cer</CertificatePath =
<Password />
«Trusted CartificataPath />
< fserverzroupCertificats -
- <Notifier Name="lasper” >
= < SubsystemsPemoteClientCeartificate »
<PublickeyPath =D\ I3NIC\ Certificates) Client\Remote_SubsystemsiJasper\LAKE_ClientPublickey.bin</FublickeyPath =
<Privatek eyPath >\ IV IC\Certificates\ Client\Remote_Subsystems\Jasper\LAKE_ClientPrivateKey.bin</PrivateleyPath=
< Certificate Path =0 I3 IC\ Certificate sy Clienty Remote_SubsystemsJasper\LAKE_ClientCertificate.cer< /CertificataPath=
<Passward /=
<Trusted CertificateP ath >D:\ I3
oy Certificates\ ClientyRemote_SubsystemsJasper\LAKE_TrustedCertificate.cer</TrustedCertificatePath =
</SubsystermnsRemote ChentCertificate =
- <RemoteClientCertificate =
<PublickeyPath /=
<PrivatekeyPath />
= CertificatePath /=
<Password /=
«Trusted CartificatePath =Dy [3N IC\ Certificatesy Clienty Remote_Client\ jasper\LAKE_TrustedCertificate.cer</Trusted CartificatePath >
< /RemoteClientCertificate =
< /Naotifier >
= «MNotifier Narme="LAKE" >
- =1CCertificateduthority =
<PublickeyPath >0 I3V IC Certificates ICCertificate Authority Y LAKE_ICCertificate Authority PublicKey.bin</FublickeyPath >
< PrivatekeyPath =Dy 134 10y Certificates\ ICCertificate Authority \LAKE_ICCertificate AuthorityPrivateKey.bin</FPrivatekeyPath=
= CertificatePath =DATIVICA Certificates\ ICCertificate Authority \LAKE_ICCertificateAuthorityCertificate.cer</CerbficateP ath =
<Password /=
= TrustedCertificatePath /=
</1CCertificateAuthority =
= < SubsystemsServerCertificata >
< PublickeyPath =D I3NIC\ Certificates\ Client\Local_Subsystems\LAKE_ServerPublickey. bin<,/PublickeyPath =
«Privatek eyPath =D\ IIVIC\Certificates\Client\Local_Subsystems\LAKE_ServerPrivateKey.bin</PrivateeyPath =
< CartificatePath =0y I3 ICY Certificates\ Clienty Local_SubsystemsYyLAKE_ServerCertificate.cer</CertificatePath>
<Password /=
«Trusted CertificatePath > D\ I3 ICY Certificatesy Clienty Local_Subsystems\ LAKE_TrustedCertificate.cer<,/TrustedCertificatePath =
</SubsysternsServerCertificate =
- < SubsystemsRemoteClientCertificate =
<PublickeyPath>D:\I3VIC\ Certificates Client\ Local_SubsystemsLAKE_ClientPublicKey.bin</PublickeyPath»
= PrivatekeyPath =Dy 13N IC\ Certificates\ ClientyLocal_Subsystems\LAKE_ClientPrivateKey. bin=/PrivatekayPath=
< CertificatePath > I3V IC\ Certificates \ Client\Local_Subsystems\ LAKE_ClientCertificate.cer</CertificatePath >
<Password />
=TrustedCertificatePath =D\ I3V ICYCertificates\ Client\ Local_Subsystems Y LAKE_TrustedCertificate.cer</TrustedCertificatePath =
</SubsystermsRemote ClientCertificate >
- <RemoteClientCertificate =
< PublickeyPath /=
<PrivateKeyPath />
< CertificatePath /=
<Password /=
<Trusted CertificatePath >D:\ I3\ IC\ Certificatesy Clienty Remote_Clientylake\LAKE _TrustedCertificate.cer</TrustedCertificatefath >
< /RemoteClientCertificate =
< /Natifier =
=< /Notifiers =
< SIPDevices /=
</ ININCertificates =




Certificate signing options

CIC Servers require certificates and private keys for secure communications with remote subsystems such as ASR servers and
Web servers.

CIC Servers in multiple CIC Server environments, for example, a Switchover pair, require identical certificates and private keys to
connect to remote subsystems. Depending on this CIC Server's role in your CIC Server environment, you can complete this process
on each CIC Server.




First Run of IC Setup Assistant

Following is how the Certificate Signing Option page appears the first time you run IC Setup Assistant

I Setup Assistant ? =
Certificate Signing Option = 1‘
Specify certificate signing optons. L5

Select one of the following certificate signing aptions for your IC sereer amaronments

{_) Use existing certificates and private kevs.

(®) Generate new Pureconnect Self-Signed certificates and private keys.

() Use Third Party certificates.
Thee aingle-cortificate sgrirg opton will be avalsble after the nitial IC Server St =
| | cormplete.
Erryot the cerbficates and private keys with a
Select Master Key

| matter kev stored m the Windows Cerbficate Store

<o [Res ] | o

Use Existing certificates and private keys

If selected, you prefer to leave the current certificate structure as it is. This selection bypasses any further setup for certificates and
continues with the next step in IC Setup Assistant.

Generate new PureConnect Self-Signed certificates and private keys

If selected, the system generates new PureConnect self-signed certificates and private keys. For more information see section
Generate new PureConnect Self-Signed certificates and private key.

Use Third Party certificates

Note:You can use this option only during a Re-run of the Setup Assistant. DO NOT use this procedure for the first run of the
Setup Assistant.

If selected, the system uses certificates that a third-party certificate authority signed. This option requires you to select the
certificate use type for which to create a certificate signing request. After you receive the signed certificate from the certificate
authority, run IC Setup Assistant again and select this option again to import the signed certificate and private key. For more
information, see section Use Third Party Certificates.

Select Master Key

This procedure allows you to specify a separate master certificate and private key to use to encrypt the certificate folder. The
Windows Certificate Store stores the master certificate. You can use Select Master Key with all three certificate signing options.
After you use the Import Certificate dialog box to import the master certificate and private key, Encrypt the certificates and
private keys with a master key stored in the Windows Certificate Store option appears selected.

Encrypt the certificates and private keys with a master key stored in the Windows Certificate Store

If you used Select Master Key to import a certificate and private key to use as a master key, Setup Assistant selects this option. If
you don't want to use a certificate and private key to encrypt the certificate folder, clear this option.

Important! This option disables further certificate generation on this computer until you run IC Setup Assistant again and remove
the check mark to clear this option.

Subsequent runs of IC Setup Assistant

Following is how the Certificate Signing Option page appears when you rerun IC Setup Assistant.
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i IC Setup Assistant ? ®
Certificate Swning Opton 'L,-‘f
Speafy certficate sgning cptons, E

Select one of the following certificate Sgring options fior your IC server ernanonment:

() Use existing certificates and private keys.
() Generate new Pureconnect Self-Signed certificates and private keys.

(C)Use Third Party certificates.

[Cow not slow the Certficate Authority nstalied on your IC server &0 sion cervficates

Encrypt the cerificates and private keys with a Select Master Ke
master ey stored in e VWindows Cerbficate Store

T

Use Existing certificates and private keys

If selected, you prefer to leave the current certificate structure as is. This selection bypasses any further setup for certificates and
continues with the next step in IC Setup Assistant.

Generate new PureConnect Self-Signed certificates and private keys

If selected, the system generates new PureConnect self-signed certificates and private keys. For more information see section
Generate new PureConnect Self-Signed certificates and private key.

Use Third Party certificates

If selected, the system uses certificates that a third-party certificate authority signed. This option requires you to select the
certificate use type for which to create a certificate signing request. After you receive the signed certificate from the certificate

authority, run IC Setup Assistant again and select this option again to import the signed certificate and private key. For more
information, see section Use Third Party Certificates.

Do not allow the Certificate Authority installed on your IC Server to sign certificates

If selected, the system prevents the certificate authority installed on the IC Server from generating certificates. You must generate
and manage all certificates in your environment. This option only appears when you rerun IC Setup Assistant.

Note:When using a single-server certificate for all certificate use types and the single certificate becomes compromised for
one certificate use type, the other certificate use types cannot use the certificate.

Select Master Key

Allows you to specify the master certificate and private key to use to encrypt the certificate folder. The Windows Certificate Store
stores the master certificate. You can use Select Master Key with all three certificate signing options.

After you use the Import Certificate dialog box to import the master certificate and private key, Encrypt the certificates and
private keys with a master key stored in the Windows Certificate Store option appears selected.

Encrypt the certificates and private keys with a master key stored in the Windows Certificate Store

If you used Select Master Key to import a certificate and private key to use as a master key, Setup Assistant selects this option.
If you don't want to use a certificate and private key to encrypt the certificate folder, clear this option.

Important! This option disables further certificate generation on this computer until you run IC Setup Assistant again and
remove the check mark to clear this option.
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Generate new PureConnect Self-Signed certificates and private keys

CIC Servers in multiple CIC Server environments, such as Switchover pairs, require identical Server Group certificates and private
keys to connect to remote subsystems. Some CIC Server roles require an extra procedure to fulfil this requirement. As an example,
the following information describes the options to select for the initial active and backup servers in a Switchover pair.

To select the certificate management option for your IC Server environment:

1. Open IC Setup Assistant and then click Certificates. The Manage Certificates page appears.

‘d
"t-‘ Introduction Manage Certificates
Thes task allows you 1o S&t up & Server Group certificate and

a Identity PR BLE kiy For SECUFE COMMUIMICABGNS with remats
-~ ) subsystems.

Options
& Dialplan
e Rename DS
L ﬂ Database
4 DCOM
* Certificates

2. Click Proceed. The Select a Certificate Management Option page appears.

8

Select a Certificate Management Option ﬁ'—:i‘

Select one of the following options for configuring certificates used by your IC system:

(_) Manage server certificates
For generating new certificates or importing existing certificates for an IC par,

() Manage certificate dgests
Change the digest algorithm used across the [C system.

< Back Meat > Cancel
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3. Select Manage server certificates and then click Next. The Certificate Signing Option page appears.

fE 1C Setup Assistant 7 =
Certificate Signing Option "-‘—-{’
Spedfy certificate Sgning oplions. 15

Salect one of the following certificate signing options for your IC server emironments
() Uise existing certificates and private keys.

(®) Generate new Pureconnect Seif-Signed certificates and private keys.

(_)Use Third Party certificates.

[(]oo not allow the Certificate Authority instaled on your [C server to sign certificates

Encrypt the certificates and private keye with a Salact Master Ke
master kev stored in the Windows Certificate Store L4

<Bsck || Mext> | | Cancel

4. Select Generate new PureConnect Self-Signed certificates and private keys and then click Next. The Server

Group Certificate and Private Key page appears.

i IC Setup Assistant ? x
Server Group Certificate and Private Key "{1’
The IC server reguires a Server Group certficate and private key for secure !

communicabons with remote subsystems.

Sedect one of the following certificate management optons for your IC server ernaronment:

() THIS IS DONE OMLY ON THE PRIMARY IC SERVER.
Choosng this opbon will generate all new Sef-Soned Cervficates for the Primary 1C
e .

(%) THIS 15 DONE OMLY ON THE BACKUP IC SERVER.
Choosing ths opbon wil generate i new Seif-Sigred Certficates for the Badap IC
server.

0 For mare information chok 7.

T v

5. Do one of the following:
° If this CIC Server is the initial active server, click THIS IS DONE ONLY ON THE PRIMARY IC Server

e  No further configuration is necessary. IC Setup Assistant uses the Server Group certificate and a private key that
generated automatically during the CIC Server installation.

° If this CIC Server is the initial backup server, click THIS IS DONE ON THE BACKUP IC Server

13



e If you plan to use a third-party certificate authority, click the question mark (?) for instructions.

6. Click Next. If selected the second option, THIS IS DONE ON THE BACKUP IC Server the Server Group Certificate and
Private Key Locations page appears.

I IC Setup Assistant ? ;4
Server Group Certificate and Private Key Locations =
IC servers in multiphe IC server environments regquire identical Server Group certificates and kil

private keys to successfully connect to remote subsystems,

Follow these steps to securdly copy the Server Group certificate and private key fles from a
Primary IC server to thes Badap IC server, Chck Help for detals.

1. Chdk Import Certificate bution to select the location of the files on the Primary IC server.

2. Chck Next. The following fies will be copied to this Baduwp IC server.

Server Group Certficate: 5

Server Group Private Key: |

7. Do the following:

a. Open the \I3\IC\Certificates directory on the initial active server.

Note: To use your ServerGroup certificate and private key, locate the Server Group Certificate
(ServerGroupCertificate.cer) and Server Group Private key (ServerGroupPrivateKey.bin) to use.

b. Copy the entire \I3\IC\Certificates directory

Note: If you are using your ServerGroup certificate and private key, copy the Server Group Certificate
(ServerGroupCertificate.cer) and Server Group Private key (ServerGroupPrivateKey.bin) that you want to use.

c. Paste the Certificate Directory into the initial backup server.

d. Onthe Server Group Certificate and Private Key Locations page, click Import Certificate. The Import Certificate
dialog box appears.

14



a. Choose the certificate and private key.

Certificate
path: |l
Type: X509
Format: |PEM

Private Key
Path:

Format: IFEM
[ ] This private key is password protected

v]

assword:

Certificate Path:
Location of the Server Group certificate on the USB key. For example, F:\ServerGroup\ServerGroupCertificate.cer.

Type:
Certificate type. If you are using your own Server Group certificate, specify the type; otherwise, leave the default

setting.
Format:

Certificate format. If you are using your own Server Group certificate, specify the format; otherwise, leave the default
setting.

Private Key Path:
Location of the private key files on the USB key. For example, F:\ServerGroup\ServerGroupPrivateKey.bin.

Format:
Private key format. If you are using your private key, specify the format; otherwise, leave the default setting.

This private key is password protected:
If selected and you are using your private key, the private key is password protect

Password:
Password for the private key, when protected.

e. Complete the information and then click OK. IC Setup Assistant returns to the Server Group Certificate and
Private Key Locations page. It displays the paths of the Server Group certificate and private key files on the

backup server to copy to this CIC Server.

Note: IC Setup Assistant backs up the existing certificate and private key files before overwriting them.

f. Click Next.

g. Close IC Setup Assistant.

15




h.  Store the key containing the \Certificates directory in a safe place for backup purposes.
Troubleshooting

Do not copy the Server Group certificate and private key files manually from the designated existing CIC Server to this CIC Server.
Manual copying can lead to errors.

Important! If errors occur, rerun IC Setup Assistant, and do the procedures again. If IC Setup Assistant fails to start Notifier, DS
Server, and AdminServer, regenerate the default certificates.

Note: Before you perform any Certificate work on the IC Server for use within the DOD, you must install the latest version of the
“InstallRoot” application and run the application to install the correct DoD certificates on all of your PureConnect Windows Servers
(IC, Media, SQL and so on). InstallRoot is designed to facilitate the management of DoD PKI Certification Authority (CA) certificates
and other PKI CA certificates that may be necessary the conduct any DoD business across a variety of different certificate stores.
Please contact your DoD Customer to obtain this application. For Federal Agencies, install the Agencies Root Certificate Authority
Certificate and any additional Intermediate certificates as well before doing anything else.

Server Group Certificate and Private Key backup information

IC Setup Assistant backs up the existing Server Group certificate and private key files in the \I3\IC\Certificates\ServerGroup
directory. It overwrites them with the certificate and private key you specify in the Import Certificates dialog box.The backed-up files
have the same name as the original files, with the <BackupNumber> extension. For example:

ServerGroupCertificate.cer.1 on the first backup

ServerGroupCertificate.cer.2 on the second backup

Use Third Party Certificates

Click the Use Third party Certificates option to use certificates signed by a third-party certificate authority. This option displays
the Certificate Signing Requests page to allow you to select the certificate use type for which to create a certificate signing
request.

o IC Setup Assistant 7 )':
Certificate Signing Option =y
Spedfy certificate signing options. & 8

Select one of the following certificate signing options fior your IC server emdironment:

() Use existing certificates and private keys.
() Generate new Pureconnect Self-Signed certificates and private keys.

(W) Lise Third Party certificates.

[JDo not allow the Certificate Autherity installed on your IC server to sign certificates

Encrypt the cerkificates and private keys with a Selact Master Kay

master kev stored in the Windows Certificate Store

e e
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L
Certificate Signing Requests -'—f
Create certificate signing reguests or import signed certificates.,

Create Certificate Signing Requests to be signed by an external Certificate Authority and
imported into your IC server.

Server Group EdiL... D fault Lines Authority Ediit...
IC Certficate Authority Edit... Detault Lines Edit...
Local Subsystams Server Efit. .. Miedhs Retreval Safed Edit...
Lecal Subsystems Chent Edit... Media Retrieval Chent Edit...
Remote Subgystem Chent Edit... HTTFS Echt...
Web Configuraton Edht... IC Secure Token Server Edhit...
SIF Devices Edit...
« Back et = Cancel

The first time you run IC Setup Assistant:

e If you do not plan to use a single certificate for all certificate uses, use the Certificate Signing Requests page to create
certificate signing requests for all the certificate use types. We recommend that you use a Single Certificate to simplify the
process.

¢ [f you plan to use a single certificate for all certificate uses, use the Certificate Signing Requests page to create a certificate
signing request for the Server Group certificate use type or select a signed certificate from the Windows Certificate Store
for the Server Group certificate use type.

¢ When you create a certificate signing request, it creates a certificate signing request file and a private key. Send the
certificate signing request file to a certificate authority. Keep the private key to use when you import the signed certificate
that you receive from the certificate authority.

Note: Do not send the private key to the certificate authority. Do not copy the private key unless you create a secure copy.

e When you receive the signed certificate from the certificate authority, run IC Setup Assistant again and use this page to
import the signed certificate and private key.

When you rerun IC Setup Assistant:

e If you selected Do not allow the Certificate Authority installed on your IC Server to sign certificates to use a
single certificate for all certificate uses, you import a signed certificate for all the certificate use types.

¢ If you did not select Do not allow the Certificate Authority installed on your IC Server to sign certificates to use
a single certificate for all certificate uses, you import a signed certificate for the Server Group certificate use type.

CIC Servers in multiple CIC Server environments, for example, a Switchover pair, require identical certificates and private keys to
connect to remote subsystems. Depending on this CIC Server's role in your CIC Server environment, you can complete this process
on each CIC Server.

Create a Certificate Signing Request

Important! If you plan to use a single certificate for all certificate uses, you must create a certificate signing request for the Server
Group certificate use type. If you do not plan to use a single certificate for all certificate uses, you must create certificate signing
requests for all the certificate use types.

1. Open IC Setup Assistant and then click Certificates. The Manage Certificates page appears.
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"3 Introduction Manage Certificates
Thes task allows you to S&t up & Server Group certificate and

a Identity private key fof SECUFE COMMUIBEABONS with remote
i subsystems.
' Options
Lc__:éDia Iplan
eﬁenan'ne DS
ﬂ Database

DCOM

Click Proceed. The Select a Certificate Management Option page appears.

rﬂ IC Setup Assistant :

Select a Certificate Management Option "'5“-1{

Sadect one af the folowing options for configuring certificates wed by your IC ayztem:

() Manage server certificates
For generating new certificates or importing existing certificates for an IC pair.

(") Manage certificate digests
Change the digest algorithm used across the IC system.

« Back Maxt > [ Cancel

Click Manage certificates and then click Next. The Certificate Signing Option page appears.
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18 IC Setup A
Corthnte S Ot i
Specify certificate signing options.

Select one of the folowing certificate signing options for your IC server emvironment:

Use existing certificates and private keys
Ganerate new Puretonnect Self-Signed certificates and private keys,

Use Third Party certificates.,

] Do not aliow the Certificate Authority installed on your IC server to sign certificates

Encrypt the certificates and private keys with a Salact Magter
masher kev stored in the Windows Cerbficate Store Key

.‘ ..:‘. | :

4. Click Use Third Party Certificates and check Do not allow the Certificate Authority installed on your IC Server

to sign certificate checkbox.

5. Click Next. The Certificate Signing Requests page appears. Click Yes on the Warning Message.

IC Setup Assistant

This option will prevent the Certificate Authority installed on the IC
server from generating certificates. By selecting this option, you agree
to generate and manage all certificates in your environment. Would
you like to continue?

If you chose to use a single-server certificate for all certificate use types, only one certificate use type appears on this page.

Otherwise, all certificate use types appear.
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8

Certificate Signing Requests "“_'{‘
Create certificate signing réguests or mport signed certificates.

Create Certificate Signing Requests to be sigred by an external Cartificate Authority and
mported into your IC server,

Server Group Edit...

< Badk et > Cangel

To create a certificate signing request for a certificate use type, click the ellipsis (...) next to the certificate use type. The

Import or Select Signed Certificate page appears.

Certficate Soning Request
Fie Path
Creale
Erport Signed Certificate And Private Key
Certificate Fie Path: L
Private K&y File Paih: .
Impoxt
Trusted Certificate Fie Path:
Import
Select From Windows Cerificate Ston
Certificate: I Select...
L4 Carcel

Click Create. IC Setup Assistant displays a message to indicate that you successfully created the request. The File Path

field indicates the path to the certificate signing request file and the private key.

Note: Remember the path to the certificate signing request file and private key so that you can send the file to the

certificate authority and specify the private key during import.
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IC Setup Assistant >

The certificate signing request has been created at:
DaMBNC Certificates\CSRs\ServerGroupCertificateSigningRequest.csr
Please get it signed before importing the signed certificate.

oK

8. Click OK. On the Certificate Signing Requests page, the IC Setup Assistant place a checkmark next to the certificate use type

for which you created a certificate signing request.

9. If you chose to use a separate server certificate for each certificate use type, create a certificate signing request for the

remaining certificate use types and then click Next.

Importing Signed Certificate

After you create the certificate signing requests, send the certificate signing request file or files to your certificate authority. Don't
send the private key to the certificate authority and don't copy the private key unless you create a secure copy.

When you receive the signed certificate back from the certificate authority, run IC Setup Assistant again and do the following to
import the signed certificate and private key: There are two ways to do this.

e Importing signed certificate and Private Keys.

e Importing from Windows Certificate Store.

a. Importing signed certificate and Private Keys

1.  Onthe Certificate Signing Option page, select the Use Third Party Certificates option.

2. Ifyou selected the Do not allow the Certificate Authority installed on your IC Server to sign certificate
check box, when you created your certificate signing requests, select the check box again. Otherwise, clear the check box.

3. Click Next. The Certificate Signing Requests page appears.

4. Click the ellipsis (...) next to a certificate use type to import a signed certificate and private key for that certificate
use type. Import or Select Signed Certificate page appears.

5. Click Import to import the certificate file and private key. The /mport Certificate page appears.

6. Complete the information and then click OK, for going back to /mport or Select Signed Certificate page. The
Certificate File Path and Private Key File Path boxes display the location from which you imported.

7. Click Import to import the Trusted certificate. The /mport Certificate page appears. If you selected the "Local
Subsystems Server," "Local Subsystems Client," "Remote Subsystem Client," or "HTTPS" certificate use type on the Create
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Certificate Signing Request and Import Signed Certificate page, you can select Import to import a trusted certificate.

8. Complete the information and then click OK, for going back to Create Certificate Signing Request and Import Signed
Certificate page. The Trusted Certificate File Path box displays the location from which you imported.

9. Inthe Remote Subsystem Server box, type the name of the server. If you selected the "Remote Subsystem Client"
certificate use type on the Create Certificate Signing Request and Import Signed Certificate page, you can access the
Remote Subsystem Server box.

10. Click OK. The Certificate Signing Requests page appears. IC Setup Assistant places a checkmark next to the
certificate use type that you just completed.

11. If you chose to use a separate server certificate for each certificate use type, import the signed certificate and private
key for the remaining certificate use types.

12. Click Next.

13. Select Restart IC.

14. Select Commit.

The certificate process will run and once completed select Close and you will have the option to start the Interaction
Center Service now or at a later time.

15. Reboot the IC Server once to validate that the IC Server Service starts.

b. Importing from Windows Certificate Store

Once you have received the Signed Certificate back from the Signing Authority, you will need to convert it into a .PFX format
and then import that PFX certificate into the Local Servers Windows Certificate Store under “Trusted Devices”.

1.  Onthe Certificate Signing Option page, select the Use Third Party Certificates.

2. Ifyou selected the Do not allow the Certificate Authority installed on your IC Server to sign certificate check
box when you created your certificate signing requests, select the check box again. Otherwise, clear the check box.

3. Click Next. The Certificate Signing Requests page appears

4. Click the ellipsis (..) next to a certificate use type to import a signed certificate and private key for that certificate use
type. Import or Select Signed Certificate page appears.

5. Inthe Import or Select Signed Certificate window choose the Select box under the Select from Windows Certificates
Store option

6. Select the Local Machine radio button and then choose the “Trusted Device” option in the pull-down arrow.

7. Click on the Select button.
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8. The Confirm Certificate window will appear, make sure that the correct Certificate is chosen.

9. Select OK.

10. The next window will pop up and it wants you to validate that you have chosen the certificate you want.

11. Click OK.

12. The certificate now shows up in the Select from Windows Certificates Store field.

13. Click OK. The Certificate Signing Requests page appears. IC Setup Assistant places a checkmark next to the certificate use
type that you just completed.

14. Click Next.

15. Select Restart IC.

16. Select Commit.

The certificate process will run and once completed select “Close” and you will have the option to start the Interaction Center
Service now or at a later time.

17. Reboot the IC Server once to validate that the IC Server Service starts.
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Using the Single Third-Party Certificate Mode for
PureConnect IC 2022 R2

Third-party certificates can be used with all the below off-server components

CIC Server
2. Media Server
3. 0ssm
4. Scheduled Reports
5. SIP Proxy
6. Interaction Recorder
7. RCS (Remote Content Server)
8. Dialer

9. Ccampaign Server

10. SIP Softphone

11. Icws-based applications

12. IceLib-based applications

13. IPA (Interaction Process Automation)
14. cXInsights

15. Multisite (EMS Server)

16. Director

Note: We are not considering Schedule Reports and Director, because based on the understanding and knowledge we gather about
Schedule Reports, it is concluded that the Third-Party certificates are not required for Schedule Reports as it uses the native Notifier
connection between CIC and schedule report server and works on internal network TLS certificates and so the SQL DB is already
secured. Also, for “Director” the release testing was stopped for almost 3-4 years because of no customers and due to the
complexity of the test environment.

Interaction Center version 2018 R5 and later can operate on a Single Third-Party Certificate to run the PureConnect applications and
associated subsystems. You may now store your Third Party Signed Certificates in the local Server's “Windows Certificate Store” to
minimize human certificate manipulation. The PureConnect Certificate Wizard can import those Third Party Signed Certificates from
the local Windows Certificate Store and to encrypt the Certificates with a Master Key. Depending on your requirements, Master Key
encryption may or may not be required. Check with the appropriate vulnerability security personal before determining your agency’s
requirements.

You can generate a single server certificate through the Setup Assistant for the PureConnect IC Server or use the GenSSLCertsU
Command Line tool for the other Off IC Server components such as the Media servers, RCS, and Off Host Session manager servers.
This option forces all xIC subsystems to use the single server certificate and private key for all uses. While this option reduces the
complexity of managing certificates and private keys, all xIC subsystems become insecure if the single server private key becomes
compromised.

Please note that if you select to use the single server certificate option, you will not be able to generate new certificates and private
keys, until you Re-run the Setup Assistant or the GenSSLCertsU tool and select a different certificate signing option.

For Third-Party Certificate deployments, you may need to create a Domain User account named “ICService” on the Customers
Domain that we use to log on to and install or upgrade the PureConnect IC Server applications (we use this same account on other
IC sub-system peripheral servers as well. This “ICService” account becomes the “Service” account that Windows uses to run
PureConnect as a service. This “Service” account will have the required ACLs and permissions to encrypt and run PureConnect in
the Master Key mode should you need this level of security. Note, only the “ICService” account will have the required permissions
to enable and run PureConnect IC applications once you start using Third-Party certificates.

The “ICService” account can be named anything you want it to be named. Just be sure that this account is the account that you
must use to log onto the PureConnect IC Server and install the PureConnect IC applications as a complete system.
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For more information about using the GenSSLCertU tool, refer to the Generating Certificates Manually with GenSSLCertsU help
section.

Note: For Internal Testing purposes, it is highly recommended to use the Default IC Self Signed Certificate process done at the
initial installation of PureConnect to validate that you have a fully functional IC System that you have verified that everything is up
and running and switchover is fully functional before performing any other certificate work. That also means that the Media Server
and any other Peripheral Off Host IC Sub-systems have been installed, Trusted, and functionality tested before you are satisfied that
you have a fully functional IC system, then you can proceed with generating a new CSR for the Third Party Signed Certificate Mode
use and then continue with any subsequent updating of the PureConnect Certificates.

Overview of the Process

The procedures to use a Third-Party signed certificate within the PureConnect applications is not complex; it is just a matter of
generating new Certificate Signing Requests (CSRs) and importing the Signed Certificate, Private Key back into the system. The
steps below walk you through the process:

1. Start the PureConnect Certificate Setup Assistant Wizard on the IC Server to generate the Certificate Signing Requests (CSR)
and import the Signed Certificate, Private Key, and Root CA (Trusted Certificate Authority (CA) Certificate back into the IC
System.

2. New stand-alone Certificate Ul utility on ALL other Off Host IC Subsystems (Media Server, RCS, Off Host Session Manager, and
so on) to generate new Certificate Signing Requests (CSR) and import the Signed Certificate, Private Key, and Root CA (Trusted
Certificate Authority (CA) Certificate back into the IC System using GenSSLCertsU.exe command-line utility.

3. Use GenSSLCertsU.exe command-line utility on ALL other Off Host IC Subsystems (Media Server, RCS, Off Host Session
Manager, and so on) to generate the CSR and import the Signed Certificate, Private Key, and Root CA (Trusted Certificate
Authority (CA) Certificate back into the Media Server or other Off Host IC sub-system

Note: During the initial installation of the PureConnect Interaction Center system and other Off Host Sub-systems, you may be
prompted to select an option to use SHA-1 or SHA 256 (SHA-2) certificates. You MUST select the SHA 256 (SHA-256) option.

Note: It is highly recommended to use the New stand-alone Certificate GUI application to generate Certificate Signing Requests
(CSR) so that the process is quicker and less error-prone. For more information, see CSR Tool User's Guide

Note: For Internal Testing purposes, it is highly recommended to use the Default IC Self Signed Certificate process done at the
initial installation of PureConnect to validate that you have a fully functional IC System that you have verified that everything is up
and running and switchover is fully functional before performing any other certificate work. That also means that the Media Server
and any other Peripheral Off Host IC Sub-systems have been installed, Trusted, and functionality tested before you are satisfied that
you have a fully functional IC system, then you can proceed with generating a new CSR for the Third Party Signed Certificate Mode
use and then continue with any subsequent updating of the PureConnect Certificates.
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Using the Single existing certificate management process

CIC server connection security features include:

IC Servers automatically use TLS protocol-enabled connections and public/private key certificates for communication with
remote subsystems. For example, communications between CIC Servers, Interaction Media Servers, and ASR servers all use
digitally signed certificates to authenticate the endpoints and establish TLS connections.

Genesys provides its own "server group" (root) certificate authority that issues connection certificates to all authorized remote
connections and applications. During the CIC Server installation, the installation creates a Server Group certificate authority file
and a Server Group private key file automatically in \I3\IC\Certificates\ServerGroup directory on the CIC Server. You configure
them using Setup Assistant, and they require only a simple post-install step to trust remote subsystem connections.
SwitchoverServer pairs must use the same server group (root) certificate and private key so that remote connections can have
immediate access to both the primary and backup servers.

Multi-site CIC Servers that do not share common subsystems each have their server group (root) certificate to issue
certificates to the local subsystems at each site.

Mutual authentication requires the server and trusted computer to have either a certificate from the same certificate authority
or the CA certificate of the other system’s certificate.

Note: Before you perform any Certificate work on the IC Server for use within the DOD, you must install the latest version of the
“InstallRoot” application and run the application to install the correct DoD certificates on all of your PureConnect Windows Servers
(IC, Media, SQL and so on). InstallRoot is designed to facilitate the management of DoD PKI Certification Authority (CA) certificates
and other PKI CA certificates that may be necessary to conduct any DoD business across a variety of different certificate stores.
Please contact your DoD Customer to obtain this application. For Federal Agencies, install the Agencies Root Certificate Authority
Certificate and any additional Intermediate certificates as well before doing anything else.

Procedures

This document contains the instructions on how to enable and use a Third Party Signed Certificate. The procedures are outlined
below define the steps and the order of the procedures that we will use to transition the IC System to Third Party Certificates:

1. Regenerate new Certificate Signing Requests (CSRs) for specific PureConnect Servers and any Off Host Servers
(Media Server, RCS, Off Host Session Manager Servers).

2. Send the CSRs to the appropriate Certificate Signing Authority.
3. The Certificate Signing Authority signs the CSRs.

4. Retrieve the Signed Certificate and Root CA (Trusted Certificate Authority) Certificate then save them locally and
import them into the local windows certificate store.

5. Runthe IC Certificate Setup Assistant Wizard or GenSSLCertsU.exe utility to import the Signed Certificate and Private
Key back into the IC System

6. Perform System and Post Certificate configuration tasks.

7. Testand validate to see if IC is still operational and functional

Note: Always backup your original Certificate Directory at the location D:\I3\IC Certificates. If something goes wrong during the
process you can always revert to the original Certificates.
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Pre CSR Tasks

Companies and Government Agencies often require that certain information be included in the Certificate Signing Request. In the
example below, the DoD requires a specific Organizational Unit (OU) and other information when the CSR is generated:

p  Certificate

General Details  Certification Path

X

Show: | <all= (%)

Field Value 4

[ Iversion V3

|| serial number 00 8d 5b

|| signature algarithm sha256R5A

_iS||;|na1:.|r= hash algorithm sha2sa

| DOD JITC ID SW CA-37, PKI, ...
Friday, July 27, 2018 3:08:40 ...
Tuesday, July 27, 2021 3:08:...

MSEEMATC Y ne.famaic] Acas

0 = LU.5, Government
C=Us5

Edit Properties.,. Copy to File...

[ oc ]

rmngEEn

rEaniration Name
Ovrganirational Lnit
Subjedct Aermative Name
Comamon MName

- Conmlry
- Hale

To ensure that the appropriate OU, O and C entries are correct for your company or agency, you will need to edit a configuration file
and drop that file into the D:\IC\Server Directory on the PureConnect Server or Off Host Server. That edited file is named

“OpenSSL.cnf” and it ensures that the appropriate entries are incorporated into the CSR.

Note: If you use the CSR Utility, you will be able to directly enter the correct information and set them in the correct order. If you
use the CSR utility, the steps in the paragraph below are NOT needed or required and you can move on to the next set of

procedures.
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Open SSL.cnf file example
The “# req_extentions=v3_req #" section is the area that you will need to edit to ensure that the appropriate elements are set to
the Agencies requirements. In the example below, in this case of JITC, they expect to see the following elements within the CSR.
CN = (PureConnect Server Name)
OU = Contractor
OU = PKI
OU =DoD
0 = U.S. Government
C=USs

So, the # req_extensions = v3_req # section of the OpenSSL.cnf file has been edited to ensure that those required elements are set
to a Default value. Without the Default value entered in the OpenSSL.cnf, those entries will not be part of the CSR. Those elements
are highlighted in Yellow.

Please edit the correct fields with the appropriate OU entry that your US Govt Customer expects before you drop the OpenSSL.cnf
file into the d:\I3\IC\Server directory

The extensions to add to a certificate request

[ req_distinguished_name] = Country Name (2 letter code)
countryName_default =US

countryName_min =2

countryName_max =2

stateOrProvinceName = State or Province Name (full name)
localityName = Locality Name (eg, city)
0.organizationName = Organization Name (eg, company)
0.organizationName_default = U.S. Government
0.organizationalUnitName = Organizational Unit Name 1 (eg, section)

0.organizationalUnitName_default =DoD

1.organizationalUnitName = Organizational Unit Name 2 (eg, section)
1.organizationalUnitName_default = PKI

2.organizationalUnitName = Organizational Unit Name 3 (eg, section)
2.organizationalUnitName_default =CONTRACTOR

commonName = Common Name (eg, YOUR name)
commonName_max =64

Note: This is where our Certificate Wizard stand-alone Ul needs to allow the Customer to configure the CSR Entries like O, OU, CN,
Subject Alternative Names, City, State, Country, and so forth with the Ul. Please see this link to understand what kind of entries are
needed : CSR Tool User's Guide.

Note: If you are using the New stand-alone Wizard-type GUI application to generate Certificate Signing Requests (CSR) this step
can be done with ease and less error-prone along with the CSR generation.
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Generating the PureConnect Third Party Certificate for the IC Server

You can create certificate signing requests by using IC Setup Assistant, CSR Generation tool, or the GenSSLCertsU tool. Use this
option to use certificates signed by a third-party certificate authority. Creating a certificate signing request creates a certificate
signing request file and a private key. Send the file to a certificate authority. Keep the private key to use when you import the signed
certificate that you receive from the certificate authority. When you receive the signed certificate from the certificate authority, re-
run IC Setup Assistant to import the signed certificate and private key.

Generating a CSR for the Primary and backup IC Servers

Follow the steps outlined below to generate the Certificate Signing Request (CSR) for the PureConnect IC Server Primary and
Backup Servers using the Setup Assistant:

1. Open the IC Setup Assistant, Select Certificates and click Proceed.

i
“"“j‘ Introduction Manage Certificates
Thes task allows you to sat up & Server Group certificate and
Identity Brivate key for Secure COMMUIICABENS with remots

57 ) subsystems.

@ Options

. Dialplan
&> Rename DS
5 ﬁ Database

2. Select Manage server certificates and click Next.

3]

Select a Certificate Management Option "‘-‘-‘:f

Select one of the following options for configuring certificates used by your IC systemn:

() Manage server certificates
For generating new oertificates or importng existing certificates for an [C pair.

() Manage certificate digests
Change the digest algorithm used acnoss the IC system.

< Back Maxt > Canced

3. Select Use Third Party Certificates and ensure the “Do not allow the Certificate Authority installed on your IC Server
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to sign certificates” checkbox is checked.

Pa' IC Satup Assistant ! =
Certificate Signing Option =
Specify certificate signing options. LE

Select one of the following certificate signing options for your IC server emvironment:

Use existing certificates and privabe keys.
Generate new Pureconnect Self-Signed cerbficates and private keys.

o | Uise Third Party certificates,

] Do not allow the Certificate Authority instalied on your IC server to sign certificates

Encrypt the certificates and private keys with a 2 PR T
master kev stored in the Windows Certiicate Store [ SdectMasterkey |

4. You will receive this warning, select Yes to continue.

IC Setup Assistant

|
|
- A This option will prevent the Certificate Authonty installed on the IC
I * server from generating certificates. By selecting this option, you agree
| togenerate and manage all certificates in your environment. Would
you like to continue?

5. Click ellipsis (...) box to continue
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";d-

Certificate Signing Requests
Create certificate signing reguests or import signed certificates.

impor ted it your IC server.

Server Group Edit...

< Back

Create Certificate Signing Requests to be signed by an external Certificate Authority and

Mext >

6. Click Create under Certificate Signing Request.

Certficate Signing Request
Fie Path:

Erport Sigraed Certificate And Private Key
Certficate Fle Path: {

Creabe

Private Kiey Fie Path: {

Trusted Cerbficate File Path: .

Select From Windows Certficate Shon
Certificate: he

. Once you see the IC Setup Assistant Warning, click OK.
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Certficate Sioning Reguest

i R = —
Create
Emport Signed
Certificate Fi -i
| |
ol The certficate sagring request has been crestedst: ]

CAIPMCCertificates\ CSRs\ ServerGrouplertificateSagnangRequest.csr

Please get it signed before importing the signed certificate. |
Trusted Certs -!
oK Wt
Select From Windows Certificate Store
Certificate: Tk e Select...
o Cancel

The CSR has been created at this point and there are no additional steps needed, so we will close out and get out of the Setup
Assistant Wizard for now. We will return to the Certificate Setup Assistant Wizard later to Import the Signed Certificate.

8. Then select Cancel.

Note: the location of the CSR is identified in the File Path as shown above. This is the Directory that you will navigate to so that
you can get the CSR and send it off to the signing Authority.

9. Select Cancel, again.

B

Certificate Signing Requests -_»_{
Create certificate sgning requests or import signed certificates. R

Create Certificate Signing Requests to be signed by an external Certificate Authority and
Fnpor ted it your IC Server.

Server Group Ecit...

< Bk Mext > Canced

10. We will now close the IC Setup Assistant Wizard, so click Yes.
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e Do you want to exit this IC Setup Assistant task?

¥ || Mo

11. Click Close.

'!ﬂ IC Setup Assistant

‘7 Introduction Manage Certificates
: This task allows you to set up & Server Group certificate and
a Identity private key for secure communicabions with remote
subsystems.
‘&% Options

At this point, you will need to send the CSR to the Certificate Signing Authority so that they can sign it.
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Validating the PureConnect IC CSR

At this Point in time, we need to validate that the CSR has been generated properly with the appropriate data elements as well as
any Certificate properties are assigned. Please follow the steps below:

1. Browse to your CSR Location D:\I3\IC\Certificates\CSRs to validate that CSRs have been created.

- Sele
Easy accesc = - Select none
Dielete Mew Froperties 2
o folder - + Irmwest debectior
= 4 ¥ Thas PC » Mew Volume (k) » 13 » IC » Certificates » CSR:

E i e

Fanvoides
B Deskiop ServerGroupCetificateSigringfequest.csr

& Dewnilosds ServerGroupPrvateley. bin

Recent places

1 This PC

e Desiop

To validate that your CSRs were generated properly, open a CMD prompt as an administrator and change the path in the command
prompt to D:\I3\IC\Server:

2. Run the following command to validate the Certificates as shown below:

“~Certificate

n:ruerl'mu
|HHHINh- can't -
Unable to load conf 3.q info ft-urn /l.ur-/luc alsss
Certificate Regquest:
Data:
Uersion: B {(BxB>
Subject: OU=CONTRACTOR. OU=PFKI. OU=DoD,. 0=U.85. Government. C=US, CH=J17-

1C1
subject Public Key Info:
Public Hey Algorithm: esaEncryption
Public—=Key: <2848 hit)

Requested Extensions:
X58%93 Subject Alternative Hame:
IP Addre=z=:172.26.2. 115 IP Addre=s=:FEBA:B:0:8:453C:C498:D73B:D4
BY, DHS:J17-1C1, DHS:J17-IC1.INIH.L
Signature Algorithm: sha2SeWichl .I?II:ru:t-y];nt.iun

CMD:
ssl_app-w32r-18-5.exe req -noout -text -in “D:\I3\IC\Certificates\CSRs\ServerGroupCertificateSigningRequest.csr”

Note: The ssl_app-w32r-xx-x.exe version will change with time. So, while running this command check the version and change the
cmd accordingly.

The main items that we are reviewing are to ensure that the SubjectAltName(s) IP Address(s), and DNS names are correct as well
as any Agency specific OU elements have been created. These will be specific to your organizational requirements.

Once you have validated the CSR and you deem it correct, you can now submit the CSR to the proper Certificate Signing Authority
within your organization to get the certificate signed.




Importing the Signed Certificate to PureConnect IC

Once you have received the signed certificate, you will paste or copy it back into the folder with your Private Key that was generated
during the Certificate Signing Request Process along with the Root CA (Trusted Certificate Authority) Certificate. In this example,
we will be using D:\I3\IC\CSRs. We will have to convert the Signed Certificate into .PFX file so that we can import it into the
Windows Certificate Store.

Converting the Signed Certificate for Importing

To import and use the Signed Certificate, we will need to convert it into a .PFX format.
1. Navigate to the D:\I3\IC\server directory and locate the “ssl_app-w32-8-5. Exe” file.

Note: The version of ssl_app_w32r_xx_x.exe may change with time.

This PC » MNewVolume (D:) » 13 » IC » Server

o

g Mame Date modified Type Size
[ sglite-w32r-18-5.dll 10/15/2018 414 PM - Application extens.., 489 KB
| | sglite-w32r-18-3.pdb 10/15/2013 414 PM PDE File 828 KB
2] sqlite-widr-18-3.dll 10/15/2012 414 PM  Application extens.., 627 KB
| sglite-wBdr-18-5.pdb 107152018 414 PM PDE File 732 KB
| s2ced332.dlI 10/17/2018 10:28 ...  Application extens... 262 KB
(] ssl_app-w32r-18-5 10/15/2018 3:50 PM Application 436 KB
| | ssl_app-w32r-18-3.pdb 10/15/2018 3:50 PM PDB File 284 KB
2. You will receive a warning that the “openssl.cnf” file cannot be opened, ignore the warning.
i DA Server\ssl_app-w32r-18-5.exe - o x
ARNING: can't open config file: /usr/local/ssl/openssl.cnf A

3. Inthe openssl command line, enter the following command:

pkcs12 -export -in "D:\I3\IC\Certificates\CSRs\winstorms1.cer" -inkey "D:\I3\IC\Certificates\CSRs\ServerGroupPrivateKey.bin" -out
"D:\I3\IC\Certificates\CSRs\winstorms1.pfx"

In our example above the name of the certificate and the private key is “winstoric2cer” and “ServerGroupPrivateKey.bin”. please use
your server names within the Command line

The command line points to the signed certificate so that it can be converted into the .PFX format. If there are any spaces within
the directory name, place at the beginning and end of the directory name.

4. Enter a Password, and please note or maintain that password for future use.

6. Conversion completed:
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:\I3NIC\Certificates\CSRs\ServerGroupPriv:

7. Check the .PFX file:

JC Certificates\CSRs
nare View

This PC » MewVolume () » 13 » IC » Certificates » C5Rs

] MName Date modified Type Size
private File folder
| ServerGroupCertificateSigningRequest.csr C5R File
| ServerGroupPrivateKey.bin BIM File

() winstoric2.cer Security Certificate

}la winstoric2, pfx Personal Informati...

Importing the Signed Certificate and Root CA Certificate into the Windows Certificate
Store

Importing Root CA

Now you will import the Root CA (Trusted Certificate Authority) Certificate into the local server's Windows Certificate Store.
1.  Navigate to the D:\I3\IC\Certitifcates\CSR directory and locate the Root CA Certificate you have copied from CA.

2. Double Click on the file.

3. Select Install Certificate... from the Certificate.

General  Detsds  Cornfoaton Path

}.i Lertificate [nformaton

This certificate is intended for the Tollowing purpose({s):

* Al mmpanoe poloes
o Al AOCRCHTON DOROEE

Issed bo:  gfpoca. gfur com
Issed by: ofpoca. gfur com

Walid froem 3716/ 2002 e 308/ 30E2

Enstal Cevificabe...

4. A new window appears, select Local Machine radio button and click Next.
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&= Certifecate Impent Wizard

i Welcome to the Certificate Import Wizard

Thes witard Felps wou copey o Bficates, cerbfcate ust kats, and certfcate reveoaton
ksts from your disk to a certficate store.

i & ceriificate, which s ssued by a cerbfcabon authority, & & confirmabion of wour derity
and coraars nformation used o orotect dats or 1o estabish teare neteork
connectons, A dertficate store & the syiten ares where certficates are kept,

Store Locaton
() Gt Uier
() Local Machne

Torcorbnue, chok Paewt.

5. Select Place all certificates in the following store and select Trusted Root Certification Authorities from the list.

# b= Certificate lmport Wizard

Coriificate Tlore
Cervficabe goored re SvEbem read where oo BRcaies arg kepl

‘Windows Ci auborma Boaly select 8 certdlcabe store, oF you Chr specty & caton G

the cerfificate,
Ora iy pebtet e coraficnte hore Based o the bype oF cortSoate
(%) Place o corticates in the folowing stone
Cerzficate shore:
[ Trusted Fost Certicaton Autharies [(orowse... |

6. Click Next.

7. Completing the Import, verify that you have imported the correct Certificate and select Finish.
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€= k= Certfscate Impart Wizard

Completing the Certificate Import Wizard

Th cirBfcats will be imparted alter you ok Fireih.

P e speeofied the folowrg setongs:
Cortficate St Sebtcted by Umer  Trumbee! ELoob Corirficalion Sutharited
Carer Cerelente

8.  After the successful import, select OK to close the window.

o The import was successful,

OK

Importing Signed Certificate

The Signed Certificate has been converted into .pfx, now you will import the Certificate.PFX into the local server's Windows
Certificate Store.

1.  Navigate to the D:\I3\IC\Certitifcates\CSR directory and locate the newly created .pfx file that you perform in the previous
steps.

2. Right click on the file, in our example we right-clicked on the “winstoric2.pfx“ file.
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ThisPC » MewVolume (D:) » 13 » IC » Certificates » C5Rs

e

L2 MName

private
D ServerGroupCertificateSigningRequest.csr
D ServerGroupPrivateKey. bin

il winstoric2
E. winstoricd
Install PEX
Open
Ea Scan with Windows Defender...
Open with...

Restore previous versions

Send to

Cut
Copy

Create shortcut
Delete

Rename

Properties

3. Select Install PFX from the menu.

4. A new window appears, select Local Machine radio button.

Date modified

12/19/2018 2:39 PM
12/19/2078 11:36 ...
12/19/2018 11:36 ...
12/20/2018 2201 PM
12/20/2018 2:26 PM

Type

File folder

CSR File

BIM File

Security Certificate

Personal Informati..
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=# Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store,

& certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure netwark
connections. A certificate store is the system area where certificates are kept.

Store Location
() Current User
(®) Local Machine

To continue, dlick Mext,

| et | | Cance

5. Click Next.

6. Browse and specify the file you want to import and click Next.
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€ ¥ Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

CSHs X | Browse...

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates ((P7B)
Microsoft Serialized Certificate Store (55T

| Cancel

7. Enter the password, which was created in the step 4 of section “Converting the Signed Certificate for Importing“ .
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8.

& ¥ Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password,

Type the password for the private key.

Password:

[ Display Password

Import options:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option,

Mark this key as expaortable. This will allow you to back up or transpart your
keys at a later time.

Indude all extended properties.

| Concel

Note: you must mark this certificate as exportable or the PureConnect application cannot use or register with this
certificate. Please mark the extended properties checkbox as well.

Select Place all certificates in the following store and select Trusted Devices area.
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=" Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for

the certificate.

() Automatically select the certificate store based on the type of certificate

(®) Place all certificates in the following store

Certificate store:

Browse...

Select Certificate Store

Select the certificate store you want to use,

-] Other People

| Remote Desktop

-] Smart Card Trusted Roots
el Trsted Devices

.. Windows Live ID Token Issuer

[ ]5how physical stores

Cancel
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9.

=

=8 Certificate Import Wizard

Certificate Store

Certificate stares are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
I®) Place all certificates in the following store

Certificate store:

Trusted Devices [ Browse...

| Cancel

Completing the Import, verify that you have imported the correct Certificate and select Finish.




€ & Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have spedfied the following settings:

Certificate Store Selected by User [Pt e
Content PFX
File Name D3N C\Certificates\CSRs Wwinstaric 2, pfx

Finish Cancel

10. Completing the Import, verify that you have imported the correct Certificate and select Finish.

Certificate Import Wizard >

o The import was successful,

oK

Importing the PureConnect Certificate from the Windows Certificate Store into the
PureConnect
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We will now import the signed certificate file that is in the Windows Certificate Store so that the PureConnect Server can register
the application to the Certificate.P lease follow the directions below to complete the Import process.

1. OpenIC Setup Assistant, Select Certificates and click Proceed.

-'3‘ Introduction Manage Certificates
This task allows you to set up a Server Group certificate and
a Identity private key for secure communications with remote
i~ ) subsyslems.
' Options
;‘DIEE}EBFI
&> Rename DS
l Database
o4 DCOM
‘ Certificates
Proceed Close

2. Select Manage server group certificates and click Next.

=
Select a Certificate Management Option "-“-\f

Select one of the folowing options for configuring certsficates used by your IC system:

(_) Manage server certificates
For generating new certificates or importing existing certificates for an IC pair.

() Manage certificate digests
Change the digest algorithm wsed across the IC system.

< Back Maxt > | Caneel

Select Use Third Party certificates and ensure the “Do not allow the Certificate Authority installed on your IC

3.

Server to sign certificates” checkbox is checked.
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4.

FE' IC Setup Assistani ? -

Speafy certficate sgning ophons. L2

Select one of the folowing certificate signing options for your IC server emvironment:

Lise existing certificates and private keys.
Generate new Pureconnect Self-Signed certificates and private keys.

% | Lise Third Party cerbificates,

4] Do not allow the Certificate Authority installed on your IC server to sign certificates

Encrypt the certificates and private keys with a I 1
master kev stored in the Windows Certificate Store | _?lh_:t“!ﬂ'l’lﬂ' |

You will receive this warning, select Yes to continue.

IC Setup Assistant

/& This option will prevent the Certificate Authonty installed on the IC
I °, server from generating certificates. By selecting this option, you agree
~ to generate and manage all certificates in your environment. Would
you like to continue?

T N R T o .---_--J

Click on the ellipsis (...) box to continue.
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";d-

Certificate Signing Requests = ﬂ‘
Create certificate signing requests or import signed certificates.

Create Certificate Signing Requests to be signed by sn external Certificate Autharity and
mported into your IC server.

Server Group Edhit...

= Back Maxt > Carce

5. Inthe Import or Select Signed Certificate windows, choose the “Select” box under the Select from Windows
Certificate Store option.

Certficate Signing Reguest
Fie Path:
Create
Import Sigred Certificate And Private Key
Certificate Fle Fath: L
Prvate Key Fie Path: ! R |
Impert
Trusted Cerbficate File Path: 5
Import
Select From Windows Certficate Stor
Certificate: H Select...
o Cancel

6. Select the Local Machine radio button and then choose the TrustedDevice option in the pull down arrow.
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Select Certificate From Windows Certificate Store

(®) Local Machine () Current User

Certificate Store: | TrustedDevices v |

Certificate:

[Mat Set]

[ oc ]

7. Click Select .

Select...

Cancel

The Confirm Certificate window will appear, make sure that the correct Certificate is chosen. In our case it will be the “QS-

Winstoric2” certificate that we placed in the Windows Store in earlier procedures.

Windows Security X

Confirm Certificate

Confirm this certificate by clicking OK. If this is not the
correct certificate, click Cancel,

QS5-WINSTORIC2

Issuer; DOD JITC SW CA-53
Valid From: 12/19/2018 to 12/19/2021

Click here to view certificate properties

ek  Cancel

8. Select OK.

The next window will pop up and it wants you to validate that you have chosen the certitifcate you want. In our case the QS-

Winstoric2 name appears in the Certificate Field as shown in our example below:

Select Certificate From Windows Certificate Store ? -4
(@ Local Machine () Current Uiser
Certificate Store: TrustedDevices |
Certificate: QS-WINSTORICZ Select...
K Cancel
9. ClickOK .
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The “QS-Winstoric2” now shows up in the “Select From Windows Certificate Store” Certificate field as shown below:

Import or Select Signed Certificate ?

Certificate Signing Request

File Path:

t.:reat"e
Import Signed Certificate And Private Key
iZertificate File Path:
Frivate Key File Path;

Import
Trusked Certificate File Path:

Import
Remote Subsystem Servet;
Select From Windows Certificate Store
Certificate: Q5-WINSTORICZ Select...

Ok Cancel

10. Select Next to return the the the beginning of the Wizard.
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[ IC Setup Assistant ? >

Certificate Signing Reguests = j‘
Create certificate signing requests or import signed certificates. L

Create Certificate Signing Requests to be signed by an external Certificate Autharity and
imparted into your IC server,

Server Group

11. Select Restart IC.

[ IC Setup Assistant ? >
2
1IC Restart Warning ﬁ-_-f
IC Setup Assistant is about to restart IC. L

WARNING: IC Setup Assistant has detected that IC is running on this server,
l"\ IC Setup Assistant is about to restart IC.
"~ You should make sure that this will not impact your business operations,
Press the "Restart IC" button to proceed.

Restart IC

Mext = Cancel

12. Select Commit.
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[g IC Setup Assistant 4 s

Commit your Choices ?f'—_-f
1C Setup Assistant now has everything it needs to configure .3
this IC server,

Click the Commit button below to have IC Setup Assistant implement your choices,
Once the Commit process begins, do nat attempt to stop the process or restart your
server until the process is complete!

Comrmnit

Mext = Cancel

The certificate process will run and once completed select Close and you will have the option to start the Interaction Center
Service now or at a later time.

[d IC Setup Assistant ? >
T‘“j Infroduction Manage Certificates
: This task allows you to set up a Server Group certificate and
|dEﬂth private key for secure communications with remote

o subsystems,
ﬁ Options
@‘ Dialplan

@Rename DS

g Database

£
E
Kz

ﬂ DCOM

13. Reboot the IC Server once to validate that the IC Server Service starts.
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Backup IC Server Configuration with Third-Party Certificates

1.  Copy the Private Key used for IC Primary Server to the Backup IC Server.

2. Go to the Backup server and do the same steps mentioned for IC Server. But while Creating CSR, use the same Private Key
used for IC Primary Server for SSO with Third-Party Certificates.

Note: Please refer to the CSR Tool User's Guide for using the existing private key for the CSR Generation.

3. Reboot the Backup IC Server.

4. Check to see if the IC service started.

WARNING:

Each time you perform an install or add an IC option, the I3 system generates new Certificates that will override your
Certificates. You may over-write your good working certificates.

Always, maintain a backup copy of the IC Certificate folder after you have a working system

Certificates for the IC Media Server, RCS, OHSM and other Off- Server
Componentsi

The Media Server and other peripheral devices also can operate using a Single Certificate. Since the PureConnect Off Host servers
do not have a “Setup Assistant Wizard”, we will be using a Command Line utilty, which will perform tha same task that we did with
the Setup Assistant Wizard on the IC Server. Please follow the directions below for all of the associated devices.

Before You begin

The Media Server and other or other Off Host C sub-systems need to use the Local System account to run as a service.

File Action View Help

e pEdz Hm »8nwn
05 Services (Local) -

ININ Media Server Name

o Description  Status Startup Type  Log On As -
,., IKE and AuthiP IPsec Keying... The IKEEXT .. Running Automatic (T... Local Syste..
Sop the IIMEE. el |MIN Media Server Running  Automatic ninicsend...
Bestart the service 2, ININ SNMP Service IMMSMMP.. Running Automatic  Local Syste..
% ININ Tracing Initialization 1... Provides tra.. Running  Automatic Local Syste...
% Interactive Services Detection  Enables use... Manual Local Syste...
% Internet Connection Sharin...  Provides ne... Disabled Local Syste...
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[] Mlow service to inleract with desidop

This account does not have any access controls or permissions to perform the tasks that we will need to perform.

You will need to change that entry to an account that has the proper ACLs and permissions to perform the Certificate tasks and
process the required Certificate requests. In our example below, we are using a Domain (inin) account named “ICService”. This
account is a normal domain user account.

o 5507 ey | O
Liog on &

) Local Sysbesn account
Az penvce B0 inbeencl with deskdop

Pammcid: [“- e —— ]

Cordamn pasiwad |onluv|uu-ll-|loo-| |

Note: Before you perform any Certificate work on the IC Server, you must install the latest version of the “InstallRoot” application
and run the application to install the correct certificates on all of your PureConnect Windows Servers _ (IC, Media[TM1], SQL and so
on) InstallRoot is designed to facilitate the management of PKI Certification Authority (CA) or Other Federal Agency certificates and
other PKI CA certificates that may be necessary to the conduct any business across a variety of different certificate stores. Please
contact your Agency or Customer to obtain this application or certificates.
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Also, please ensure that the approriate OU, O, and C entries are correct for your agency, you will need to edit a configuration file
and drop that file into the D:\IC\Server Directory on the PureConnect Server or Media Server.That edited file is named “OpenSSL.cnf”
and it ensures that the appropriate entries are incorporated into the CSR

55



Generate the CSR

You can generate the CSR for an off-server component in two ways.
e Using CSR Generation Tool (Recommended Procedure)
e Using GenSSLCertsU.exe commands

a.Using CSR Generation Tool
Please refer following link to know how to generate the CSR using CSR tool.
b. Using GenSSLCertsU.exe

Note: It is recommended to use the new stand-alone Wizard-type CSR Generation Tool to generate Certificate Signing Requests
(CSR) so that the process is quicker and less error-prone. Refer CSR Tool User's Guide for more info.

Depending on how you installed the Media Server/RCS or other Off Host IC sub-system, you will Open a Command Prompt as an
Administrator and change the root starting point of where the install package installed the application.

In our example below, the appropriate directory that the Media Server was installed into :
D:\Program Files\Interactive Intelligence\MediaServer

(Again, this is the directory location where the install package for the IC sub-system installed the application executable, so you
may have to direct the “Command Prompt” to the appropriate application Directory.)

1. Run the following command to generate the CSR:
CMD: GenSSLCertsU.exe -g SG -f

J:sProgram FilessInteractive IntelligencesMediaServerrGensSliertsu.exe

fully generated the cert ate signing request at: D:sProgram F
IntelligencesCertificates~CSRs“ServerGroupCertificateSigningRequ

D:“Program Files“Interactive Intelligence“MediaServer’_

2. Browse to the appropriate Certificate Directory, in our case “D:\Program Files\Interactive Intelligence\Certificates\CSRs", to
validate the CSR.

Once validated, submit the CSR to the proper Signing Authority for your organization. Once the Certificate is signed, return it to the
CSR directory so that we can convert it and the private key into a .pfx file.

Converting a Signed Off Host Server Certificate into a PFX file

Once you have received the Signed Certificate back from the Signing Authority, we will need to convert it into a .PFX format for the
Windows Certificate Store.

Navigate to the Media Server directory, in most cases, it will be in the “D:\Program Files\Interactive Intelligence\MediaServer”
directory and locate the “ssl_app-w32-8-5. Exe file.

This PC » MNewVolume (D:) » 13 » IC » Server

g Mame B Date modified Type Size

|%] sqlite-w32r-18-3.dll 10/15/2018 414 PM - Application extens.., 489 KB
| | sglite-w32r-18-3.pdb 1071572018 214 P PDE File 828 KB
2] sqlite-widr-18-3.dll 10/15/2012 414 PM  Application extens.., 627 KB
| sglite-wBdr-18-5.pdb 107152018 414 PM - PDE File 732 KB
|%] ssce3532.dll 10/17/2018 10:28 ...  Application extens... 262 KB
(] ssl_app-w32r-18-5 10/15/2018 3:50 PM Application 436 KB
| | ssl_app-w32r-18-3.pdb 10/15/2018 3:50 PM  PDE File 284 KB
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You will receive a warning that the “openssl.cnf” file cannot be opened, ignore the warning.

B DAIBMCServer\ssl_app-w32r-18-5.exe - O X

can't open config file

In the openssl command line, enter the following command:

pkcs12 -export -in " D:\Program Files\Interactive Intelligence\Certificates\CSRs\winstorms1.cer" -inkey " D:\Program
Files\Interactive Intelligence\Certificates\CSRs\ServerGroupPrivateKey.bin" -out " D:\Program Files\Interactive
Intelligence\Certificates\CSRs\winstorms1.pfx"

\ServerGroupPriva

In our example above the name of the certificate is “winstorms1.cer” and the private key is named “ServerGroupPrivateKey.bin".
Please use and or substitute your server's name within the Command line.

In most cases, the Media Server Certificate is located in the D:\Program Files\Interactive Intelligence\Certificates directory. Your
Certificate Directory may be different based on how you installed the system. In any case, please use the correct directory location
for your server when using the Command Line entries.

L il .
el - - o
’ - Tha. P . a1T 5 ;

&=

The command line points to the signed certificate so that it can be converted into the .PFX format.

If there are any spaces within the directory name, place at the beginning and end of the directory name.
Enter a Password, and please note or maintain that password for future use.

Enter Export Password:

Verify Password

rverGroupPriv:

Check the .PFX file, again please go to the appropriate certificate directory for your server:
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Importing the Off Host Server Signed Certificate and Root CA into the Local Windows
Importing Root CA

Now you will import the Root CA (Trusted Certificate Authority (CA)) Certificate into the local server's Windows Store.

1. Navigate to the D:\I3\IC\Certitifcates\CSR directory and locate the Root CA Certificate you have copied from CA.

2. Double Click on the file.

3. Select “Install Certificate...” from the Certificate.

R

General  Detads  Cortificaton Path
H

o R Certificate Information

This certificate is intended for the lollowing purpose!s):

= Al o poloes
= Al apphcaton poltes

Tanwed bee  af ooca. gfum. com

Enswed by:  af poca. gfum. com

Valbd from 3/ 15/2022 te 3/8/2052

bnstal Cerificate .. Issuer Shstement
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4. A new window appears, select Local Machine radio button and click on Next.

G A Cenifezate Impedt Wisard

i Welcome to the Certificate Import Wizard

Ths wizend Reips oo copy cerificates, certfcate trust lsfs, and certfcate revecation
sk from your disk B0 8 cerbflcate shore,

! & certificate, whch is msued by & certficabon suthority, is & confirmabon of your dertty
and conters informason used to protect dats or o establish seoure neteork
ernechons. A certficate store i the syshem srea where cerbficates are loept.

Stone LocasSion
2 Current Uper
(8 Local Madhne

T cortnue, dhdk Mext.

5. Select Place all certificates in the following store and select Trusted Root Certification Authorities area:

=

4= &s Cedlicste bmpoet Wizard

Camtificats Liors
Cofviate 4020 ed e SvEDES Brddd whre SeYRRCHIED B Rl

Windows can automaboaly select a certficate shore, of you can specty 8 location e
the ceriificate,

1) Burtomatically melect the cortficate shore based on the hyoe of certieate
() Place o corsiicates in e foloming ptore

Trusted Riost Certécation duthontes [ Erowse.. |

[Chee ][ conce

6. After completing the Import, verify that you have imported the correct Certificate and click Finish.
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4= &= Cerfecate Import Wiserd

Completing the Certificate Import Wizard

The i Bhcats wdll be o bid alter ol ek Frsgh.

‘i huarve specfed the folovarsg sengs:
Corefizaty Tiorg Selpctnd b Uger  Trumbed Aogt Certficaton Autharmes
il Cernlente

I

7.  After the successful Import, click OK to close the window.

o The import was successful.

oK

Importing the Signed Certificate

Now that the Signed Certificate has been signed and converted, you will import the PFX Certificate into the local server's Windows
Certificate Store.

1. Navigate to the “D:\Program Files\Interactive Intelligence\Certificates\CSRs” directory or whatever CSR directory you have
and locate the newly created certificate .pfx file that you performed in the previous steps.

2. Right click on the file, in our example we right-clicked on the “winstoric2.pfx“ file.
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ThisPC » MNewVolume(D:) = 13 » IC » Certificates » C5Rs

)

3.

Mame

private
D ServerGroupCertificateSigningRequest.csr
D ServerGroupPrivatekey.bin

5l winstoric2
E‘ winstoric2
Install PFEX
Open
Ea Scan with Windows Defender...
Open with...

Restore previous versions

Send to

Cut
Copy

Create shortcut
Delete

Rename

Properties

Date modified

12/19/2018 2:39 PM
12/19/2018 11:36 ...
12/19/2018 11:36 ...
12/20/2018 2:01 PM
12/20/2018 2:26 PM

Select Install PFX from the menu. A new window appears, select Local Machine radio button

Type

File folder
SR File
BIM File

Security Certificate

Perzonal Informati..
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=¢ Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store,

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network:
connections, A certificate store is the system area where certificates are kept.

Store Location
i Current User
(® Local Machine

To continue, dick Mext,

| ®Net | | Cancel

4. Browse to and specify the file you want to import:
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€ L¥ Certificate Import Wizard

File to Import
Specify the file you want to impart.

File name:

C\Certificates\CSRs \winstoric2. pfx Browse...

1

Mote: Mare than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 ((PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates {P7E)
Microsoft Serilized Certificate Stare {55T)

| Cancel

5. Enter the Password, which was created in the step 4 of section “Converting the Signed Certificate for Importing *

Note: you must mark this certificate as exportable or the PureConnect application cannot use or register with this certificate.
Please mark the extended properties checkbox as well.
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& ¥ Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password,

Type the password for the private key.

Password:

[ Display Password

Import options:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option,

Mark this key as expaortable. This will allow you to back up or transpart your
keys at a later time.

Indude all extended properties.

| Concel

6. Select Place all certificates in the “Trusted Devices” area:




=

=" Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or vou can spedfy a location for

the certificate.

i) Automatically select the certificate store baged on the type of certificate

i®) Place all certificates in the following store
Certificate store:

Browse...

Select Certificate Store

Select the certificate store you want to use,

----- | other People
| Remote Desktop
t{ 7] Smart Card Trusted Roots

Bl Trusted Devices

[ ]show physical stores
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& ¥ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following stare

Certificate store:

Trusted Devices [ Browse...

| Cancel

7.  After completing the Import, verify that you have imported the correct Certificate and click Finish.
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& ¥ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have specfied the following settings:

Cerfificate Store Selected by User JEli=ls I Qle=

Content PFX

File Mame D3N C\Certificates\CSRswinstaric 2, pfx

Finizh Cancel

8.  After the successful import, click OK to close the window.

Certificate Import Wizard >

o The import was successful,

oK

Importing the Off- Server Sub-systems Certificates from Windows Certificate Store to
Server

This section covers the procedures of importing the Signed Certificate for Media, RCS, or other peripheral IC sub-system back into
that server.
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Now that the Signed Certificates have been returned and you have exported in into the Local Windows Certificate Store, we will
import the Signed Certificate from the Windows Certificate store so that the Media Server or other Off Host servers can register
PureConnect with the Certificate.

Open a Command Prompt Running as Administrator -> browse to D:\Program Files\Interactive
Intelligence\MediaServer (Replacing Media Server with appropriate application Directory).

1. Runthe command below from the D:\Program Files\Interactive Intelligence\MediaServer directory:

GenSSLCertsU.exe -0 -w -f

2. Select Trusted Devices and then click on the Select button to choose your Server Certificate:

Select Certificate From Windows Certificate Store >

¢ |ocal Machine 1 Current User

Certificate Store: TrustedDevices -
Certificate: J | Select...
(84 Cancel
3. Confirm and click OK.
Windows Security >

Confirm Certificate

Confirm this certificate by clicking OK. If this is not the
correct certificate, click Cancel.

QS-WINSTORMS1

Issuer: DOD JITC SW CA-53
Valid From: 12/19/2018 to 12/19/2021

Click here to view certificate properties

(8] 4 Cancel

4. Check to make sure your Server name is in the Certificate field and then click OK.
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Select Certificate From Windows Certificate Store >

{* Local Machine ©  CurrentUser

Certificate Store: |TrustedDe'-.-'i-:es __:J

Certificate: QS-WINSTORMS 1 Select...

Ok | Cancel

5. The Command-Line shows that you have successfully imported the Cert from the Windows Certificate Store.

6. Close the Command-Line and Reboot the Server.

The Signed Certificate as well as the Private Key and Trusted certificates have been imported into the IC certificate Directory.
Please validate that the certificates are in that Certificate directory.

Reboot the server once you are satisfied that the certificates are in the correct location.

Validate that the appropriate Service starts, and the Media Server or other Off Host IC Sub-system service are running and that the
application is functioning correctly.

Registry Fixes for the Media Server, RCS, PASv2 or OHSM

The Media Server, Remote Content Server (RCS), PASv2(Process Automation Server), and or other Off Host Session Manager
(OHSM) servers have been Trusted in the Interaction Administrator application during the initial install and setup. These servers
used the IC Self Signed certificates to validate that IC and it associated Off Host Sub-systems are functioning correctly. At that
time, those Off Host Sub-systems were identified within the Interaction Administrator by an IC serialized number you will have to
change within the Registry of the IC Server. The following procedures lead you step by step to update those entries on the
PureConnect IC Server.

This step is important for all Sub-System which has been Trusted Certificate in the Interaction Administrator
application during the initial installation and setup.

1.  Open the Interaction Administrator utility on the PureConnect server.

2. Navigate down to the System Configuration container.

3. Open Configuration Container in the “Right” pane of the utility.
4. Open the Certificate Management Tab.

5.  Select the Subsystem Certificates Configuration modify button.

6. Look for the name of your Off-host Server or ASR server:
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| = You can deoose whech cerbificates are brusted and untrusted by the server. Subsystems with new
oF untrusted certificates vl not be allowed o connect 1o the server untll they are rusted,

Show: |4l Certificates -
: :

State Date Apphcaton Diescripban Trust

Trusted M2205-25 ... QFMEDIASELFSSS -... 2786185374 vt
Tirus ted Setup Assctant QF -ICSEL Fabd

Dedete
Refresh

Chose

=13 Cancel Appiy

7. Record or write down the numbers that are listed in the “Description” label. We will need to find and edit those in a later task.
If you have more than one Media server “Trusted”, record those numbers also.

8. If you have an ASR server that has been “Trusted” also, record or write down the numbers that are listed in the “Description”
label for each ASR server. We will need to find and edit those in a later task as well.

9.  Open the Windows Registry editor on the PureConnect server (regedit.exe) and navigate to:

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Interactive Intelligence\EIC\Directory Services\Root\Customer
Site\Production\Config Certificates\Config Subsystems Certificates\

w
* | Hame Tree Dieta
Jnad ¥ el Mg fealen nct set]
o & Apcicon FEG MULT 2 (F-WEDUSSELFES - I Corbhicates AP Library
DaplayMame  REGMULTL ST
_M“' ﬂ';:il i seliemted REG_ERORD a0 3 [S375)
Foet 6 s REG He0RD Guiidcic (342000
o ety MG aATy LT S-G9 ek
) R Bmnchy g BEG MURTY 52 ABownd
e [ —— A8 Ukt Blinrak FEG MAATY 52 g s
| Brgount Codey
LieraniC el )
Catlfesstns
| Cligrst Bgtony
| S ol gurgtann
, Choerst Memss
| ChartTemplatn
. olartny
w Canfig Dertie ey
3 || Confi Ling Cartificy
w Loy st
ITWARTd
T - ELFEN
Canfigaaton
Dot Lses
e Detats E:
. g - >
Computnt HKEY, LD AL MACHINT SO TAARE, WOWSS Licorramactive itplisgms 1 1K inectory Samngy et ol o orii Cartibcatey Conkig Tobryrtarmm Cartifc ey ST TEST4

10. Look for the “Description” number that represents your Media Server. You want to look for the numeric entry that represents
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11.

12.

13.

14.

15.

16.

17.

the “Trusted” Certificate name used in the Interaction Administrator when the Media server was first connected to the
PureConnect Server. In our example in the Figure below shows that Media Server QF-MEDIASELF899 has a “Description” of
2796185374. Look for the “Description” number that represents your Media Server.

Double Click or Select the “Display Name” entry that represents your Media Server so that we can modify this entry.

An “Edit Multi-String” window will open.

You may need to change or edit the entry with the Host Name (FQDN) of the Media\ASR server. If the Hostname was correct
when you opened it, you can move on to the next step. Please note that any changes you make here will overwrite the number
that used to appear in that position.

L]
Fis Ed P
&1 Mama Type Cista
_'*"'-"‘9"'“ 1L Tz ey HAA (et far 4]
N Fui Ml Saving ® )52 G- WMETRARILFES - 1 Certifuater AP Library
| %4
[ ol kD IO B AT
| m" ] 0 (D0 ke (5380
ey Yok data 152 2027403+ 29 R0
& wacked £ fun coni | L5 Agetd
v B | bz Ikiggheniny
|
1
i
i
|
........................................... |
Cox ]| cace
‘C;'I'lgl.m'l:ntd'ulu 11
w - penleg usbrmymtems €
ITRb IR
OF-HCSELFER
Configurstion
Definsly Lher
18 Defpuits
L P PN Y | s
|+ *
Sompute HRDY_LOCAL WS CHNESOFTWARD w04 LMo’ Interacta Inteilgens 000 Daectorny Senicns Rootacuni B Produston Config Cenifater Confeg Subprstems Cartficate JRRE1ELTS

Click OK button.

Navigate back to the original Number that represents this Certificate as shown in the figure below.

Right click on the Number that represents this Media Server Certificate and select Rename.

Rename the Folder with the same Hostname which we used in Step 13.
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18. Repeat Steps 1 through 11 until all the Media\ASR server entries have the correct FQDN instead of the previously used
numbers.

19. Follow steps 1 thru 17 for on the Backup Media Server.

20. Startup IC service now.

21. Once the PureConnect server as started, start the Media\ASR server's service on those respective machines.

22. Make a backup of the working Media or ASR Federal or modified Certificate folder and retain/store it in a safe location.

At this time check your connection of the Media Server if it does not connect; Reboot the CIC Server.
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Final PureConnect Server Certificate Procedures

1.

Reboot the IC Servers. Once they are up and running. Place the PureConnect or Interaction Center Service back in
“Automatic” mode” and Start the IC service now.

When the IC system restarts, make a Backup copy of the newly modified Certificate folder on all PureConnect servers in this
solution and store them in a location that can be safeguarded.

Should the IC system fail to start, check the Window Event Logs for any Certificate related errors or if CIC fails to start?
Navigate to the D:\I3\IC\Certificates folder and rename it to Certificate X.

If the IC system fail to start, check the Window Event Logs for any Certificate related errors or Navigate to the
D:\I3\IC\Certificates folder and rename it to Certificate X.

Copy the original, modified IC Certificate folder back into its original location. You may have to rename it back to
“Certificates”.

Reboot the CIC Server.

The CIC Server should start since we have reverted to the original CIC Certificate folder that was working
priorbeforemodifications.

Contact GENESYS Support if you cannot get the modified Certificates to work.
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Manage Certificate Digest

For existing IC Server installs, the certificate signatures will need to be converted to SHA-256 with an option in the Certificates
wizard found in Setup Assistant. When the "Manage certificate digests" option is chosen, it will prompt you to choose between
SHA-1 or SHA-256 as the signature digest. The current Server Group certificate digest will be chosen by default. After the
choice is confirmed, the wizard will convert all existing certificates that are not signed with the chosen digest to the new digest
algorithm.

Digest Conversion from SHA-1 to SHA-256

—_

Backup the Certificates currently in place.

2. Place the Original Certificates into the appropriate Directory for both the PureConnect and Off-Host Server(s).
3.  Get the Off-Host Server connected to the PureConnect server with the Original Certificates.
4. Test and validate.
5. Run Setup Assistant for upgrading the Certificates to SHA-256.
6. Select Certificates
i
j Introduction Manage Certificates
identi This task allows you to set up & Server Group certificate and
ntity private key for secure communications with remote
- _ subsystems.
Options
H:‘Dlarpran
&> Rename DS
I Database
“4 pcom
8 ceiificates
Proceed Close

7. Select Manage Certificate Digests.
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B IC set

Select a Certificate Management Option "-“-{

Select one of the folowing options for configuring certficates used by your IC system:

(C) Manage server certificates
For generating new certificates or importing existing certificates for an IC pair.

() Manage certificate digests
Change the digest algorithm used across the IC system.

< Back Mext > Cancel
Select SHA-256 and Click Yes on the Warning.
'B IC SPtupn ASsitt
Certificate Digest '5'—-_"!'

The IC system uses several security certificates to validate varous connected systems. Each certificate is
sigreed with & secure slgorithm. Choose which aigorithm should be used to sign each certificate.

y This affects anything that communicates with your IC system. Off-server components may not
£ 1% be able to connect to IC untd they are manualy updated.

Signing Digest: () sea-1
(W) 5HA-258

<Back | MNext> = Concel
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! To complete the conversion to SHA236, new certificates will need to be
! issued to off-server applications and any other third-party appliances
P ¥
configured to communicate with this Interaction Center server.

For more information, see the Secunity Features Technical Reference in
the CIC Documentation Library.

De you want to continue?
Yes Mo Cancel
9. Complete the Setup Assistant. Validate and test your system.

10. Place your SHA-256 signed Certificates into the Certificate Directory for all PureConnect and Media Servers and
reboot.

Digest Conversion from SHA-256 to SHA-1

Backup the Certificates currently in place.

-

2. Place the Original Certificates into the appropriate Directory for both the PureConnect and Off-Host Server(s).
3.  Get the Off-Host Server connected to the PureConnect server with the Original Certificates.
4. Test and validate.
5. Run Setup Assistant for converting the Certificates into SHA-1
6. Select Certificates
.t‘j' i
-:" -
:{ Introduction Manage Certificates
identi This task allows you to st up & Server Group certificate and
ntity private key for SECUFE COMMUIICABANS with ramate
o ) subsystems.
Options
\‘,-‘ Dialplan
&> Rename DS
L ﬂ Database
“4 DCOM
£ ceiificates
Proceed Close

7. Select Manage Certificate Digests.
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Select a Certificate Management Option ‘i;-]-l‘

Select one of the folowing cptions for configuring certificates used by your IC system:

{_) Manage server certificates
For generating new certificates or importing existing certificates for an IC pair.

) Manage certificate digests
Change the digest algorithm wsed across the IC system.

< Back MNext > Cancel
8. Select SHA-1 and Click Yes on the Warning.
}j C Setup Assistant 7

The [C system uses several security certificates to validate vanious connected systems. Each certificate is
signed with a secure algorithm. Chaose which algarithen should be used to Sgn eadh certficate.

This affects anything that communicates with your IC system. Offssrver components may not
b able b0 conmect to IC untll they are manually updated,

Signing Digest: () SHA-1
() SHA-255

| <mack || wet> | [ cancd |

IC Setup Assistant

~ SHA-1 is a weaker option for Certificate Digest.
! . Are you sure you want to select SHA-17

Yes B No | | Cancel

9. Complete the Setup Assistant. Validate and test your system.

77



10. Place your SHA-1 signed Certificates into the Certificate Directory for all PureConnect and Off-Host Servers and
reboot.
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